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The article provides an analysis of emergency situations at cellular base stations, highlights the 

main causes. The possible negative impact of stations on the environment and the human body is 

considered. Various methods for monitoring and detecting violations are presented. 
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Questions were addressed about the differences and benefits of using relational and graph 

databases in the development of social networking applications. The article described the features of 

each type of database, and also carried out a comparative analysis. Examples of successful application 

of graph databases in social networking applications were analyzed, which emphasized their importance 

in this area. 
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OPTIMIZATION OF THE AMPLITUDE DISTRIBUTION ON THE ELEMENTS OF A 

LINEAR PHASED ARRAY ANTENNA AS PART OF A RADIO DIRECTION FINDER OF A 

RADIO SOURCE 

 

South Ural State University "SUSU (NRU)", Chelyabinsk, Russia 

 

Keywords: phased array antenna, total radiation pattern, difference radiation pattern, amplitude 

weight distribution, direction finder. 

 

A linear phased array antenna (AFAR) as part of a monopulse direction finder is considered. With 

the monopulse method of bearing the radio source, it is required to form a total and difference radiation 

pattern (DN) of the LFAR. The paper selects the best amplitude weight window on the AFAR elements 

according to the criterion of minimizing the maximum level of the side lobes of the total and difference 

DN with a minimum angular expansion of the main lobe of the total DN of the LFAR. 
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C=825@A8B5B. 3 +5;O18=A:: �740B5;LA:89 F5=B@ .'@�', 2022. 3 %. 343-349. 

3. )M@@8A (. �6. �A?>;L7>20=85 >:>= ?@8 30@<>=8G5A:>< 0=0;875 <5B>4>< 48A:@5B=>3> 
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�.�. �4F9A>B6 
 

 �&"�/ #"�%+�&� �"1((�*��!&� ",��"+!/) ��&"� � *�($"�/) 
&$��&�) 

 

$&'  �$-�, $>AA8O 
 

�;NG52K5 A;>20: :>MDD8F85=B >H81>G=KE 18B>2, A>1KB8O >H81>:, 18B>20O >H81:0, A1>9, 
F8D@>20O A8AB5<0 ?5@540G. 

 

#@54AB02;5=> >?8A0=85 B@5E <5B>4>2 ?>4AG5B0 :>MDD8F85=B0 >H81>G=KE 18B>2. 
"B<5G05BAO, GB> =081>;LH55 @0A?@>AB@0=5=85 2 A>2@5<5==>9 ?@0:B8:5 ?>;CG8; 2B>@>9 <5B>4, 
>4=0:> 53> ?@8<5=5=85 >1KG=> =5 >15A?5G8205B 02B><0B8G5A:>3> CG5B0 B>G=>AB8 87<5@5=89, GB> 
=5>1E>48<> CG8BK20BL ?@8 ?@>2545=88 M:A?;C0B0F8>==KE B5AB>2. 

 

K.A. Batenkov 

 

METHODS FOR CALCULATING COEFFICIENT OF ERRONEOUS BITS IN DIGITAL 

PATHS 

 

RTU MIREA, Russia 

 

Keywords: error bit rate, error events, bit error, failure, digital transmission system. 

 

The description of three methods for calculating the coefficient of erroneous bits is presented. It is 

noted that the second method has become the most widespread in modern practice, but its application 

usually does not automatically account for the accuracy of measurements, which must be taken into 

account when conducting operational tests. 

 

%CI5AB2C5B B@8 A?>A>10 @0AG5B0 :>MDD8F85=B0 >H81>G=KE 18B>2 (@8A. 1). 

1 2 12 13 99 100 101 176 177

1 3 5 7

9
9

9
 9

9
92 4 6

1
 0

0
0

 0
0

1
1

 0
0

0
 0

0
0

9
9

9
 9

9
8

9
9

9
 9

9
7

9
9

9
 9

9
6

9
9

9
 9

9
5

9
9

9
 9

9
4

9
9

9
 9

9
3

9
 9

9
9

 9
9

9

1
0

 0
0

0
 0

0
1

1
0

 0
0

0
 0

0
0

9
 9

9
9

 9
9

8
9

 9
9

9
 9

9
7

9
 9

9
9

 9
9

6

1
0

 0
0

0
 0

0
2

9
 9

9
9

 9
9

9
9

 9
9

9
 9

9
5

9
 9

9
9

 9
9

4
9

 9
9

9
 9

9
3

9
 9

9
9

 9
9

2
9

 9
9

9
 9

9
1

9
 9

9
9

 9
9

0

7
 2

6
5

 2
6

3
7

 2
6

5
 2

6
2

7
 2

6
5

 2
6

1
7

 2
6

5
 2

6
0

7
 2

6
5

 2
5

9
7

 2
6

5
 2

5
8

7
 2

6
5

 2
5

7
7

 2
6

5
 2

5
6

7
 2

6
5

 2
5

5
7

 2
6

5
 2

5
4

1,77· 10-5

1,3· 10-5

1,376· 10-5

C9D6K= @9FB86FBDB= @9FB8FD9F<= @9FB8

AB@9D BH<5BGAB7B 5<F4AB@9D CD<AяFB7B 5<F4A4G4?B
 

<;@9D9
A<=

 
 <E. 1. �9FB8O <;@9D9A<S >BQHH<J<9AF4 BL<5BKAOI 5<FB6 

 

� ?5@2>< <5B>45 ?>4AG5B :>MDD8F85=B0 >H81>G=KE 18B>2 ?@>872>48BAO ?>A;5 ?@85<0 AB0 
>H81>: 2?5@2K5, GB> 02B><0B8G5A:8 ?@82>48B : 2KA>:>9 B>G=>AB8 87<5@5=8O (;CGH5 10 %). � 
B>65 2@5<O >B =0G0;0 87<5@5=8O 4> <><5=B0 ?>;CG5=8O 8B>3>2 =5>1E>48<> >?@545;5==>5 (8=>340 
4>2>;L=> 1>;LH>5) 2@5<O: �� = 177107 = 1,77 ∙ 1025 (@8A. 1). 

�> 2B>@>< <5B>45 @0AAG8BK205BAO :>MDD8F85=B >H81>G=KE 18B>2 ?>A;5 =0G0;0 87<5@5=8O 
8 :>;8G5AB2> ?@8=OBKE 18B>2KE >H81>: =5 CG8BK205BAO. � 40==>< A;CG05 4;O B>G=>AB8 
87<5@5=89 ?>4AG5B :>MDD8F85=B0 >H81>G=KE 18B>2 2K?>;=O5BAO ?>A;5 ?>O2;5=8O 7040==>3> 
G8A;0 18B>2, 0 B>G=>ABL 87<5@5=8O >1CA;02;8205BAO ?>@>3>2K< 7=0G5=85< G8A;0 ?@8=OBKE 18B>2. 
"1KG=> AG8B05BAO, GB> B>G=>ABL 345-B> =0 ?>@O4>: 1>;LH5 >1@0B=>9 25;8G8=K :>;8G5AB20 
0=0;878@C5<KE 18B>2 (2 ?@8<5@5 @8A. 1 B>G=>ABL 87<5@5=8O 1;87:0 ?> 25;8G8=5 : 1025 ?>A;5 
?5@2>=0G0;L=>3> @0AG5B0). -B>B <5B>4 2 >B;8G85 >B ?5@2>3> >15A?5G8205B 7040==>5 2@5<O 
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>B>1@065=8O ?5@2KE @57C;LB0B>2 87<5@5=89, =5 7028AOI55 >B :>;8G5AB20 >H81>:: �� = 13106 =1,3 ∙ 1025  (@8A. 1). #>4>1=0O <5B>48:0 @0AG5B0 >:07K205BAO =081>;55 MDD5:B82=>9 8 8<55B 
H8@>:>5 @0A?@>AB@0=5=85. !530B82=>9 AB>@>=>9 MB>9 <5B>48:8 O2;O5BAO B@51>20=85 CG5B0 G8A;0 
?@8=OBKE 8 ?5@540==KE 18B>2 ?A524>A;CG09=>9 ?>A;54>20B5;L=>AB8 2 E>45 0=0;870 @57C;LB0B0. 
�0==>5 >1AB>OB5;LAB2> 2>7=8:05B 2A;54AB285 2KG8A;5=8O >B=>H5=8O 157 7040=8O B>G=>AB8 
87<5@5=89 4;O ?@>872>;L=>3> <><5=B0 2@5<5=8. &0:, ?@8 >1I5< G8A;5 ?@8=OBKE 18B>2 107 

B>G=>ABL >F5=:8 ?0@0<5B@0 A>>B25BAB2C5B 1026 , => 4065 5A;8 ?@81>@ >B>1@0605B <5=LH85 
7=0G5=8O, B> 4>AB>25@=>ABL =5 >:07K205BAO 2KH5 [1, 2]. 

� B@5BL5< <5B>45, ?@8<5=O5<>< 2 =5:>B>@KE 8=48:0B>@0E, @0AG5B :>MDD8F85=B0 
>H81>G=KE 18B>2 2K?>;=O5BAO ?>A;5 ?@85<0 AB0 >H81>G=KE 18B>2: �� = 1007265257 = 1,376 ∙ 1025 

(@8A. 1). �0==K9 <5B>4 >:07K205BAO 20@80F859 ?5@2>3> <5B>40 A ?>E>659 =5381:>ABLN 2 
845=B8D8:0F88 @57C;LB0B>2 M:A?;C0B0F8>==KE 87<5@5=89 8 B@51>20=85< >6840=8O 4> 
8=48:0F88 8B>3>2 87<5@5=89. 

� F5;><, =081>;55 H8@>:> 2 A>2@5<5==>9 ?@0:B8:5 8A?>;L7C5BAO 2B>@>9 <5B>4, => 53> 
?@8<5=5=85 G0AB> =5 ?>72>;O5B 02B><0B8G5A:8 CG8BK20BL B>G=>ABL 87<5@5=89, GB> =5>1E>48<> 
8<5BL 2 284C ?@8 ?@>2545=88 M:A?;C0B0F8>==KE ?@><5@>2 [3, 4, 5, 6, 7]. 

 

%#�%"� ��&�$�&'$Ы: 
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'A?5E8 A>2@5<5==>9 @048>M;5:B@>=8:8. 2017. %. 604. 

2. �0B5=:>2 �.�.  >45;8@>20=85 =5?@5@K2=KE :0=0;>2 A2O78 2 D>@<5 >?5@0B>@>2 
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4. �8=>:C@>2 �. . *8D@>2K5 A8AB5<K ?5@540G8 : CG51. #>A>185 / �. . �8=>:C@>2; (545@0;L=>5 
035=BAB2> ?> >1@07>20=8N, &><A:. 3>A. C=-B A8AB5< C?@. 8 @048>M;5:B@>=8:8, �=-B 4>?. 
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@048>M;5:B@>=8:8, 2012. 3 160 A. 

5. !>@<K =0 M;5:B@8G5A:85 ?0@0<5B@K F8D@>2KE :0=0;>2 8 B@0:B>2 <038AB@0;L=>9 8 
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%$��!�&��0!/� �!���� &"#"�"��+�%��) $�,�!�� ��3 *�!&$"� 
"�$��"&�� ��!!/) 

 

'@0;LA:89 B5E=8G5A:89 8=AB8BCB A2O78 8 8=D>@<0B8:8 (D8;80;) (�"�' �" «%818@A:89 
3>AC40@AB25==K9 C=825@A8B5B B5;5:><<C=8:0F89 8 8=D>@<0B8:8» 2 3. �:0B5@8=1C@35  

('@&�%� %81�'&�), $>AA8O 
 

�;NG52K5 A;>20: &>?>;>38O, JellyFish, �;>7, Fat Tree, Flattened Butterfly 

 

� AB0BL5 @0AA<0B@820NBAO @07;8G=K5 B>?>;>388 ?>AB@>5=8O A5B59, 8E >A>15==>AB8, 
?@58<CI5AB20, :>B>@K5 >=8 ?@54>AB02;ONB, =54>AB0B:8, A2O70==K5 A 8E ?>AB@>5=85<, 
M:A?;C0B0F859. � >A=>2=><, A@548 8=65=5@>2 =081>;55 8725AB=0 B@ёEC@>2=520O B>?>;>38O, 
AB0=40@B878@>20==0O :><?0=859 Cisco, ?@54AB02;ONI0O A>1>9 G0AB=K9 A;CG09 >1>1Iё==>9 
4@52>284=>9 B>?>;>388. #@8 @0ABCI8E B@51>20=8OE : ?@>?CA:=>9 A?>A>1=>AB8, 
>B:07>CAB>9G82>AB8 8 >1I5<C :0G5AB2C A5B8 =5>1E>48<> >1@0B8BL 2=8<0=85 =0 0@E8B5:BC@C MB8E 
A5B59 =0 <><5=B5 8E ?@>5:B8@>20=8O 8 ?>=8<0BL ?@58<CI5AB20 8 =54>AB0B:8 8A?>;L7C5<KE 
B>?>;>389. (C=40<5=B0;L=K5 B>?>;>388 725740, :>;LF>, 4@52>284=0O B>?>;>38O, :C1 3 2 40==>9 
AB0BL5 =5 @0AA<0B@820NBAO, 2=8<0=85 C45;5=> B>?>;>38O<, AD>@<8@>20==K< =0 8E >A=>25. 

 

V.V. Bentsel, N.V. Budyldina  

 

OVERVIEW OF DPC NETWORK TOPOLOGIES 

 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian State 

University of Telecommunications and Informatics in Yekaterinburg (UrTISI SibGUTI), Russia 

 

Keywords: Topology, JellyFish, Clos, Fat Tree, Flattened Butterfly 

 

The article discusses various topologies for building networks, their features, the advantages they 

provide, the disadvantages associated with their construction and operation. Basically, among engineers, 

the three-level topology standardized by Cisco is the most famous, which is a special case of a 

generalized tree topology. With increasing demands on bandwidth, fault tolerance, and overall network 

quality, it is necessary to pay attention to the architecture of these networks at the time of their design 

and understand the advantages and disadvantages of the topologies used. Fundamental topologies star, 

ring, tree topology, cube - are not considered in this article, attention is paid to topologies formed on 

their basis. 

 

1 &DёIGDB6A964S @B89?P 
&@ёEC@>2=520O <>45;L O2;O5BAO G0AB=K< 284>< 4@52>284=>9 B>?>;>388 ?>AB@>5=8O A5B59. 

'@>2=8 45;OBAO =0: C@>25=L 4>ABC?0, 03@530F88 (8;8 @0A?@>AB@0=5=8O) 8 O4@0. '@>25=L 4>ABC?0 
>B25G05B 70 ?>4:;NG5=85 >:>=5G=>3> >1>@C4>20=8O 8;8 @01>G59 AB0=F88. !0 40==>< C@>2=5 
8A?>;L7C5BAO >1>@C4>20=85 L2, 2 ?@5>1;040NI5< 1>;LH8=AB25 A;CG052 >A=>2=K< 
8A?>;L7C5<K< DC=:F8>=0;>< 2 B0:>< >1>@C4>20=88 O2;O5BAO >3@0=8G5=85 H8@>:>25I0B5;L=KE 
?0:5B>2, 4;O 871530=8O D;C40 ?0:5B>2, A53<5=B8@>20=85 VLAN, ?>445@6:0 SNMPv2 8;8 
SNMPv3. #> ?@8G8=5 B0:>3> =87:>3> B@51>20=8O : >1>@C4>20=8N ?@>872>48B5;8 2K?CA:0NB 
A?5F80;L=CN ;8=59:C =54>@>3> >1>@C4>20=8O. %;54CNI8< C@>2=5< O2;O5BAO C@>25=L 03@530F88. 
!0 40==>< C@>2=5 CAB0=02;8205BAO C65 1>;55 4>@>3>AB>OI55 8 ?@>872>48B5;L=> >1>@C4>20=85. 
!0 40==>< C@>2=5 B@51>20=85< : >1>@C4>20=8N AB0=>28BAO =0;8G85 ?@>B>:>;>2 48=0<8G5A:>9 
<0@H@CB870F88, B5E=>;>388 @0AH8@5=8O :>;8G5AB20 L2-4><5=>2 (QinQ, VXLAN) 8 1>;55 
?@>872>48B5;L=0O :><<CB0F8>==0O <0B@8F0. %0<>5 4>@>3>AB>OI55 8 2KA>:>?@>872>48B5;L=>5 
>1>@C4>20=85, A A0<K< 1>30BK< DC=:F8>=0;L=K< =0?>;=5=85< @0A?>;0305BAO =0 C@>2=5 O4@0. 
�0==K9 C@>25=L >1@010BK205B 25AL B@0D8: A5B8. 
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�@0D8G5A:>5 87>1@065=85 B@ёEC@>2=52>9 B>?>;>388 ?@54AB02;5=> =0 @8AC=:5 1.1. 
 

 

$8AC=>: 1.1 - &>?>;>38O B@ёEC@>2=52>9 <>45;8 

 

2 &BCB?B7<S E9F< �?B;4 <?< E9F< Fat Tree 

� 1953 3>4C +0@;L7 �;>7 @07@01>B0; B5E=>;>38N >@30=870F88 A5B8, 345 :>;8G5AB2> 2E>4>2 
@02=> :>;8G5AB2C 2KE>4>2. %B>8B C?><O=CBL, GB> 40==0O B>?>;>38O 1K;0 @07@01>B0=0 4;O 
B5;5D>==KE A5B59 8 E0@0:B5@87>20;0AL, :0: =51;>:8@C5<0O. !0 2.1 3@0D8G5A:>5 ?@54AB02;5=85, 
8<5=C5<>5 Crossbar: 

 

 

$8AC=>: 2.1 - &>?>;>38O Fat Tree 

 

+0@;L7 ?@54;>68; @0745;8BL 2E>4K 8 2KE>4K 4>?>;=8B5;L=K< C@>2=5< :><<CB0F88, 
:>B>@K9 ?>72>;8B ?5@5AB@0820BL A>548=5=8O <564C 2E>40<8 8 2KE>40<8 ?> 70?@>AC. -B> 8 
=0720;8 A5BLN �;>70 (@8AC=>: 2.2): 
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$8AC=>: 2.2 - %5BL �;>70 
 

#@8 B0:>9 A5B8 :>;8G5AB2> A>548=5=89 >?@545;O5BAO ?> D>@<C;5 2.1 [1]: 
 ý = 6�(32)23Ā

    (2.1) 

 

345   3 :>;8G5AB2> B>G5: :><<CB0F88; 
n 3 G8A;> B>G5: ?>4:;NG5=8O; 
 

!0 @8AC=:5 2.3 ?@54AB02;5=0 A@02=8B5;L=0O E0@0:B5@8AB8:0 ?> :>;8G5AB2C B>G5: 
:><<CB0F88 ?@8 8A?>;L7>20=88 <5B>40 Crossbar 8 A5B8 �;>70. 

 

 

$8AC=>: 2.3 - %@02=8B5;L=0O E0@0:B5@8AB8:0. 
 

�7 @8AC=:0 284=>, GB> ?@8 =0;8G88 36 B>G5: ?>4:;NG5=8O :>;8G5AB2> A>548=5=89, 
=5>1E>48<KE 4;O =51;>:8@C5<>AB8 A5B8, B.5 :>340 :064K9 2E>4 8<55B 4>ABC? : :064><C 2KE>4C, 
B@51C5BAO <5=LH5, G5< ?@8 8A?>;L7>20=88 <5B>40 Crossbar. 

&8?8G=K9 284 B@ёEC@>2=52>9 A5B8 �;>70 ?@54AB02;5= =0 @8AC=:5 2.4. �>;55 65 
@0A?@>AB@0=ё==K9 8 ?@82KG=K9 284 B0:>9 A5B8 ?@54AB02;5= =0 @8AC=:5 2.5 8 8<5=C5BAO Folded 

Clos, ?>B><C GB>, ?> ACB8, A:;04K205BAO 242>5. 
�@C3>5 =0720=85 B0:>9 A5B8 - Fat Tree. �<5AB> 25AL<0 8=B5;;5:BC0;L=>3>, 0, A>>B25BAB25==>, 

8 A:;>==>3> : >H81:0< 8 1030< C@>2=O 03@530F88, ?>O2;O5BAO ?@8<8B82=K9 C@>25=L :><<CB0F88 
- Spine, 7040G0 :>B>@>3> - >G5=L 1KAB@> ?5@5;>68BL ?0:5B A >4=>3> Leaf =0 4@C3>9. � Leaf90< 
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?>4:;NG0NBAO <0H8=K. %0<8 Leaf9K ?>4:;NG0NBAO : :064><C Spine9C. � Spine9K 
A>>B25BAB25==> :> 2A5< Leaf90<. &0:8< >1@07><, <564C ;N1>9 ?0@>9 <0H8= 1C45B ACI5AB2>20BL 
1>;LH>5 :>;8G5AB2> @02=>F5==KE ?CB59 (?> :>;8G5AB2C A?09=>2) A 2A5340 >48=0:>2K< G8A;>< 
E>?>2 - 3 4;O A5B8, 87>1@06ё==>9 2KH5. �KE>4 65 2> 2=5H=89 <8@ 8;8 2 4@C385 �* >1KG=> 
@50;87C5BAO G5@57 >B45;L=K5 :>@>1:8, :>B>@K5 A B>G:8 7@5=8O D01@8:8 2K3;O4OB :0: Leaf-
:><<CB0B>@K, >4=0:> 3>@074> 1>;55 DC=:F8>=0;L=K5. !07K20NBAO >=8 Edge-Leaf (@8AC=>: 2.6). 

 

 

$8AC=>: 2.4 - &@ёEC@>2=520O A5BL �;>70 

 

$8AC=>: 2.5 - %5BL �;>70 2 ?@82KG=>< 2845=88 
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$8AC=>: 2.6 - %B@C:BC@0 Edge-Leaf 

 

3.  =>3>C@>2=520O B>?>;>38O A5B8 �;>70 
 

#@8 @0AA<>B@5=88, =0?@8<5@, ?OB8C@>2=52>9 <>45;8, A CGёB>< B>3>, GB> ?@8 ?5@2>< 
@0AA<>B@5=88 8<55< 420 C@>2=O 4>ABC?0, 7=0G8B, 1C45B B@8 C@>2=O ?@><56CB>G=KE C@>2=O. #> 
0=0;>388 A @8AC=:>< 2.4 B@ёEC@>2=52>9 <>45;8, ?OB8C@>2=520O <>45;L ?@54AB02;5=0 =0 @8AC=:5 
3.1. 

!0 A0<>< 45;5, AB0=40@B878@>20=K 2KG8A;5=8O ?> A5BO< �;>70 4;O @07;8G=>3> :>;8G5AB20 
C@>2=59 A5B8. � B01;8F5 3.1 ?@54AB02;5=K 2KG8A;8B5;L=K5 <5B>4K [2]: 

 

&01;8F0 3.1 3  5B>4>;>38O @0AGёB0 A5B8 �;>70 ?@8 L-C@>2=OE 

 



26 

 

 

$8AC=>: 3.1 - #OB8C@>2=520O <>45;L A5B8 �;>70 
 

#>A;5 A;>65=8O A5B8 24>;L B@5BL53> C@>2=O ?>;CG8< A;54CNICN AE5<C, ?@54AB02;5==CN 
=0 @8AC=:5 3.2: 

 

 

$8AC=>: 3.2 - Folded Close ?OB8C@>2=52>9 <>45;8 

 

� 8B>35 ?>;CG05< A53<5=BK PoD 3 Point of Delivery. �0==K5 A53<5=BK O2;ONBAO 
C=825@A0;L=K<8. %5BL <>6=> <0AHB018@>20BL, ?> 0=0;>388 A 83@>9 2 :>=AB@C:B>@, B.5. ?@8 
=5>1E>48<>AB8 4>AB0B>G=> 70:070BL 845=B8G=K9 1;>: 8 ?>4:;NG8BL 53> : >1I59 AB@C:BC@5 A5B8. 

 

3 &BCB?B7<S Flattened Butterfly 

�0==0O B>?>;>38O >@85=B8@>20=0 =0 >@30=870F8N A5B8 2 *"� 4;O AC?5@:><?LNB5@>2, 2 
:>B>@KE CAB0=>2;5=K 2KA>:>?@>872>48B5;L=K5 ?@>F5AA>@K A >3@><=K< :>;8G5AB2><, 
A@02=8B5;L=> A A5@25@0<8 ?>4 >B45;L=K5 CA;C38, ?@>F5AA>2. 

#5@2>=0G0;L=> 4;O A5B59 AC?5@:><?LNB5@>2 8A?>;L7>20;8 A5B8 �;>70. !> 40==0O A5BL 1K;0 
=5 >?B8<0;L=0 4;O B@51C5<>3> 2@5<5=8 >B:;8:0. � A5B8 �;>70 70?@>A 1C45B ?@>E>48BL 242>5 
1>;LH5 E>?>2, G5< =C6=>. 
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&>?>;>38O Flattened Butterfly 1K;0 ?@54AB02;5=0 ;8HL 2 2007 3>4C =0 <564C=0@>4=>< 
A8<?>78C<5 ?> :><?LNB5@=>9 0@E8B5:BC@5 (ISCA). +5@57 3>4 1K;0 ?@54AB02;5=0 >1=>2;ё==0O 
0@E8B5:BC@0 Flattened Butterfly 3 Dragonfly [3]. 

� :0G5AB25 ?@8<5@0, =0 @8AC=:5 3.1 ?@54AB02;5= ?@8<5@ ?>;=>A2O7=>9 B>?>;>388 Flattened 

Butterfly: 

 

 

$8AC=>: 3.1 - #@8<5@ >4=>9 87 @50;870F88 Flattened Butterfly 
 

�>;55 ?>4@>1=> B>?>;>38O >?8A0=0 2 8AB>G=8:5 [5] 
4 &BCB?B7<S JellyFish 

JellyFish 3 MB> A;CG09=K9 @53C;O@=K9 3@0D. $53C;O@=K9 3@0D 3 3@0D, 2 :>B>@>< :064K9 
C75; 8<55B B>B 65 25A, GB> 8 A>A548, 0 A;CG09=K9 @53C;O@=K9 3@0D @02=><5@=> 2K18@05BAO 87 
?@>AB@0=AB20 2A5E 3@0D>2. 

�0: MB> ?@8=OB> >1KG=>, C7;>< O2;O5BAO :><<CB0B>@. � JellyFish ?>AB@>5=85 A;CG09=>3> 
3@0D0 >A=>20=> =0 :><<CB0B>@5 ToR (Top of Rack). 

�064K9 :><<CB0B>@ ToR i 8<55B =5:>B>@>5 :>;8G5AB2> ?>@B>2 ki, =5:>B>@K5 87 =8E ri 

8A?>;L7CNBAO 4;O ?>4:;NG5=8O : 4@C3><C :><<CB0B>@C ToR. "AB0;L=K5 ?>@BK ki-ri 

8A?>;L7CNBAO 4;O ?>4:;NG5=8O A5@25@>2. &0:8< >1@07><, ?@8 n :>;8G5AB25 AB>5: >1I55 
:>;8G5AB2> A5@25@>2  , :>B>@K5 <>6=> ?>4:;NG8BL @02=O5BAO: 

 ý = �(ki 2 ri )     (5.1) 

 

�><<CB0F8O 2 40==>9 B>?>;>388 >?@545;O5BAO, 2> - ?5@2KE, A=0G0;0 A5@25@0 @02=><5@=> 
@0A?@545;ONBAO ?> :><<CB0B>@0<, ?>A;5 G53> 2K18@05BAO :>;8G5AB2> C@>2=59 A5B8. �0;LH5 
?@>F5AA C4>1=59 >?8A0BL =0 ?@8<5@5. &0:8< >1@07><, ?@54?>;>68<, GB> C =0A 16 A5@25@>2, 20 
:><<CB0B>@>2, 4-E C@>2=520O <>45;L. #5@2K9 C@>25=L ?@54AB02;O5B A>1>9 ?>4:;NG5==K5 
A5@25@0 (:><<CB0B>@ 4>ABC?0). "AB0ёBAO 5Iё B@8 C@>2=O. �>B BCB :><<CB0B>@ A>548=O5BAO A B@5<O 
4@C38<8 :><<CB0B>@0<8, C :>B>@KE 2Aё 5Iё =5B B@ёE A>548=5=89 A A>A54O<8 ?> B><C 65 
?@8=F8?C. 

�AA;54>20=85 02B>@0 40==>3> 8AB>G=8:0 [4] ?>:07K205B, GB> 2 A;CG05 ?0@:0 BKAOG A5@25@>2 
40==0O B>?>;>38O ?>:07K205B 1>;55 MDD5:B82=>5 ?>:070B5;8 8A?>;L7>20=8O ?@>?CA:=>9 
A?>A>1=>AB8. "4=0:>, 8AA;54>20=85 B5>@5B8G5A:>5. !0 ?@0:B8:5 @50;870F8O =5 ?@82545=0. !5 
@0AA<>B@5=K 2>?@>AK >B:07>CAB>9G82>AB8, =5B B>G=>3> >B25B0 - =0 A:>;L:> A;CG09=K5 3@0DK 
1;87:8 : >?B8<0;L=K< ?>:070B5;O< ?@>?CA:=>9 A?>A>1=>AB8, =0 A:>;L:> 7028A8B >B 
8A?>;L7C5<>3> >1>@C4>20=8O. % B>G:8 7@5=8O ?@>5:B8@>20=8O A5B8 <>3CB 2>7=8:=CBL ?@>1;5<K 
A :><<CB0F859. !5 8AA;54>20= 2>?@>A @07=>@>4=>AB8 >1>@C4>20=8O (@07=>5 :>;8G5AB2> ?>@B>2, 
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A:>@>ABL A>548=5=8O). &0: 65 2 ?;0=5 <0@H@CB870F88 8 C?@02;5=8O =5OA=K <>45;8 
:>=D83C@8@>20=8O, B0: :0: 40==0O <>45;L A8;L=> >B;8G=0 >B GёB:>3> @073@0=8G5=8O C@>2=59. 

!0 @8AC=:5 5.1 ?@54AB02;5=> B5>@5B8G5A:>5 A@02=5=85 8A?>;L7>20=85 ?@>?CA:=>9 
A?>A>1=>AB8 ?@8 01A>;NB=>9 >4=>@>4=>AB8 >1>@C4>20=8O, 157 CGёB0 53> D878G5A:>3> 
@07<5I5=8O [4]. 

 

 

$8AC=>: 5.1 - &5>@5B8G5A:>5 A@02=5=85 B>?>;>389 

 

!0 @8AC=:5 5.2 ?@54AB02;5=> 3@0D8G5A:>5 A@02=5=85 B>?>;>389 Fat Tree 8 JellyFish 2 @0<:0E 
@0AA<>B@5==>3> @0=55 ?@8<5@0: 

 

 

$8AC=>: 5.2 - �@0D8G5A:>5 A@02=5=85 B>?>;>389. 
 

%#�%"� ��&�$�&'$Ы: 

1.  0@0B %8130BC;8=. �0: ?>AB@>8BL Google [-;5:B@>==K9 @5AC@A] 3 $568< 4>ABC?0: 
https://nag.ru/material/36318 

2. Diptanshu Singh. Demystifying DCN Topologies: Clos/Fat Trees 3 Part2 [-;5:B@>==K9 @5AC@A] 3 
$568< 4>ABC?0: https://packetpushers.net/demystifying-dcn-topologies-clos-fat-trees-part2 

3. Nevil Savage. Flattened Butterfly Network Lets Data Fly Through Supercomputers and Multicore 

Processors [-;5:B@>==K9 @5AC@A] 3 $568< 4>ABC?0: https://spectrum.ieee.org/flattened-butterfly-

network-lets-data-fly-through-supercomputers-and-multicore-processors 

4. Bo Yoo, Mauricio Narvaez. CS244 817: JELLYFISH: NETWORKING DATA CENTERS 
RANDOMLY [-;5:B@>==K9 @5AC@A] 3 $568< 4>ABC?0: https:// 

reproducingnetworkresearch.wordpress.com/2017/06/02/cs244-17-jellyfish-networking-data-

centers-randomly/ 

5. Kim J., Dally W.J., Abts D. Flattened Butterfly. A Cost-Efficient Topology for High-Radix Networks. 

34th International Symposium on Computer Architecture (ISCA 2007), San Diego, California, USA, 

June 9-13, 2007, ACM, 2007. P. 126-137 
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�.�. �9AJ9?P, !.�. �G8O?8<A4 
 

&�!��!*�� $����&�3 %�&�� *�!&$"� "�$��"&�� ��!!/) 

 

'@0;LA:89 B5E=8G5A:89 8=AB8BCB A2O78 8 8=D>@<0B8:8 (D8;80;) (�"�' �" «%818@A:89 
3>AC40@AB25==K9 C=825@A8B5B B5;5:><<C=8:0F89 8 8=D>@<0B8:8» 2 3. �:0B5@8=1C@35  

('@&�%� %81�'&�), $>AA8O 
 

�;NG52K5 A;>20: $0728B85, *"�, SDN, VXLAN, overlay-A5B8, 0@E8B5:BC@0, :>=B@>;;5@. 
 

� AB0BL5 @0AA<0B@8205BAO B5=45=F8O @0728B8O A5B59 *"�, ?@8G8=K @0728B8O A5B52>9 
8=D@0AB@C:BC@K 8 C25;8G5=8O 4><5=>2 L2. "A=>2=K< =0?@02;5=85< O2;O5BAO ?5@5E>4 : 
?@>3@0<<=>->@85=B8@>20==K< A5BO< SDN A @0745;5=85< DC=:F89 C?@02;5=8O 8 ?5@540G8 
?>;L7>20B5;LA:>3> B@0D8:0 4;O ?>2KH5=8O 381:>AB8 A>2@5<5==KE A5B59 ?5@540G8 40==KE. 
$0AA<>B@5=0 B5E=>;>38O ?>AB@>5=8O A5B59 SDN 3 VXLAN, D>@<0B :04@0, >A>15==>AB8 AB0=40@B0 
8 53> 8A?>;L7>20=8O. � A>2@5<5==KE @50;8OE B@048F8>==K5 ?@8=F8?K ?>AB@>5=8O *"� 2Aё 
G0I5 =5 >15A?5G820NB B5E=>;>38G5A:>3> DC=:F8>=8@>20=8O, @575@28@>20=8O 8 ?>:070B5;59 
>B:07>CAB>9G82>AB8. #> MB><C ?@>F5AA ?5@5E>40 : =>2>9 0@E8B5:BC@5 O2;O5BAO ;>38G=K< 
?@>4>;65=85< @0728B8O A5B52KE B5E=>;>389. 
 

V.V, Bentsel, N.V. Budyldina 

 

DATA CENTER NETWORKS DEVELOPMENT TRENDS 

 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian 

State University of Telecommunications and Informatics in Yekaterinburg (UrTISI 

SibGUTI), Russia 

 

Keywords: Development, data center, SDN, VXLAN, overlay networks, architecture, controller 

 

The article discusses the development trend of data center networks, the reasons for the 

development of network infrastructure and the increase in L2 domains. The main direction is the 

transition to software-oriented SDN networks with separation of user traffic control and transmission 

functions to increase the flexibility of modern data transmission networks. The technology of building 

SDN networks - VXLAN, frame format, features of the standard and its use are considered. In modern 

realities, the traditional principles of building a data center increasingly do not provide technological 

functioning, redundancy and fault tolerance. Therefore, the process of transition to a new architecture is 

a logical continuation of the development of network technologies. 

 

#> <5@5 @>AB0 ?>;L7>20B5;LA:>3> A?@>A0 =0 :0G5AB2> ?@54>AB02;O5<KE CA;C3, 2@5<5=8 
>B:;8:0, A:>@>AB8 >1@01>B:8 70?@>A>2, @07=>>1@0785 ?@54;0305<KE A5@28A>2 @0ABёB 8 :>;8G5AB2> 
8=D>@<0F8>==KE A8AB5<, :0640O 87 :>B>@KE AB@5<8BLAO ?@54;>68BL ?>;L7>20B5;O< GB>-B> 
=>2>5, >B;8G8BLAO >B A2>8E :>=:C@5=B>2 =0 @K=:5, 0 2<5AB5 A :>;8G5AB2>< A5@28A>2 @0ABCB 8 
@072820NBAO B@0=A?>@B=K5 A5B8. $07@010BK20NBAO 8 2=54@ONBAO =0 B@0=A?>@B=K5 A5B52K5 
8=D@0AB@C:BC@K =>2K5 B5E=>;>388, ?@>B>:>;K, B>?>;>38G5A:85 @5H5=8O 2 >1;0AB8 ?>AB@>5=8O 
A5B59. #> <5@5 @>AB0 B@51>20=8O : :0G5AB2C ?@54>AB02;O5<KE CA;C3 C @07@01>BG8:>2 
8=D>@<0F8>==KE A8AB5< ?>2KH0NBAO B@51>20=8O : :0G5AB2C B@0=A?>@B=>9 8=D@0AB@C:BC@K, : 
:>B>@>9 >=8 ?>4:;NG0NB A2>8 A5@25@0. 

&0: :0: 2AO 8=D>@<0F8>==0O 8=D@0AB@C:BC@0 @07<5I05BAO 2 F5=B@0E >1@01>B:8 40==KE 
(*"�), B> @5GL AB>8B 25AB8 8<5==> > @0728B88 A5B59 4;O 8E @07<5I5=8O. 

"B=>A8B5;L=> =5402=> A5B8 *"� ?@54AB02;O;8 A>1>9 2KA>:>A:>@>AB=CN, 
<0AHB018@C5<CN ;>:0;L=CN A5BL, 2 :>B>@>9 @0A?>;030;8AL 2A5 A5@25@0. �A5 A5@25@0 
@07<5I0;8AL F5=B@0;87>20==>, 2 @0<:0E >4=>9 ?;>I04:8, :>B>@0O 30@0=B8@>20==> >15A?5G820;0 
=5>1E>48<K9 C@>25=L 4>ABC?=>AB8, 157>?0A=>AB8 8 >B:07>CAB>9G82>AB8. !0 A0<>< 45;5, B0:0O 
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0@E8B5:BC@0 ACI5AB2C5B 4> A8E ?>@ 2 =51>;LH8E >@30=870F8OE. "4=0:> 65 ?>AB5?5==> 
?@>8AE>48B ?5@5E>4 =0 0@E8B5:BC@C 35>3@0D8G5A:8 @07=5Aё==KE *"� A F5;LN ?>2KH5=8O 
C@>2=O @575@28@>20=8O, 8;8 65 @0745;5=8O ?> :0G5AB2C >1A;C6820=8O, >4=8 A;>2>< 3 
45F5=B@0;870F8O. 

% F5;LN A>>B25BAB28O M:A?>=5=F80;L=> @0ABCI5<C ?>B>:C 40==KE 87 @07=KE 8AB>G=8:>2 
?@>8AE>48B @0728B85 =>2KE 2>7<>6=>AB59 A5@25@>2, :0: 4;O E@0=5=8O, B0: 8 4;O >1@01>B:8 2Aё 
1>;55 A;>6=KE A5@28A=KE 2708<>459AB289. &@048F8>==K5 B5E=>;>388 8 0@E8B5:BC@=K5 @5H5=8O 
2 ?>AB@>5=88 8 >1A;C6820=8O *"� =0 40==K9 <><5=B 2Aё <5=LH5 A>>B25BAB2CNB 
@072820NI8<AO B@51>20=8O< : MDD5:B82=>AB8, @0F8>=0;L=>AB8 8 C4>1AB2C @01>BK. �0==K9 D0:B 
AB0; ?@8G8=>9 ?>O2;5=8O B5E=>;>388 ?@>3@0<<=>->?@545;O5<KE A5B59 (SDN). �;03>40@O 40==>9 
B5E=>;>388 AB0;> 2>7<>6=K< @0745;OBL ?;>A:>AB8 C?@02;5=8O 8 ?>;L7>20B5;LA:>3> B@0D8:0, 
:>=D83C@8@>20BL ;>38G5A:8 F5=B@0;87>20==>5 C?@02;5=85, 0 B0:65 @0AH8@O5B 2>7<>6=>AB8 
A5B59 4;O ?@8;>65=89 25@E=8E C@>2=59. !081>;55 ?>4E>4OI8< ?@8<5=5=85< B5E=>;>388 SDN 

A;C68B 2=54@5=85 2 8=D@0AB@C:BC@K *"� A 2KA>:>?@>872>48B5;L=K< DC=:F8>=0;><, 
@0725B2;ё==>9 04@5A0F859, B@51CNI59 F5=B@0;87>20==>3> C?@02;5=8O, @072ё@BK20=8O 1>;LH>3> 
?0@:0 28@BC0;L=KE <0H8=, 8E <83@0F8N. �>@>B:> 3>2>@O, SDN 3 B5E=>;>38O, >15A?5G820NI0O 
B5E=>;>38G5A:>5 @0728B85 >1;0G=KE @5H5=89 8 >?@545;ONI0O 1C4CI55 A5B59 *"� [1]. 

� >A=>25 :>=F5?F88 SDN ;560B A;54CNI85 420 ?@8=F8?0: 
- #5@5=>A A;>O C?@02;5=8O 87 A5B8 CAB@>9AB2 2 F5=B@0;L=>5 2=5H=55 CAB@>9AB2> 3 

:>=B@>;;5@ A5B8. � A5B52KE CAB@>9AB20E >AB0ёBAO B>;L:> <5E0=87< ?@>42865=8O, 459AB2CNI89 
=0 >A=>25 @5H5=89, ?@8=8<05<KE A;>5< C?@02;5=8O 2 :>=B@>;;5@5 A5B8; 

- '=8D8:0F8O <5E0=87<0 ?@>42865=8O 8 8=B5@D59A0 <564C <5E0=87<>< ?@>42865=8O 8 
:>=B@>;;5@><. '=8D8:0F8O <5E0=87<0 ?@>42865=8O AB8@05B @07;8G8O <564C :><<CB0B>@>< 8 
<0@H@CB870B>@><, @01>B0NI8<8 ?> B5E=>;>388 SDN, ?> MB>9 ?@8G8=5 B0:85 CAB@>9AB20 >1KG=> 
=07K20NB ?@>AB> «CAB@>9AB20 ?@>42865=8O». 

!0 @8AC=:5 1 ?@54AB02;5=0 A5BL :><<CB0B>@>2, =0E>4OI8EAO ?>4 C?@02;5=85< 
F5=B@0;L=>3> M;5<5=B0 3 :>=B@>;;5@0. "?5@0F8>==0O A8AB5<0 :>=B@>;;5@0 >15A?5G8205B 
DC=:F8>=8@>20=85 C?@02;5=8O A5BLN: ?>AB@>5=85 B>?>;>388 A5B8, >BA;56820=85 A>AB>O=8O 
:><<CB0B>@>2, 8E 8=B5@D59A>2, >15A?5G5=85 C4>1=>3> 3@0D8G5A:>3> 8=B5@D59A0 4;O 
04<8=8AB@0B>@0 A5B8. #>25@E A5B52>9 "% B0:65 @01>B0NB ?@8;>65=8O, >15A?5G820NI85 
@07;8G=K5 DC=:F88, B0:85 :0: B@0D8: 8=68=8@8=3, ?>445@6:0 VPN, 70I8B0 >B 0B0: 8 B.4.. 

� :064>< :><<CB0B>@5 SDN @50;87>20=K 420 <>4C;O: 
-  >4C;L B01;8F ?@>42865=8O; 
-  >4C;L 8=B5@D59A0 A :>=B@>;;5@><. 
� >B;8G85 >B B@048F8>==KE :><<CB0B>@>2, A0<>AB>OB5;L=> D>@<8@CNI8E B01;8FK 

?@>42865=8O, :><<CB0B>@K SDN ?>;CG0NB 8E 2 3>B>2>< 2845 >B :>=B@>;;5@0 [2]. 
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$8AC=>: 1 - %5BL :><<CB0B>@>2, =0E>4OI8EAO ?>4 C?@02;5=85< :>=B@>;;5@0 SDN 

 

#> B>9 ?@8G8=5, GB> 2A5 ?>;8B8:8 ?5@540NBAO F5=B@0;87>20==>, 2 SDN ?@54CA<>B@5=0 
2>7<>6=>ABL 28@BC0;870F88 8 381:>3> ?;0=8@>20=8O A5B52KE @5AC@A>2. %0<0 28@BC0;870F8O 
8=D@0AB@C:BC@=>9 A5B8 >A=>20=0 =0 8455 ?>AB@>5=8O overlay-A5B8, 0 8<5==> ?>A@54AB2>< 
B5E=>;>388 VXLAN. �0==0O B5E=>;>38O overlay-A5B8 ?>72>;O5B 871560BL >3@0=8G5=89, 
=0:;04K205<KE =0 A5@25@=CN 8=D@0AB@C:BC@C, :>340 @5GL 70E>48B > D878G5A:>< @07=5A5=88 ?> 
@07=K< ?;>I04:0<, ?>72>;O5B >@30=87>20BL 1>;LH>9 L2 4><5= 4;O A>2<5AB=>3> 53> 
2708<>459AB28O 2A5E A5@28A>2, 4;O :>B>@KE MB> =5>1E>48<>. 

!0?@8<5@, 4;O ?>2KH5=8O >B:07>CAB>9G82>AB8 1K; A:>=D83C@8@>20= :;0AB5@ 87 42CE 
A5@25@>2 3 >A=>2=>9 8 @575@2=K9. � @0A?>@O65=88 5ABL 425 ?;>I04:8 *"�. &5E=>;>38O VXLAN 

?>72>;O5B @07=5AB8 425 =>4K A5@25@0 ?> @07=K< ?;>I04:0< 8 A>E@0=8BL A2O7=>ABL <564C =8<8 
4;O >?5@0B82=>3> ?5@5:;NG5=8O, 2 A;CG05, 4065 5A;8 >4=0 87 ?;>I04>: *"� ?>;=>ABLN 2K945B 
87 AB@>O. 

� B5E=>;>388 VXLAN @0AH8@5=85 4><5=0 L2 ?@>8AE>48B 1;03>40@O 8=:0?AC;OF88 MAC-

in-UDP. �0==K9 <5B>4 8=:0?AC;OF88 ?>72>;O5B >?5@8@>20BL ?@58<CI5AB20<8 ?@>B>:>;>2 
<0@H@CB870F88 4;O >15A?5G5=8O @575@28@>20=8O :0=0;>2 ?5@540G8 40==KE, 0 B0:65 4;O 
10;0=A8@>2:8 =03@C7:8. #>;CG05BAO, GB> AB0=>28BAO 2>7<>6=K< AB@>8BL L2 4><5=K A 
?@58<CI5AB20<8 A5B52>3> C@>2=O L3, ?@8<5=OO B5E=>;>388 8=68=8@8=30 B@0D8:0. �> <=>38E 
AB0BLOE B0:65 ?@82>48BLAO ?@58<CI5AB2> VXLAN ?5@54 VLAN ?> @07<5@C ?>;O 845=B8D8:0B>@0 
3 24 18B0, ?@>B82 12. �065 2 RFC [3] >B<5G05BAO 40==>5 ?@58<CI5AB2>. "4=0:> =5 AB>8B 701K20BL 
> AB0=40@B5 802.1.ad, :>B>@K9 ?>72>;O5B 2A5< ?@82KG=K9 VLAN ID B53 8=:0?AC;8@>20BL 2 5Iё 
>48=. #@8 B5E=>;>388 QinQ <K B0:65 <>65< @0AH8@8BL :>;8G5AB2> C=8:0;L=KE L2 4><5=>2 
1>;55 G5< 4> H5AB=04F0B8 <8;;8>=>2, :0: 8 2 A;CG05 8A?>;L7>20=8O VXLAN 8 B0:65 
>?5@8@>20BL B5E=>;>38O<8 B@0D8: 8=68=8@8=30 =0 C@>2=5 L3. 

&5E=>;>38O VXLAN AB0=40@B878@>20=0 2 023CAB5 2014 3>40 8 ?>4@>1=> >?8A0=0 2 RFC-

7348. 
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!0 @8AC=:5 2 ?@54AB02;5=0 AB@C:BC@0 ?0:5B0 VXLAN: 

 

 
$8AC=>: 2 - %B@C:BC@0 VXLAN-?0:5B0 

 

&0: :0: VXLAN - ?> ACB8 A2>59 BC==5;L, B> :0: 8 2 ?@82KG=>< VPN ?@>8AE>48B CAB0=>2:0 
A>548=5=8O <564C 42C<O C40;ё==K<8 C7;0<8, 0 B>G=55 >:>=5G=K<8 B>G:0<8, GB> ?>72>;O5B 
CAB0=>28BL BC==5;L VTEP (VXLAN tunnel endpoints), GB> 8 ?>72>;O5B >@30=87>2K20BL ;>38G5A:85 
overlay-A5B8 ?>25@E C65 ACI5AB2CNI8E, 0 B0: :0: ?@>8AE>48B 8=:0?AC;OF8O >@838=0;L=KE 
?0:5B>2 2 =>2K9 703>;>2>: VXLAN, B> 87<5=5=8O, :>B>@K5 =5>1E>48<> 2=5AB8 2 ACI5AB2CNICN 
8=D@0AB@C:BC@C <8=8<0;L=K. 

�45=B8D8:0B>@>< ?>B>:0 65 A;C68B ?@>B>:>; UDP, 0 8<5==> ?>@B, 8A?>;L7C5<K9 
B@0=A?>@B=K< ?@>B>:>;><. �;03>40@O MB><C =0 B@0=78B5 =5B =5>1E>48<>AB8 703;O4K20BL 2=CB@L 
?0:5B0 4;O A>1;N45=8O ?>A;54>20B5;L=>AB8. �0==0O 7040G0 ;>68BAO =0 3@0=8G=K5 :><<CB0B>@K. 

�A?>;L7>20=85 ?@>B>:>;0 UDP >1CA;>2;5=> B5<, GB> ?@>B>:>; TCP ?@54=07=0G5= 4;O 
30@0=B8@>20==>9 4>AB02:8, 0 7=0G8B 2 A;CG05, 5A;8 ?@>?0; ?0:5B, =5>1E>48<> 1C45B 2K640BL 
B09<0CB, ?>A;5 :>B>@>3> ?5@540G0 ?0:5B0 1C45B 8=8F88@>20=0 A=>20. &0: :0: VXLAN 3 
B5E=>;>38O overlay-A5B8, B> =5 AB>8B 701K20BL, GB> =0 underlay-A5B8 C65 8A?>;L7C5BAO ?@>B>:>; 
TCP. #>;CG05BAO, GB> C =0A 1C45B @50;87>20= B@0=A?>@B TCP ?>25@E TCP, GB> 2 A;CG05 
2>7=8:=>25=8O 4065 <0;>G8A;5==KE ?>B5@L ?@8254ёB : ?@>AB>N A5B8. � B><C 65, TCP =5 
?@54=07=0G5= 4;O CAB0=>2;5=8O A>548=5=89 Point-to-Multipoint, 0 MB> =5>1E>48<> 4;O 
?>445@60=8O A2O7=>AB8 <564C :><<CB0B>@0<8 SDN, >A>15==> 2 A;CG0OE, :>340 2 B>?>;>388 A5B8 
>BACBAB2C5B :>=B@>;;5@ SDN, 8 A2O7=>ABL <564C CAB@>9AB20<8 ?@>?8A0=0 AB0B8G5A:8. 
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#5@5E>4 >B >1KG=>9 A5B8 *"� : SDN [-;5:B@>==K9 @5AC@A] 3 $568< 4>ABC?0 : 
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2. ";8D5@ �.�., ";8D5@ !.�. �><?LNB5@=K5 A5B8. #@8=F8?K, B5E=>;>388, ?@>B>:>;K: 
.18;59=>5 8740=85. 3 %#1.: #8B5@, 2020 3 1008 A.: 8;. 3 (%5@8O «'G51=8: 4;O 2C7>2). 

3. RFC-7348. Virtual eXtensible Local Area Network (VXLAN): A Framework for Overlaying 

Virtualized Layer 2 Networks over Layer 3 networks / M. Mahalingam [-;5:B@>==K9 @5AC@A] 3 
$568< 4>ABC?0: https://www.rfc-editor.org/rfc/rfc7348 
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�.�. �D47<A, �.�. �74C<FB6, 3.�. �B?F4L96 

 

"�'+�!�� % #"��$�#��!��  � ����+� $�%#$�����!�3 $�%'$%"� 
��%#$"�"�!"� %�&� 

 

'@0;LA:89 B5E=8G5A:89 8=AB8BCB A2O78 8 8=D>@<0B8:8 (D8;80;) (��"' �" «%818@A:89 
3>AC40@AB25==K9 C=825@A8B5B B5;5:><<C=8:0F89 8 8=D>@<0B8:8» 2 3. �:0B5@8=1C@35 

('@&�%� %81�'&�), $>AA8O 
 

�;NG52K5 A;>20: <0H8==>5 >1CG5=85, C?@02;5=85 @048>@5AC@A0<8, >1CG5=85 A 
?>4:@5?;5=85<, A5B8 <>18;L=>9 A2O78, 15A?@>2>4=0O A2O7L, ?;0=8@>2I8: A5B8. 

 

� AB0BL5 @0A:@K20NBAO 0A?5:BK 7040G8 C?@02;5=8O 15A?@>2>4=>9 A5BLN, 2 G0AB=>AB8 2>?@>A 
@0A?@545;5=8O @048>@5AC@A>2 <564C ?>;L7>20B5;O<8 8 4>ABC?0 : A@545 ?5@540G8.  �@><5 B>3>, 2 
MB>< 70:;NG05BAO MDD5:B82=>ABL ?@54>B2@0I5=8O ?5@53@C7:8 A5B8, 381:>ABL 8 
<0AHB018@C5<>ABL. �0 <5E0=87< ?;0=8@>20=8O 4>ABC?0 : A@545 ?5@540G8 40==KE 2 @048>:0=0;5 
<564C CAB@>9AB2>< ?>;L7>20B5;O 8 107>2>9 AB0=F859 >B25G05B 0;3>@8B< ?;0=8@>2I8:0 - MAC 

Scheduler. �0==K9 <5E0=87< 2>7<>6=> CA>25@H5=AB2>20BL A ?><>ILN <0H8==>3> >1CG5=8O, 
>A>15==>, ?@8=F8?>2 3;C1>:>3> >1CG5=8O A ?>4:@5?;5=85<. 

 

K.I. Bragin, D.V. Agapitov, Y.A. Koltashev 

 

REINFORCEMENT LEARNING IN RESOURCE ALLOCATION OF WIRELESS 

NETWORK 

 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian State University 

of Telecommunications and Informatics in Yekaterinburg (UrTICI SibSUTIS), Russia 

 

Keywords: machine learning, resource scheduling, radio resource allocation, mobile 

communications, wireless communication, reinforcement learning, scheduler. 

 

The article reveals the main aspects of the wireless network management task, in particular, the 

issue of radio resources allocation between users and medium access control. In addition, it takes the 

success of preventing network congestion and ensuring its flexibility and scalability. The scheduling 

algorithm, MAC Scheduler, is responsible for the mechanism of scheduling access to the data 

transmission medium in the radio channel between the user's device and the base station. This 

mechanism can be improved with the help of machine learning, especially the principles of deep learning 

with reinforcement. 

 

�;3>@8B<K <0H8==>3> >1CG5=8O C65 402=> ?@8<5=ONBAO 4;O @5H5=8O H8@>:>3> A?5:B@0 
7040G 2 B5;5:><<C=8:0F8OE. #@8<5@>< O2;O5BAO <>45;8@>20=85 8 >F5=:0 ?0@0<5B@>2 :0=0;>2. 
�A:CAAB25==K9 8=B5;;5:B (��) 8A?>;L7C5BAO 4;O 872;5G5=8O E0@0:B5@8AB8: :0=0;0 2 G0AB>B=>9, 
2@5<5==>9 8 4065 ?@>AB@0=AB25==KE >1;0ABOE. "1CG5==0O <>45;L A?>A>1=0 ?@>3=>78@>20BL 
87<5=5=85 :0=0;0, GB> 40ёB B>G=CN 8=D>@<0F8N > A>AB>O=88 :0=0;0 2 AF5=0@8OE 3;C1>:8E 
70<8@0=89 8;8 4>?;5@>2A:>3> A42830, G0AB> 2AB@5G0NI8EAO 2 3>@>4A:>9 70AB@>9:5 8 ?@8 =0;8G88 
2KA>:><>18;L=KE :;85=B>2. � B0:8< >B=>A8BAO :0: 15A?8;>B=K9 B@0=A?>@B, ?>5740, B0: 8 
01>=5=B, ?5@542830NI89AO =0 02B><>18;5 ?> <564C3>@>4=59 B@0AA5. �;O B0:8E 7040G <>3CB 
?@8<5=OBLAO @5:C@@5=B=K5 =59@>==K5 A5B8 (0=3;. Recurrent neural network, RNN), =0?@8<5@ 
LSTM (Long-short term memory). RNN MDD5:B82=> @5H0NB 7040G8, 345 B@51C5BAO >1@01>B:0 
2@5<5==KE @O4>2, >BA;56820=85 87<5=5=89 2> 2@5<5=8 8 4065 ?@54A:070=85 7=0G5=89 
?5@5<5==KE. 

�5A?@>2>4=>9 :0=0; ?>425@65= 70<8@0=8O< 8 70HC<;5=8N, GB> ?@54JO2;O5B 2KA>:85 
B@51>20=8O : >1@01>B:5 A83=0;>2. 'G8BK20O, GB> A83=0; A35=5@8@>20= =0 >A=>25 >@B>3>=0;L=>3> 
G0AB>B=>3> @0745;5=8O (OFDM <>4C;OF88) A :204@0BC@=>9 0<?;8BC4=>9 <>4C;OF859, 2 7040G0E 
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45:>48@>20=8O ?@8<5=8<K A2ё@B>G=K5 =59@>==K5 A5B8 (0=3;. %onvolutional neural network, 
CNN). -B> ?>72>;O5B C<5=LH8BL >H81:8 @0A?>7=020=8O A8<2>;>2, C25;8G8BL GC2AB28B5;L=>ABL 
?@85<=8:>2 8 40;L=>ABL A2O78. 

� 15A?@>2>4=KE A5BOE ?@8<5=O5BAO ?@>AB>9 ?@85< 2 B5E=8:5 <>4C;OF88 A83=0;0 - 

040?B82=>ABL. +5< 40;LH5 :;85=BA:89 B5@<8=0; >B 107>2>9 AB0=F88, B5< =865 C@>25=L 
?@8=8<05<>3> A83=0;0 8 ?>@O4>: <>4C;OF88. -B> A=8605B ?@>?CA:=CN A?>A>1=>ABL :0=0;0, => 
?>72>;O5B ?5@54020BL 40==K5 =0 1>;LH55 @0AAB>O=85. #@>F5AA ?@8<5=8< :> 2A5< 0:B82=K< 
?>;L7>20B5;O<, @01>B0NI8< 2 A5B8. ' :064>3> @07=0O A:>@>ABL ?5@542865=8O, @07;8G=K5 
G0AB>B=K5 8 2@5<5==K5 E0@0:B5@8AB8:8 :0=0;0, A;54>20B5;L=>, =5>1E>48< 0;3>@8B< «48@865@», 
@50;87CNI89 DC=:F88 C?@02;5=8O 8 :>=B@>;O. �0==K9 0;3>@8B< O2;O5BAO DC=:F859 :0=0;L=>3> 
C@>2=O 8 @50;87C5BAO 2 @0<:0E MAC-?@>B>:>;0. 

$0A?@545;5=85 @5AC@A>2 8 >@30=870F8O 4>ABC?0 : A@545 - :;NG52K5 DC=:F88 15A?@>2>4=>9 
A8AB5<K =0 C@>2=5 MAC. -DD5:B82=K9 0;3>@8B< 48=0<8G5A:>3> @0A?@545;5=8O @5AC@A>2 
ACI5AB25==> 2;8O5B =0 :>MDD8F85=B ?>;57=>3> 8A?>;L7>20=8O @048>8=B5@D59A0 [1].  

�040G0 C?@02;5=8O 8 @0A?@545;5=8O @5AC@A>2 - <0@:>2A:89 ?@>F5AA ?@8=OB8O @5H5=89 8 
>B=>A8BAO : <=>3>:@8B5@80;L=>9 >?B8<870F88, CE>48B :>@=O<8 2 B5>@8N @0A?8A0=89 (0=3;. 
scheduling), @0745; 48A:@5B=>9 <0B5<0B8:8, 70=8<0NI89AO ?@>1;5<0<8 C?>@O4>G820=8O. 
�0==K9 @0745; O2;O5BAO G0ABLN B5>@88 >?5@0F89 8 8A?>;L7C5BAO 2 @07;8G=KE >1;0ABOE, B0:8E 
:0: ?@>872>4AB2>, B@0=A?>@B, B5;5:><<C=8:0F88, <548F8=0 8 4@C385. &5>@8O @0A?8A0=89 
8AA;54C5B :0: ?>2KA8BL MDD5:B82=>ABL 8 ?@>872>48B5;L=>ABL A8AB5<K ?CB5< >?@545;5=8O 
>?B8<0;L=>3> ?>@O4:0 2K?>;=5=8O 7040G 8 =0E>645=8O >?B8<0;L=KE 20@80=B>2 8A?>;L7>20=8O 
@5AC@A>2. &0:, ?5@54 ;N1K< ?;0=8@>2I8:>< AB028BAO 7040G0 48A:@5B=>9 >?B8<870F88: 
?>AB@>8BL @0A?8A0=85, <8=8<878@CNI55 AB>8<>ABL 8 2@5<O 2K?>;=5=8O @01>B. �040G8 B5>@88 
@0A?8A0=89 45;OBAO =0 425 >A=>2=K5 3@C??K: 7040G8 A ?@5@K20=8O<8 8 7040G8 157 ?@5@K20=89. 
�0<5B=0 ?0@0;;5;L A B5>@859 <0AA>2>3> >1A;C6820=8O - 8AA;54CNI59 @0F8>=0;L=K9 2K1>@ 
AB@C:BC@K A8AB5<K >1A;C6820=8O 8 ?@>F5AA0 >1A;C6820=8O =0 >A=>25 87CG5=8O ?>B>:>2 
B@51>20=89 =0 >1A;C6820=85, ?>ABC?0NI8E 2 A8AB5<C 8 2KE>4OI8E 87 =5ё, 4;8B5;L=>AB8 
>6840=8O 8 4;8=K >G5@5459. 

�N1CN 15A?@>2>4=CN A5BL <>6=> >?8A0BL :0: A8AB5<C <0AA>2>3> >1A;C6820=8O, B0: :0: 
>=0 ?@54=07=0G5=0 4;O >1@01>B:8 1>;LH>3> G8A;0 70?@>A>2 >B <=>65AB20 ?>;L7>20B5;59. �064K9 
?>;L7>20B5;L A>7405B ?5@A>=0;L=K9 70?@>A (=0?@8<5@, 72>=>: 8;8 >B?@02:0 A>>1I5=8O) 8 645B, 
?>:0 53> 70?@>A 1C45B >1@01>B0=. %8AB5<0 >1@010BK205B 70?@>AK 2 @568<5 @50;L=>3> 2@5<5=8. 

&0:65 A>B>20O A5BL >1;0405B ?0@0<5B@K ?@>872>48B5;L=>AB8, :>B>@K5 <>3CB 1KBL 
87<5@5=K 2 B5@<8=0E 7045@6:8, ?@>?CA:=>9 A?>A>1=>AB8 8 =0456=>AB8. $07;8G=K5 M;5<5=BK 
A5B8, B0:85 :0: 107>2K5 AB0=F88 8 :><<CB0F8>==>5 >1>@C4>20=85, 83@0NB 206=CN @>;L 2 
>15A?5G5=88 2KA>:>3> C@>2=O ?@>872>48B5;L=>AB8 8 :0G5AB20 >1A;C6820=8O 4;O <=>65AB20 
?>;L7>20B5;59. 

%8AB5<0 A>B>2>9 A2O78 O2;O5BAO ?@8<5@>< A8AB5<K <0AA>2>3> >1A;C6820=8O A> A;CG09=K< 
?>B>:>< 2K7>2>2, A;CG09=>9 ?@>4>;68B5;L=>ABLN 8E >1A;C6820=8O (A50=A>2) 8 :>=5G=K< 
G8A;>< :0=0;>2 >1A;C6820=8O (:0=0;>2 A2O78). �725AB=>, GB> A8AB5<0 B5;5D>==>9 A2O78 
8AB>@8G5A:8 1K;0 ?5@2K< ?@8<5@>< A8AB5<K <0AA>2>3> >1A;C6820=8O, 2 G0AB=>AB8, ?5@2>9 
<0B5<0B8G5A:8 :>@@5:B=>9 @01>B>9 ?> B5>@88 <0AA>2>3> >1A;C6820=8O =07K20NB @01>BC �3=5@0 
�@0@C?0 -@;0=30 «&5>@8O 25@>OB=>AB59 8 B5;5D>==K5 @073>2>@K». 

&0:8< >1@07><, A>B>20O A5BL O2;O5BAO ?@8<5@>< A;>6=>9 A8AB5<K <0AA>2>3> 
>1A;C6820=8O, :>B>@0O >15A?5G8205B A2>8< ?>;L7>20B5;O< =0456=>5 8 2KA>:>:0G5AB25==>5 
>1A;C6820=85 2 @568<5 @50;L=>3> 2@5<5=8. 

&5< =5 <5=55, 7040G0 @0A?@545;5=8O @5AC@A>2 A2O70=0 A B5>@859 @0A?8A0=89, :>B>@0O 
70=8<05BAO ?;0=8@>20=85< 8 >?B8<870F859 8A?>;L7C5<KE @5AC@A>2. &5>@8O <0AA>2>3> 
>1A;C6820=8O 70=8<05BAO 0=0;87>< ?@>F5AA>2 >1A;C6820=8O 2 A8AB5<0E A =5>?@545;5==K< 
?>B>:>< 70O2>:, 8 =5A:>;L:> >B;8G05BAO >B 7040G8 @0A?@545;5=8O @5AC@A>2. "4=0:>, B5>@8O 
<0AA>2>3> >1A;C6820=8O B0:65 ?>;57=0 ?@8 >F5=:5 ?@>872>48B5;L=>AB8 A8AB5<, GB> <>65B 
?><>GL 2 >?B8<870F88 @0A?@545;5=8O @5AC@A>2. #>AB02;5==0O 7040G0 O2;O5BAO :><?;5:A=>9 8 
=0E>48BAO =0 ABK:5 A@07C =5A:>;L:8E @0745;>2 <0B5<0B8:8 8 8=D>@<0B8:8. � MB>< 5ABL 8 
?>;>68B5;L=K5 AB>@>=K, 0;3>@8B<, :>B>@K9 A?>A>15= @5H8BL ?>AB02;5==CN ?@>1;5<C 1C45B 
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381>:, GB> ?>72>;8B 8A?>;L7>20BL 53> 4;O @0A?@545;5=8O @5AC@A>2 F5=B@0;L=>3> 8;8 
3@0D8G5A:>3> ?@>F5AA>@0 ;N1>9 2KG8A;8B5;L=>9 <0H8=K. 

 5E0=87< >?B8<870F88 4>ABC?=>9 ?@>?CA:=>9 A?>A>1=>AB8 @048>:0=0;0 8 :>=B@>;L 70 
:0G5AB2>< >1A;C6820=8O ?>;L7>20B5;59, ?CB5< @0A?@545;5=8O 4>ABC?0 : @048>:0=0;C 2 
A>>B25BAB288 A ?@8>@8B5B0<8 8 B5:CI59 703@C7:>9 70;>65= 2 MAC Scheduler (Medium access 
control scheduler). *5;L 0;3>@8B<0 C?@02;5=8O G0AB>B=K<8 @5AC@A0<8 2 A>B>2>9 A5B8 - C?@02;5=85 
4>ABC?>< <>18;L=KE CAB@>9AB2 : @048>:0=0;0< (G0AB>B0<) 8 2K45;5=85 8< >?@545;5==KE 
G0AB>B=KE @5AC@A>2 2 7028A8<>AB8 >B C@>2=O 703@C7:8 A5B8. �;3>@8B< @01>B05B A;54CNI8< 
>1@07><: 

3 A1>@ 8 0=0;87 8=D>@<0F88 > 703@C7:5 A>BK - A5BL 0=0;878@C5B C@>2=8 703@C7:8 G0AB>B=KE 
@5AC@A>2 =0 2A5E A>B0E 2 @568<5 @50;L=>3> 2@5<5=8; 

3 >?@545;5=85 ?>B@51=>AB59 :064>3> <>18;L=>3> CAB@>9AB20 - A5BL ?>;CG05B 40==K5 > 
?>B@51=>ABOE :064>3> <>18;L=>3> CAB@>9AB20 2 G0AB>B=KE @5AC@A0E (=0?@8<5@, 40==K5 > 
A:>@>AB8 ?5@540G8 40==KE 8 @07<5@5 ?5@540205<KE ?0:5B>2); 

3 @0A?@545;5=85 G0AB>B=KE @5AC@A>2 - =0 >A=>25 40==KE > 703@C7:5 A>BK 8 ?>B@51=>AB59 
:064>3> <>18;L=>3> CAB@>9AB20 A5BL 2K45;O5B >?@545;5==K5 G0AB>B=K5 @5AC@AK 4;O :064>3> 
CAB@>9AB20; 

3 <>=8B>@8=3 ?@>F5AA0 8 :>@@5:B8@>2:0; A5BL ?>AB>O==> <>=8B>@8B ?@>F5AA @0A?@545;5=8O 
G0AB>B=KE @5AC@A>2 8 :>@@5:B8@C5B 53> ?@8 =5>1E>48<>AB8, GB>1K >?B8<878@>20BL 
?@>872>48B5;L=>ABL 8 4>ABC?=>ABL A5B8 4;O 2A5E ?>;L7>20B5;59. 

�;3>@8B< C?@02;5=8O G0AB>B=K<8 @5AC@A0<8 2 A>B>2>9 A5B8 B0:65 <>65B 1KBL C;CGH5= A 
?><>ILN B5E=>;>389, B0:8E :0: <=>65AB25==K9 4>ABC? A ?@>AB@0=AB25==K< @0745;5=85< 
(MIMO) 8 0;3>@8B<0<8 02B><0B8G5A:>3> 1;>:8@>20=8O ?>2B>@=>9 ?5@540G8 (ARQ) [2]. 
#@8=F8?80;L=CN AE5<C @01>BK MAC Scheduler <>6=> C2845BL =0 @8AC=:5 1. 

 

 
$8A. 1. - #@8=F8?80;L=0O AE5<0 @01>BK MAC Scheduler. 

 

!0 AE5<5: ?>;8B8:8 8 QoS, ?>;CG0NBAO c <>4C;O PCRF (Policy and Charging Rules Function); 
C@>25=L PHY >B?@02;O5B 8=D>@<0F8N > A>AB>O=88 :0=0;0; C@>25=L RLC @01>B05B A 1CD5@><; 
>A=>2K20OAL =0 ?5@5G8A;5==KE ?C=:B0E, ?;0=8@>2I8: ?@8=8<05B @5H5=85 =0 >A=>25 
A?5F80;L=KE 0;3>@8B<>2, B0:8E :0: Round Robin, Proportional Fair, Maximum C/I 8 4@C38E. 
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"B:@KBK< >AB05BAO 2>?@>A B>3>, :0:85 0;3>@8B<K <0H8==>3> >1CG5=8O A?>A>1=K ?><>GL 
2 @5H5=88 7040G8 =0E>645=8O >?B8<0;L=KE 20@80=B>2 8A?>;L7>20=8O @048>@5AC@A>2 A5B8. 
!5:>B>@K5 87 H8@>:> 8A?>;L7C5<KE 0;3>@8B<>2 >1CG5=8O ?@54AB02;5=K 40;55: 

1) ;8=59=>5 ?@>3@0<<8@>20=85, <5B>4 >?B8<870F88, 7040G0 :>B>@>3> =09B8 >?B8<0;L=>5 
@5H5=85 ;8=59=>9 >?B8<870F88, B.5. ?>8A: <0:A8<0;L=>3> 8;8 <8=8<0;L=>3> 7=0G5=8O 
;8=59=>9 DC=:F88 ?@8 CA;>288, GB> >3@0=8G5=8O =0 ?5@5<5==K5 O2;ONBAO ;8=59=K<8; 

2) 35=5B8G5A:85 0;3>@8B<K (0=3;. Generative adversarial network, A>:@0I5==> GAN), 
8<8B8@CNI85 ?@8=F8?K M2>;NF88 8 5AB5AB25==>3> >B1>@0, A>25@H5=AB2COAL >B ?>:>;5=8O : 
?>:>;5=8N; 

3) 0;3>@8B<K 3;C1>:>3> >1CG5=8O, =59@>A5B52K5 0;3>@8B<K E>@>H> @01>B0NB A 1>;LH8<8 
40==K<8 8 CA?5H=> 2KO2;ONB A:@KBK5 2708<>A2O78, GB> <>65B 40BL 1>;LH5 >?B8<0;L=KE 
20@80=B>2 8A?>;L7>20=8O @5AC@A>2; 

4) 0;3>@8B<K :;0AB5@870F88, <>3CB 3@C??8@>20BL 40==K5, GB> <>65B ?><>GL 
>?B8<878@>20BL @01>BC =0 >A=>25 >1I8E ?@87=0:>2 :0=0;0 8 2@5<5==>3> E0@0:B5@0; 

5) 1095A>2A:85 A5B8, <>45;8@CNB 25@>OB=>AB8 A>1KB89 8 <>3CB ?>72>;8BL ?@54A:07K20BL 
>?B8<0;L=>5 @0A?@545;5=85 =0 >A=>25 ?@8>@8B5B>2 B@0D8:0 8 ?>;8B8:. 

$O4 8AA;54>20=89 ?>;030NBAO =0 >1CG5=85 A CG8B5;5<, ;81> =0 >1CG5=85 157 CG8B5;O. 
"4=0:>, ?@8 >1CG5=88 A CG8B5;5< =5>1E>48<> ?@>25AB8 @07<5B:C 40==KE, 0 >1J5< 40==KE <>65B 
1KBL 4>AB0B>G=> 1>;LH8<. #@8 >1CG5=89 157 CG8B5;O, =5>1E>48<> AD>@<C;8@>20BL F5;52K5 
?5@5<5==K5, 8 B>, : :0:><C C@>2=N >?B8<870F88 A;54C5B AB@5<8BLAO. �0: A:070=> @0=55, 7040G8 
=0 C@>2=5 MAC 25AL<0 GC2AB28B5;L=K : 87<5=5=8O< A>AB>O=8O :0=0;0, 0 20@80B82=>ABL 
AF5=0@852 25;8:0 [3]. � ?@54K4CI59 @01>B5 [4] 1K;> >B<5G5=>, GB> A@548 8AA;54>20B5;59 40==>9 
7040G8 >B<5G05BAO 8=B5@5A : <5B>40< >1CG5=8O A ?>4:@5?;5=85< ("#), 0 :>=:@5B=> deep 
reinforcement learning (DRL). �K1>@ 0;3>@8B<>2 >1CG5=8O A ?>4:@5?;5=85<, A>G5B0NI8EAO A 
?@8=F8?0<8 3;C1>:>3> >1CG5=8O >1>A=>20= B>9 A0<>9 20@80B82=>ABLN A>AB>O=89 A8AB5<K. 
�;0AA8D8:0F8N 0;3>@8B<>2 >1CG5=8O A ?>4:@5?;5=85< <>6=> 87CG8BL =0 @8AC=:5 2. "B<5B8<, 
GB> 35=5B8G5A:85 0;3>@8B<K <=>385 8AA;54>20B5;8 >B=>AOB : "#.  

 

 
$8A. 2. 3 �;0AA8D8:0F8O 0;3>@8B<>2 >1CG5=8O A ?>4:@5?;5=85<. 

 

� :>=B5:AB5 C?@02;5=8O A5B52>9 =03@C7:>9 >1CG5=85 A ?>4:@5?;5=85< <>65B 
8A?>;L7>20BLAO 4;O >?@545;5=8O =08;CGH59 AB@0B5388 C?@02;5=8O B@0D8:>< 8 A=865=8O 
7045@65: ?@8 ?5@540G5 40==KE. "1CG5=85 A ?>4:@5?;5=85< - MB> <5B>4 <0H8==>3> >1CG5=8O, 
:>B>@K9 70:;NG05BAO 2 >1CG5=88 035=B0 ?@8=8<0BL @5H5=8O 2 >?@545;5==>9 A@545 =0 >A=>25 
=0:>?;5==>3> >?KB0 8 ?>;CG5==KE 2>7=03@0645=89. �35=B, @01>B0NI89 2 B0:>9 A@545, <>65B 
?@8=8<0BL @5H5=8O =0 >A=>25 ?>;CG5==KE 2>7=03@0645=89, :>B>@K5 >?@545;ONBAO, =0?@8<5@, 
8AE>4O 87 :>;8G5AB20 ?5@540==KE 40==KE 8 A:>@>AB8 ?5@540G8. � [5] 035=B DRL ?><>305B 
2KAB@>8BL ?>@O4>: 8A?>;L7>20=8O B09<-A;>B>2 8 :>>@48=8@>20BL ?5@540GC. "1CG5=85 A 
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?>4:@5?;5=85< <>65B 1KBL 1>;55 MDD5:B82=K<, G5< 4@C385 <5B>4K <0H8==>3> >1CG5=8O, B0: 
:0: ?>72>;O5B 035=BC 040?B8@>20BLAO : 87<5=5=8O< 2 A@545 8 ?@8=8<0BL @5H5=8O =0 >A=>25 
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�=B5@5A ?@54AB02;ONB @01>BK, 345 >1CG5=85 A ?>4:@5?;5=85< 8A?>;L7C5BAO 2 :0G5AB25 
?;0=8@>2I8:0 MAC =0 107>2>9 AB0=F88. #>402;ONI55 1>;LH8=AB2> 87 =8E - 70@C156=K5. 
!0?@8<5@, 2 [6] C40;>AL 4>AB8GL >?B8<0;L=>9 ?@>872>48B5;L=>AB8 ?@8 ?>;=>9 703@C7:5 1CD5@0, 
?>;CG5=> C25;8G5=85 4> 30% ?> A@02=5=8N A B@048F8>==K<8 0;3>@8B<0<8, >A=>20==K<8 =0 
?@>?>@F8>=0;L=>9 A?@0254;82>AB8 (0=3;. proportional fair) 8 =5 ?>;=>< 1CD5@5. 

 5B>4K <0H8==>3> >1CG5=8O A?>A>1=K =5 B>;L:> 2KAB@>8BL >?B8<0;L=CN AB@0B538N 
@5038@>20=8O A5B8 =0 BC 8;8 8=CN A8BC0F8N, => B0:65 ?@54>AB028BL ?@>3=>7. �7 A>1@0==KE =0 
A5B8 40==KE <>6=> <=>3><C =0CG8BLAO. -B> ?>72>;8B A>740BL 8=B5;;5:BC0;L=K9 MAC 
:>=B@>;;5@ 4;O >?5@0B82=>3> @53C;8@>20=8O ?0@0<5B@>2 @048>8=B5@D59A0 2 ;N1>9 A5B8. 
�0==K9 :>=B@>;;5@ 83@05B 206=CN @>;L 2 >15A?5G5=88 >B:07>CAB>9G82>AB8 A5B8, ?@8=8<05B 
<=>65AB2> :;NG52KE @5H5=89 =0 ?@>BO65=88 2A53> 687=5==>3> F8:;0 A8AB5<K A2O78, 
D>@<8@C5B 8 C?@02;O5B ;CG>< (B5E=>;>38O beamforming), @53C;8@C5B 8A?>;L7>20=85 A?5:B@0 8 
040?B0F8N <>4C;OF8>==>-:>4>2KE AE5<, 2K45;O5B @5AC@AK :0=0;0 ?>;L7>20B5;O<, 0 B0:65 
C?@02;O5B <>I=>ABLN. 
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<0H8==>3> >1CG5=8O A ?>4:@5?;5=85< 206=> @5H8BL 8 ?@>1;5<C 2708<>459AB28O 107>2KE 
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D.I. Burumbaev, N.M. Barbin 

 

COMPARATIVE ANALYSIS OF SPECTROPHOTOMETERS FOR MEASURING 

LIQUID PROPERTIES 

 

Ural Technical Institute of Communications and Informatics Siberian State University of 

Telecommunications and Informatics (branch) in Yekaterinburg, Russia 

 

Keywords: spectrophotometers, optical properties of liquid, measuring range, spectroscopy, 

properties analysis. 

 

The article provides a brief description of the principles of operation of spectroscopic analysis 

methods. The schematic diagram of the spectrophotometer is considered, a list of advantages is 

described. A list of parameters is defined, according to which a comparative analysis is performed. A 

conclusion was made about the choice among the presented devices. 
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ORGANIZATION OF THE POWER SUPPLY SYSTEM FOR EQUIPMENT IN THE 

WAVELENGTH DIVISION MULTIPLEXING LABORATORY AT UTICI SSUTI 

  
Ural Technical Institute of Communications and Informatics (branch) of the Federal State Budgetary 

Educational Institution of Higher Education «Siberian State University of Telecommunications and 

Informatics» in Yekaterinburg 
 

Keywords: power supply, DWDM, rectifier. 

 

The article discusses issues related to organizing the power supply of DWDM NEC-4200 

equipment in a laboratory. The UEPS-2 system is used as the power source. The article analyzes the 

power source, develops a scheme for laying power cables and grounding. An investigation of the load is 

conducted for the UEPS-2 system by gradually turning on the four racks of DWDM NEC-4200 

equipment, and the result is a graph showing the dependence of current consumption on the number of 

power baskets. The dependence graph shows that three blocks of VBV 48/30-2K will be required for 

normal functioning of the DWDM NEC-4200 equipment. 
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DEVELOPMENT OF A SOFTWARE SIMULATOR OF A DEVICE FOR WELDING 

OPTICAL FIBER 

 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian State 

University of Telecommunications and Informatics in Yekaterinburg (UrTISI SibGUTI), Russia 

 

Keywords: software simulator, optical fiber splicer, 3D modeling, programming, training. 

 

The paper discusses the development of a software simulator for welding optical fibers, describes 

its functionality, the possibility of its use in training sessions. 
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BIOMEDICAL DATA ANALYSIS BY THE USAGE OF A DIGITAL NEURAL NETWORK 

MODEL BASED ON KOHONEN MAP AND K-MEANS CLUSTERING ALGORITHM 
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The article explores the possibility of establishing the interdependence between biomedical 

indicators of a person and his physiological state 3 anxiety, fatigue, ARVI disease. A model of the digital 

system for determining the days of a person's morbid state based on the obtained biomedical data 

(biomedical indicators) is proposed. The approach based on the usage of artificial neural network (self-

organizing Kohonen maps) and k-means clustering algorithm is considered. 
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The article analyzes the basic principles and structural schemes for the inclusion of monitoring 

equipment for underwater fiber-optic communication lines. The results of comparing the functionality 

of passive and active monitoring methods are presented. Estimates of the main metrological parameters 

are of particular importance. At the same time, the necessity of using a coherent optical reflectometer is 

justified, which makes it possible to improve the sensitivity of monitoring to the quantum limit due to 

heterodyne detection. 
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0BB5=N0B>@>2. #@8 MB>< AB0=>28BAO 2>7<>6=K< ACI5AB25==> C25;8G8BL GC2AB28B5;L=>ABL 
D>B>?@85<=>3> CAB@>9AB20. -B>B <5B>4 ?@85<0 >1@0B=>3> @0AA5O==>3> A83=0;0 ?>72>;O5B B0:65 
A=878BL B@51>20=8O ?> AB018;L=>AB8 G0AB>BK >?B8G5A:>3> 87;CG5=8O. &5E=8G5A:0O @50;870F8O 
?@8<5=O5<>3> <5B>40 ?@85<0 8;;NAB@8@C5BAO =0 @8AC=:5 3. 

 
$8A. 3. &5E=8G5A:0O @50;870F8O :>35@5=B=>3> ?@85<0 

 

�0 AG5B 35B5@>48==>3> 45B5:B8@>20=8O GC2AB28B5;L=>ABL <>=8B>@8=30 C25;8G8205BAO 4> 
:20=B>2>3> ?@545;0. �KA>:>B>G=>5 @07@5H5=85 ?@8 ?>8A:5 =58A?@02=>AB59 2A5340 ?>;57=> 4;O 
B5E=8G5A:>3> >1A;C6820=8O. $5:><5=4CNBAO C4>1=K5 DC=:F88, =0?@8<5@, 02B><0B8G5A:>5 
>?@545;5=85 <5AB0 ?>2@5645=8O, 1KAB@>5 >?@545;5=85 <5AB0 ?>2@5645=8O A <5=LH59 
?>3@5H=>ABLN, => 70 1>;55 :>@>B:>5 2@5<O. #>42>4=>5 >1>@C4>20=85 4>;6=> 8<5BL >1@0B=K5 
?CB8, :0: >?8A0=> 2 [3], 4;O :>35@5=B=>3> ?@85<0. #@8 0:B82=>< <>=8B>@8=35 >1>@C4>20=85 
<>=8B>@8=30 70?@0H8205B 8 A>18@05B =5?>A@54AB25==> AB0BCA ?@>872>48B5;L=>AB8 

?>3@C65==>3> >1>@C4>20=8O. %>>B25BAB2CNI8<8 ?0@0<5B@0<8 ?@>872>48B5;L=>AB8 O2;ONBAO 
2E>4=0O <>I=>ABL, 2KE>4=0O <>I=>ABL, B>: =0A>A0 8 B.4. 

 

4. "EAB6AO9 @9FDB?B7<K9E><9 I4D4>F9D<EF<>< 

�1A>;NB=0O ?>3@5H=>ABL 87<5@5=8O :>>@48=0BK =5>4=>@>4=>AB8 2 >?B8G5A:>< 2>;>:=5 
>?@545;O5BAO 4;8B5;L=>ABLN 7>=48@CNI53> 8<?C;LA0. �0: 8 2 =5:>35@5=B=>9 @5D;5:B><5B@88, 
>=0 <>65B 1KBL >F5=5=0 ?> D>@<C;5:  

 

                                        &L87<. = C0t8/2ng ,                                                     (1) 
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345: &L87<.- 01A>;NB=0O ?>3@5H=>ABL 87<5@5=8O :>>@48=0BK; 
        C0 3A:>@>ABL A25B0 2 A2>1>4=>< ?@>AB@0=AB25; 
         t8 3 4;8B5;L=>ABL 7>=48@CNI53> 8<?C;LA0; 
         ng 3 3@C??>2>9 :>MDD8F85=B ?@5;><;5=8O A5@4F528=K. 
� >?B8G5A:>< ?@85<=8:5 8<5NB <5AB> HC<K, >1CA;>2;5==K5 ?@58<CI5AB25==> 

B5<=>2K< B>:>< 48>40. �5B5@>48= 8 4@C385 :><?>=5=BK >?B8G5A:>3> ?@85<=8:0 B>65 2=>AOB 
A2>9 2:;04 2 @57C;LB8@CNICN <>I=>ABL HC<0. %>AB02;ONI0O HC<0 MB8E M;5<5=B>2 <>65B 1KBL 
2K@065=0 G5@57 M:2820;5=B=CN <>I=>ABL PNEP. %>>B=>H5=85 A83=0;/HC< >?8AK205BAO 
A>>B=>H5=85<: 

 

                                           SNR = 2PLOPrbs[ gηηω]2
2ⅇB{id+PLO[ gηηω0]+PNEP[ gηηω0]} ,                                          (2) 

 
345 e 3 70@O4 M;5:B@>=0, ħω 3 M=5@38O D>B>=0, · 3 :20=B>2K9 2KE>4 D>B>45B5:B>@0, PLO 3 
<>I=>ABL 35B5@>48=0, Prbs 3 <>I=>ABL @538AB@8@C5<>3> A83=0;0, B 3 H8@8=0 ?>;>AK 
?@>?CA:0=8O ?@85<=8:0. 

&0: :0: <>I=>ABL A83=0;0 35B5@>48=0 7=0G8B5;L=> ?@52KH05B C@>25=L HC<>2, B> >=0 
O2;O5BAO 4><8=8@CNI59 >B=>A8B5;L=> 4@C38E :><?>=5=B>2. � MB>9 A2O78 >B=>H5=85 A83=0;/HC< 
?@8<5B A;54CNI89 284: 

                   

                                           SNR = ·Prbs·ω0B .                                                        (3) 

 
#>A;54=55 2K@065=85 >15A?5G8205B <0:A8<0;L=CN GC2AB28B5;L=>ABL D>B>?@85<=>3> 

CAB@9AB20, :>B>@0O ?@81;8605BAO : :20=B>2><5E0=8G5A:><C ?@545;C. %:>@>ABL 
0:CAB>>?B8G5A:>3> <>4C;OB>@0 8 53> A?>A>1=>ABLN 35=5@8@>20BL :0: <>6=> 1>;55 :>@>B:85 
8<?C;LAK ?@54>?@545;NB @07@5H0NICN A?>A>1=>ABL ?> ?@>AB@0=AB25==>9 :>>@48=0B5 A8AB5<K 
>?B8G5A:>3> <>=8B>@8=30. 

 

5. �4>?RK9A<9 
&5E=8G5A:>5 A>AB>O=85 ?>42>4=KE 2>;>:>==> - >?B8G5A:8E ;8=89 A2O78 <>65B 1KBL 

MDD5:B82=> >F5=5=> ?>A@54AB2>< ?5@8>48G5A:>3> A1>@0 40==KE A ?><>ILN A8AB5<K 
<>=8B>@8=30. �>35@5=B=0O >?B8G5A:0O @5D;5:B><5B@8O O2;O5BAO ?5@A?5:B82=>9 B5E=>;>3859 
<>=8B>@8=30 ?>42>4=KE 2>;>:>==> - >?B8G5A:8E ;8=89 A2O78. "=0 ?>72>;O5B >?5@0B>@0< A2O78 
>1A;C6820BL 1>;LH>5 :>;8G5AB2> ?>42>4=KE >1J5:B>2. �0;L=59H8< @0728B85< 2 8AA;54C5<>9 
>1;0AB8, ?> <=5=8N 02B>@0, O2;ONBAO 8AA;54>20=8O ?@545;L=KE DC=:F8>=0;L=KE 2>7<>6=>AB59, 
<5B@>;>38G5A:>5 >1>A=>20=85 B5E=8G5A:8E B@51>20=89 : >A=>2=K< :><?>=5=B0< 8 A>740=85 
A8AB5<K <5B@>;>38G5A:>3> >15A?5G5=8O A8AB5< <>=8B>@8=30. 
 

%#�%"� ��&�$�&'$Ы: 

1. Recommendation ITU-T G.979, <Characteristics of monitoring systems for optical submarine cable 
systems,= 2012. 

2. Xiong J., Wang Z. Single-Shot COTDR Using Sub-Chirped-Pulse Extraction Algorithm for Distrib   

uted Strain Sensing // Journal of Lightwave Technology, vol. 38, no. 7, april 1, 2020, pp. 2028-

2035. 

3. IEC61746-1 (2009), �0;81@>2:0 >?B8G5A:8E @5D;5:B><5B@>2 A 2@5<5==>9 4803@0<<>9 
=0?@02;5==>AB8 (OTDR) - +0ABL 1: $5D;5:B><5B@K 4;O >4=><>4>2KE 2>;>:>=. 

4. Recommendation ITU-T G.977 (2011), Characteristics of optically amplified optical fibre submarine 

cable systems. 

 

 
 



58 

 

!.�. �BD?B6 
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!�  "-!"%&0 � %���� +�%&"&/ %#��&$� $�%%�3!�3 �$���21!�  

 

%818@A:89 3>AC40@AB25==K9 C=825@A8B5B B5;5:><<C=8:0F89 8 8=D>@<0B8:8 (%81�'&�),  
3.!>2>A818@A:, $>AA8O 

 

�;NG52K5 A;>20: <>4C;L .=30, @0AA5O=85 �@8;;NM=0, @0A?@545;5==>5 7>=48@>20=85 ?> 
>?B8G5A:><C 2>;>:=C, 87<5=5=85 <>I=>AB8 8 G0AB>BK ?> �@8;;NM=C, B5@<8G5A:0O 45D>@<0F8O. 

 

� AB0BL5 ?@>0=0;878@>20=> 2;8O=85 87<5=5=89 <>4C;O .=30 A5@4F528=K GC2AB28B5;L=>3> 
2>;>:=0 =0 <>I=>ABL 8 87<5=5=85 A42830 G0AB>BK �@8;;NM=0. #@54AB02;5=0 ;8=59=0O D>@<C;0 
<564C <>4C;5< .=30 8 ?0@0<5B@0<8 >?B8G5A:>3> A83=0;0 >1@0B=>3> @0AA5O=8O �@8;;NM=0. 
#>:070=0 2>7<>6=>ABL 87<5@5=8O B5<?5@0BC@K 8 B5@<8G5A:8E 45D>@<0F89 24>;L 2>;>:=0 ?> 
@57C;LB0B0< @0A?@545;5==>3> 7>=48@>20=8O, >A=>20==>3> =0 :><18=8@>20==>< MDD5:B5 
@0AA5O=8O �@8;;NM=0 8 87<5=5=88 <>4C;O .=30 2 H8@>:8E 480?07>=0E 87<5@O5<KE ?0@0<5B@>2. 

 

 N.I. Gorlov 

 

ANALYSIS OF THE INFLUENCE OF YOUNG'S MODULUS VARIATIONS ON THE   

POWER AND FREQUENCY SHIFT OF THE BRILLOUIN SCATTERING SPECTRUM 

 

Siberian State University of Telecommunications and Informatics (SibGUTI), 

Novosibirsk, Russia 

 

Keywords: Young's modulus, Brillouin scattering, distributed optical fiber sensing, Brillouin 

power and frequency variation, thermal deformation. 

 

The article analyzes the effect of changes in the Young's modulus of the core of a sensitive fiber 

on the power and the change in the Brillouin frequency shift. A linear formula is presented between the 

Young's modulus and the parameters of the Brillouin optical backscattering signal. The possibility of 

measuring temperature and thermal deformations along the fiber based on the results of distributed 

sensing based on the combined Brillouin scattering effect and the change in Young's modulus in wide 

ranges of measured parameters is shown. 

 

1. �6989A<9 
�>;>:>==> - >?B8G5A:85 @0A?@545;5==K5 A5=A>@=K5 A8AB5<K =0 >A=>25 @0AA5O=8O 

�@8;;NM=0 2K720;8 1>;LH>9 8=B5@5A 1;03>40@O 8E ?>B5=F80;L=K< 2>7<>6=>ABO< 
>4=>2@5<5==>3> 87<5@5=8O 8 >1=0@C65=8O 87<5=5=89 B5<?5@0BC@K 8 45D>@<0F88. "A>15==> >=8 
H8@>:> 8A?>;L7CNBAO 4;O :>=B@>;O 87<5=5=89 B5<?5@0BC@K 8 45D>@<0F88 =5 B>;L:> 2 
?>475<=KE, 2>74CH=KE 8 ?>42>4=KE :015;OE A2O78, 0 B0:65 2 0M@>:>A<8G5A:>9 8 =5DBO=>9 
?@><KH;5==>AB8 8 3@0640=A:8E 8=65=5@=KE A>>@C65=8OE, B0:8E :0: <>ABK, BC==5;8, 1>;LH85 
740=8O 8 B.4. � MB8E A8AB5<0E, 8A?>;L7CO 8=D>@<0F8N >1 87<5=5=88 G0AB>BK �@8;;NM=0 8 
87<5=5=88 <>I=>AB8 �@8;;NM=0 4;O >?B8G5A:>3> A83=0;0 >1@0B=>3> @0AA5O=8O 2 
GC2AB28B5;L=>< 2>;>:=5, <>6=> ;53:> ?>;CG8BL B@51C5<K5 40==K5, >B=>AOI85AO : B5?;>2K< 
E0@0:B5@8AB8:0< >:@C60NI59 A@54K. #>A:>;L:C <>4C;L .=30 A5@4F528=K :@5<=575<=>3> 
2>;>:=0 7028A8B :0: >B B5<?5@0BC@K, B0: 8 >B 45D>@<0F88, 4;O >?@545;5=8O MB8E 42CE ?0@0<5B@>2 
24>;L GC2AB28B5;L=>3> 2>;>:=0 B0:65 <>6=> 8A?>;L7>20BL 87<5=5=8O <>4C;O .=30. 
$0A?@545;5==K5 A5=A>@=K5 A8AB5<K >A=>20=K =0 2708<>459AB288 D>B>=>2 A 35=5@8@C5<K<8 
B5@<8G5A:8 0:CAB8G5A:8<8 2>;=0<8 8 >1=0@C65=88 >1@0B=>3> @0AA5O==>3> >?B8G5A:>3> A83=0;0.  
 

2. &9@C9D4FGDAO9 < 89HBD@4J<BAAO9 ;46<E<@BEF< <;@9A9A<S @BMABEF< < E86<74 
K4EFBFO �D<??RQA4 
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#@54?>;030O, GB> <>I=>AB8 >?B8G5A:>3> A83=0;0, @0A?@>AB@0=ONI53>AO 2 ?@O<>< 
=0?@02;5=88 24>;L 2>;>:=0, 8 A83=0;0 >1@0B=>3> @0AA5O=8O @02=K, <>I=>ABL A83=0;0 �@8;;NM=0 
<>65B 1KBL 7040=0 :0: DC=:F8O 2@5<5=8 t [1] 

 

                                            PB(t) = 0,5P0τ³BSνge(2γRνgt),                                                                               
 

345 P0 - ?8:>20O <>I=>ABL A83=0;0 ;075@=>9 =0:0G:8, Ä - 4;8B5;L=>ABL 8<?C;LA0, yB 8 yR - 

:>MDD8F85=BK >1@0B=>3> @0AA5O=8O �@8;;NM=0 8 $M;5O A>>B25BAB25==>, S - :>MDD8F85=B 
70E20B0, vg - 3@C??>20O A:>@>ABL A25B0, @0A?@>AB@0=ONI53>AO 2 2>;>:=5, t 3 B5:CI55 2@5<O. 
�A?>;L7CO C@02=5=85 t = 2z / vg, <>I=>ABL �@8;;NM=0 PB <>65B 1KBL ?>;CG5=0 :0: DC=:F8O 
@0AAB>O=8O z, :0: 2 [2, 3] 
 PB(z) = 0,5P0τ³BSνge(22γRz). 
 

)>BO :>MDD8F85=B >1@0B=>3> @0AA5O=8O �@8;;NM=0 yB 8<55B ?@O<CN 7028A8<>ABL >B 
87<5=5=89 B5<?5@0BC@K >:@C60NI59 A@54K, :>MDD8F85=B >1@0B=>3> @0AA5O=8O $M;5O yR =5 
8<55B B0:>9 ?@O<>9 7028A8<>AB8 [1]. %;54>20B5;L=>, 2;8O=85 87<5=5=89 B5<?5@0BC@K =0 
<>I=>ABL A83=0;0 �@8;;NM=0 ?@>8AE>48B G5@57 yB, :>B>@K9 <>65B 1KBL 70?8A0= :0: [2, 3] ³B = 8Ã3n8p2kT(Äνa2)−13λ04  , 

 

345 n - ?>:070B5;L ?@5;><;5=8O A5@4F528=K 2>;>:=0, p - :>MDD8F85=B D>B>C?@C3>AB8 
(#>::5;O) (~ 0,286), k - ?>AB>O==0O �>;LF<0=0 (1,38 × 10-23 �6/°�), T - B5<?5@0BC@0 2>;>:=0 2 
?5@5AG5B5 =0 ºK, ρ - ?;>B=>ABL :@5<=575<=>3> 2>;>:=0 (ρ = 2330 :3/<3), vA - A:>@>ABL 
0:CAB8G5A:>9 2>;=K 2 AB5:;5, 0 λ0 - 4;8=0 2>;=K A25B0, ?>?040NI53> 2 2>;>:=> (λ0 = 1550 =<) [2, 
3]. 

� <5E0=87<5 @0AA5O=8O �@8;;NM=0 >?B8G5A:0O 2>;=0, =0:0G8205<0O ;075@=K< 8AB>G=8:>< 
2 2>;>:=>, 2708<>459AB2C5B A B5@<8G5A:8 35=5@8@C5<K<8 0:CAB8G5A:8<8 2>;=0<8 2 A@545 8, 
A;54>20B5;L=>, @0AA58205BAO ?>4 C3;>< ¸ [2]. &5@<8G5A:8 35=5@8@C5<K5 0:CAB8G5A:85 2>;=K 
8<5NB H8@>:>?>;>A=K9 G0AB>B=K9 A?5:B@. �>340 >?B8G5A:0O 2>;=0, =0:0G8205<0O 2 2>;>:=>, 
A>2?0405B ?> D075 A 0:CAB8G5A:>9 2>;=>9, B.5. :>340 2>7=8:05B CA;>285 �@M330, A4283 G0AB>BK 
�@8;;NM=0 ?@>8AE>48B =0 >?@545;5==CN 25;8G8=C. -B> 7=0G5=85 @02=> G0AB>B5 0:CAB8G5A:>9 
2>;=K fa. 

�:CAB8G5A:0O G0AB>B0 fa, C4>2;5B2>@ONI0O CA;>28N �@M330, <>65B 1KBL >?8A0=0 :0:  
 fa = 2nλ0 νasin 2̧ , 

 

345 ¸ - C3>; <564C >?B8G5A:>9 2>;=>9, =0:0G0==>9 2 2>;>:=5, 8 @0AA5O==>9 2>;=>9 
�@8;;NM=0. 

� >?B8G5A:8E 2>;>:=0E @0AA5O==0O >?B8G5A:0O 2>;=0 =0?@02;O5BAO B>;L:> 2 ?@O<>< 8;8 
>1@0B=>< =0?@02;5=8OE. �A;8 >?B8G5A:0O 2>;=0 @0AA58205BAO 2 =0?@02;5=88, ?@>B82>?>;>6=>< 
=0?@02;5=8N =0:0G8205<>9 2>;=K, B.5. :>340 ¸ = 180º, B> 0:CAB8G5A:0O G0AB>B0 fa 

<0:A8<878@C5BAO. #>A:>;L:C A4283 G0AB>BK �@8;;NM=0 VB @025= 0:CAB8G5A:>9 G0AB>B5 fa, B> 
<>6=> 70?8A0BL [4] 

 VB = 2nλ0 νa. 

 

#>A:>;L:C <>I=>ABL �@8;;NM=0 PB 8 A4283 G0AB>BK �@8;;NM=0 VB 87<5=ONBAO A 
87<5=5=85< B5<?5@0BC@K 8 45D>@<0F88, C@02=5=8O, >?8AK20NI85 B5<?5@0BC@=K5 8 
45D>@<0F8>==K5 7028A8<>AB8 87<5=5=8O <>I=>AB8 �@8;;NM=0 (ΔPB) 8 87<5=5=8O A42830 
G0AB>BK �@8;;NM=0 (ΔVB), <>3CB 1KBL 7040=K 2 2845 [2] 
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∆PB = KTP∆T + K∈P∆∈, 

 ∆VB = KTV∆T + K∈V∆∈, 
 

345 KTP  8 K∈P  - :>MDD8F85=BK B5<?5@0BC@K 8 45D>@<0F88 87<5=5=8O <>I=>AB8 �@8;;NM=0, 
A>>B25BAB25==>, KTV  8 K∈V  - :>MDD8F85=BK B5<?5@0BC@K 8 45D>@<0F88 87<5=5=8O G0AB>BK 
�@8;;NM=0, A>>B25BAB25==>, ΔT 8 Δ∈ - 87<5=5=8O B5<?5@0BC@K 8 45D>@<0F88, ?@>8AE>4OI85 
24>;L GC2AB28B5;L=>3> 2>;>:=0, A>>B25BAB25==>. 

)0@0:B5@8AB8:8 40BG8:>2 @0A?@545;5==KE 2>;>:>==>->?B8G5A:8E A5=A>@=KE A8AB5< 
>F5=820NBAO A ?><>ILN @07@5H5=8O B5<?5@0BC@K 8 B5@<8G5A:>9 45D>@<0F88. 
%>>B25BAB2CNI85 @07@5H5=8O 4;O B5<?5@0BC@=KE 8 B5@<>45D>@<0F8>==KE >1@07>20=89, 
2>7=8:0NI8E 24>;L GC2AB28B5;L=>3> 2>;>:=0, <>3CB 1KBL 2KG8A;5=K A ?><>ILN [2] 

 ´T = [|K∈P´V| + |K∈V´P|]/[|K∈VKTP 2 K∈PKTV|], ´∈ = [|KTP´V| + |KTV´P|]/[|K∈VKTP 2 K∈PKTV|], 
 

 

345 δT 8 δ∈ - @07@5H5=8O ?> B5<?5@0BC@5 8 B5@<8G5A:>9 45D>@<0F88 A>>B25BAB25==>, δP 8 
δV - A@54=5:204@0B8G=K5 7=0G5=8O HC<0, 2>7=8:0NI85 ?@8 87<5=5=88 <>I=>AB8 ?> �@8;;NM=C 
8 87<5=5=88 A42830 G0AB>BK ?> �@8;;NM=C A>>B25BAB25==>. 

 

3. �46<E<@BEF< @BMABEF< < E86<74 K4EFBFO �D<??RQA4 BF <;@9A9A<S @B8G?S 2A74 
 

 >4C;L .=30 O2;O5BAO >4=8< 87 DC=40<5=B0;L=KE :@8B5@852, 8A?>;L7C5<KE 4;O >?8A0=8O 
C?@C38E A2>9AB2 <0B5@80;0. �>340 : >1J5:BC ?@8:;04K205BAO 2=5H=OO A8;0, 2 7028A8<>AB8 >B 
E0@0:B5@8AB8: <0B5@80;0, >1J5:B ?>425@305BAO ?@>4>;L=><C 8 ?>?5@5G=><C C4;8=5=8N, :>B>@K5 
A>740NB >4=>>A=K5 =0?@O65=8O 8 45D>@<0F88 2 <0B5@80;5 >1J5:B0 2 A>>B25BAB288 A 70:>=>< 
�C:0 [5].  >4C;L .=30, B.5. <>4C;L C?@C3>AB8, >?@545;O5BAO :0: >B=>H5=85 87<5=5=8O 
=0?@O65=8O 2 ;N1>9 B>G:5 <0B5@80;0 : 87<5=5=8N 45D>@<0F88 2 MB>9 B>G:5 :0: [5] 

 E = σ∈ = F/S∆L/L, 

 

345 Ã >1>7=0G05B @0ABO3820NI55 =0?@O65=85, 0 ∈ >1>7=0G05B @0ABO3820NICN 45D>@<0F8N, 
2>7=8:HCN =0 >1J5:B5, F - A8;0, 459AB2CNI0O =0 >1J5:B, S - ?;>I04L ?>?5@5G=>3> A5G5=8O, =0 
:>B>@CN 459AB2C5B A8;0, ΔL - 25;8G8=0 87<5=5=8O 4;8=K, 0 L - 8AE>4=0O 4;8=0 >1J5:B0. 

 >4C;L .=30 2>;>:=0 87 ?;02;5=>3> :@5<=575<0 ;8=59=> 87<5=O5BAO 2 7028A8<>AB8 >B 
B5<?5@0BC@K >:@C60NI59 A@54K 8 >1@07>20=8O B5@<8G5A:8E 45D>@<0F89 2 A@545. �028A8<>AB8 
<>4C;O .=30 A5@4F528=K 87 :@5<=575<=>3> 2>;>:=0 >B B5<?5@0BC@K 8 B5@<8G5A:>9 45D>@<0F88 
<>3CB 1KBL ?@54AB02;5=K A>>B25BAB25==> 2 2845 [1] 

 E = 69.68 + 1.126x1022T, 

 E = E0(1 + 5.75x ∈), 

 

345 E - <>4C;L .=30 A5@4F528=K 2>;>:=0 2 ?5@5AG5B5 =0 �#0, E0 - 7=0G5=85 <>4C;O .=30 
?@8 =C;52>9 45D>@<0F88 8 B5<?5@0BC@5 293 °K, B.5. E0 = 72,97918 �#0, Tk - B5<?5@0BC@0 2 
?5@5AG5B5 =0 °K, ∈ - 45D>@<0F8O. 

�7<5=5=85 <>I=>AB8 ?> �@8;;NM=C ΔPB 8 87<5=5=85 G0AB>BK ?> �@8;;NM=C ΔVB <>3CB 
1KBL 70?8A0=K A>>B25BAB25==> 
 ∆PB = KTP∆TC + K∈P∆∈ , 
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∆VB = KTV∆TC + K∈V∆∈, 

 

345 ΔTC 8 Δ∈ - 87<5=5=8O B5<?5@0BC@K 8 45D>@<0F88, ?@>8AE>4OI85 24>;L 
GC2AB28B5;L=>3> 2>;>:=0, A>>B25BAB25==>. 

�7<5=5=85 <>I=>AB8 ?> �@8;;NM=C 8 87<5=5=85 A42830 G0AB>BK ?> �@8;;NM=C 24>;L 
GC2AB28B5;L=>3> 2>;>:=0 <>3CB 1KBL ?>;CG5=K :0: 
 ∆PB(L) = KTPTC(L) + K∈P ∈ (L) , 

 ∆VB(L) = KTVTC(L) + K∈V ∈ (L). 
 

�7<5=5=85 <>I=>AB8 �@8;;NM=0 8 87<5=5=85 A42830 G0AB>BK �@8;;NM=0 <>6=> 70?8A0BL 
:0: DC=:F8N <>4C;O .=30 :0: 

 ∆PB(E) = 29.827xE 2 2169.550 , 

 ∆VB(E) = 209.413xE 2 15260.766 , 

 

 345 E - <>4C;L .=30 A5@4F528=K GC2AB28B5;L=>3> 2>;>:=0 2 �#0. �0: >G5284=> 87 
C@02=5=89, ACI5AB2C5B ;8=59=0O 7028A8<>ABL <564C <>4C;5< .=30 8 87<5=5=85< <>I=>AB8 
�@8;;NM=0 8 87<5=5=85< G0AB>BK 1@8;;NM=>2A:>3> A42830 >?B8G5A:>3> A83=0;0 >1@0B=>3> 
@0AA5O=8O, =0?@02;5==>3> ?> GC2AB28B5;L=><C 2>;>:=C. 

 

 

4. �4>?RK9A<9 
#>A:>;L:C <>4C;L .=30 A5@4F528=K 2>;>:=0 87<5=O5BAO 2 7028A8<>AB8 >B B5<?5@0BC@K 

>:@C60NI59 A@54K 8 45D>@<0F8>==KE >1@07>20=89, 2;8O=85 87<5=5=89 <>4C;O .=30 =0 
?0@0<5B@K �@8;;NM=0 >G5=L 206=> A B>G:8 7@5=8O ?@>872>48B5;L=>AB8 A5=A>@=>9 A8AB5<K. 
%;54>20B5;L=>, 4;O @07;8G=KE 7=0G5=89 <>4C;O .=30 A5@4F528=K 2>;>:=0 =0 2KE>45 
GC2AB28B5;L=>9 A8AB5<K <>3CB 1KBL ?>;CG5=K @07;8G=K5 40==K5 >1 87<5=5=88 <>I=>AB8 ?> 
�@8;;NM=C 8 A42835 G0AB>BK ?> �@8;;NM=C. �A?>;L7CO (21) 8 (22), >B=>H5=85 GC2AB28B5;L=>AB8 
<>4C;O .=30 : 87<5=5=8N G0AB>BK �@8;;NM=0 : 87<5=5=8N <>I=>AB8 �@8;;NM=0 4;O =C;52>9 
45D>@<0F88 8 B5<?5@0BC@K 293 ° K <>65B 1KBL 2KG8A;5=> :0: ~ 2,30. %;54>20B5;L=>, <>6=> 
A45;0BL 2K2>4, GB> <>4C;L .=30 >:07K205B 1>;55 4><8=8@CNI55 2;8O=85 =0 87<5=5=85 G0AB>BK 
�@8;;NM=0 ?> >B=>H5=8N : 87<5=5=8N <>I=>AB8 �@8;;NM=0 
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�.�. �4AK9A>B, �.�. �4AK9A>B, !. . %9A4K<A 

 

� #"$&"�� �-�!�� %�%&�  ����"�"!(�$�!*%�3�� !� #$� �$� 
�" #�!�� "�" «$��» 

 

!0CG=K9 @C:>2>48B5;L: .. �.  >38;L=8:>2 
 

'@0;LA:89 3>AC40@AB25==K9 C=825@A8B5B ?CB59 A>>1I5=8O 2 3. �:0B5@8=1C@35 
('@�'#%), $>AA8O 

 

�;NG52K5 A;>20: �845>:>=D5@5=FA2O7L, A2O7L A>25I0=89, ?;0BD>@<0 4;O >1I5=8O, 
8<?>@B>70<5I5=85, Cisco Jabber, IVA UC. 

 

!0 A53>4=OH=89 45=L :><?0=8O "�" «$��» 8A?>;L7C5B ?@>3@0<<=CN ?;0BD>@<C Cisco 
Jabber. �0==0O ?;0BD>@<0 8A?>;L7C5BAO C65 4>;3>5 2@5<O 8 <>@0;L=> 8 DC=:F8>=0;L=> 
CAB0@5205B, 0 B0:65 O2;O5BAO @07@01>B:>9 70@C156=>9 :><?0=88. �;O @5H5=8O 40==>9 ?@>1;5<K 
1K;> ?@8=OB> @5H5=85 @07@01>B0BL >B5G5AB25==CN ?@>3@0<<=CN ?;0BD>@<C, :>B>@0O O2;O5BAO 
1>;55 A>2@5<5==K< 8 DC=:F8>=0;L=K< 0=0;>3><. 

 

D.D. Ganchenko, E.E. Ganchenko, N.M. Senachin 

 
IMPORT SUBSTITUTION OF VIDEOCONFERENCING SYSTEMS ON THE 

EXAMPLE OF RUSSIAN RAILWAYS 

 

Scientific supervisor - Y.V. Mogilnikov 

 

Ural State University of Railway Transport in Yekaterinburg (UrGUPS), Russia 

 

Keywords: Video conferencing, meeting link, communication platform, import substitution, Cisco 

Jabber, IVA UC. 

 

Today, Russian Railways uses the Cisco Jabber software platform. This platform has been used 

for a long time and is morally and functionally obsolete, and is also a development of a foreign company. 

To solve this problem, it was decided to develop a domestic software platform, which is a more modern 

and functional analogue. 

 

Cisco Jabber - MB> ?@>3@0<<=>5 >15A?5G5=85 4;O <3=>25==>3> >1<5=0 A>>1I5=8O<8, 
3>;>A>2>9 8 2845>A2O78, 0 B0:65 A>2<5AB=>9 @01>BK 2=CB@8 >@30=870F88. "=> @07@01>B0=> 
:><?0=859 Cisco Systems 8 <>65B 1KBL 8A?>;L7>20=> =0 @07;8G=KE CAB@>9AB20E, 2:;NG0O 
?5@A>=0;L=K5 :><?LNB5@K, =>CB1C:8, A<0@BD>=K 8 ?;0=H5BK. 

�>B =5A:>;L:> :;NG52KE D0:B>2 > Cisco Jabber: 
1. "A=>2=K5 DC=:F88. Cisco Jabber ?@54>AB02;O5B ?>;L7>20B5;N 2>7<>6=>ABL 

>1<5=820BLAO <3=>25==K<8 A>>1I5=8O<8, 45;0BL 3>;>A>2K5 8 2845>72>=:8, ?@>2>48BL 
2845>:>=D5@5=F88, 45;8BLAO @01>G8<8 D09;0<8 8 4>:C<5=B0<8, C?@02;OBL :0;5=40@5< 8 
:>=B0:B0<8. 

2. �=B53@0F8O A 4@C38<8 ?@>4C:B0<8 Cisco. Cisco Jabber 8=B53@8@C5BAO A 4@C38<8 

?@>4C:B0<8 Cisco, 2:;NG0O Cisco Webex, Cisco TelePresence, Cisco Unified Communications 

Manager 8 Cisco Meeting Server. 

3. �57>?0A=>ABL. Cisco Jabber >15A?5G8205B 2KA>:89 C@>25=L 157>?0A=>AB8, 2:;NG0O 
H8D@>20=85 40==KE, 0CB5=B8D8:0F8N 8 02B>@870F8N ?>;L7>20B5;59, 70I8BC >B 0B0: =0 A5BL 8 
A8AB5<K. 

4. �81:>ABL 8 <>18;L=>ABL. Cisco Jabber ?>445@68205B @01>BC =0 @07;8G=KE 
CAB@>9AB20E 8 >?5@0F8>==KE A8AB5<0E, 2:;NG0O Windows, Mac, iOS 8 Android. -B> ?>72>;O5B 
?>;L7>20B5;O< >AB020BLAO =0 A2O78 2 ;N1>5 2@5<O 8 2 ;N1>< <5AB5. 
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5. �>7<>6=>AB8 A>2<5AB=>9 @01>BK. Cisco Jabber ?@54>AB02;O5B ?>;L7>20B5;N 
2>7<>6=>ABL @01>B0BL A :>;;530<8 2 @568<5 @50;L=>3> 2@5<5=8, A>2<5AB=> @540:B8@>20BL 
4>:C<5=BK, ?@>2>48BL 251-:>=D5@5=F88 8 C?@02;OBL 7040G0<8. 

6. �4<8=8AB@8@>20=85 8 C?@02;5=85. Cisco Jabber <>65B 1KBL CAB0=>2;5= 8 =0AB@>5= 
04<8=8AB@0B>@0<8 A ?><>ILN 8=AB@C<5=B>2 C?@02;5=8O 8 <>=8B>@8=30, ?@54>AB02;O5<KE 
Cisco. 

7. �=B53@0F8O A AB>@>==8<8 ?@8;>65=8O<8. Cisco Jabber ?>445@68205B 8=B53@0F8N 
A AB>@>==8<8 ?@8;>65=8O<8, B0:8<8 :0: Salesforce, Microsoft Office 8 Google Drive. 

� F5;><, Cisco Jabber ?@54>AB02;O5B H8@>:89 A?5:B@ 2>7<>6=>AB59 4;O A>2<5AB=>9 @01>BK 
8 >1<5=0 8=D>@<0F859 2=CB@8 >@30=870F88, GB> 45;05B 53> ?>;57=K< 8=AB@C<5=B>< 4;O 187=5A0. 

Cisco Jabber 8<55B @O4 ?@58<CI5AB2 8 =54>AB0B:>2, :>B>@K5 <>3CB 2;8OBL =0 53> 
8A?>;L7>20=85 2 :>=:@5B=KE A8BC0F8OE. 

#;NAK: 
1. �=B53@0F8O A 4@C38<8 ?@>4C:B0<8 Cisco. Cisco Jabber 8=B53@8@C5BAO A 4@C38<8 

?@>4C:B0<8 Cisco, GB> ?>72>;O5B ?>;L7>20B5;O< 8A?>;L7>20BL 548=K9 8=B5@D59A 4;O C?@02;5=8O 
:><<C=8:0F8O<8 8 A>2<5AB=>9 @01>BK. 

2. �81:>ABL 8 <>18;L=>ABL. Cisco Jabber ?>445@68205B @01>BC =0 @07;8G=KE 
CAB@>9AB20E 8 >?5@0F8>==KE A8AB5<0E, GB> ?>72>;O5B ?>;L7>20B5;O< >AB020BLAO =0 A2O78 2 ;N1>5 
2@5<O 8 2 ;N1>< <5AB5. 

3. �57>?0A=>ABL. Cisco Jabber >15A?5G8205B 2KA>:89 C@>25=L 157>?0A=>AB8, 2:;NG0O 
H8D@>20=85 40==KE, 0CB5=B8D8:0F8N 8 02B>@870F8N ?>;L7>20B5;59, 70I8BC >B 0B0: =0 A5BL 8 
A8AB5<K. 

4. �>7<>6=>AB8 A>2<5AB=>9 @01>BK. Cisco Jabber ?@54>AB02;O5B ?>;L7>20B5;O< 
2>7<>6=>ABL >1<5=820BLAO A>>1I5=8O<8, 45;0BL 3>;>A>2K5 8 2845>72>=:8, ?@>2>48BL 
2845>:>=D5@5=F88, 45;8BLAO D09;0<8 8 4>:C<5=B0<8, C?@02;OBL :0;5=40@5< 8 :>=B0:B0<8. 

5. �=B53@0F8O A AB>@>==8<8 ?@8;>65=8O<8. Cisco Jabber ?>445@68205B 8=B53@0F8N 
A> <=>38<8 AB>@>==8<8 ?@8;>65=8O<8, B0:8<8 :0: Salesforce, Microsoft Office 8 Google Drive, 
GB> ?>72>;O5B ?>;L7>20B5;O< C?@02;OBL A2>8<8 7040G0<8 8 ?@>5:B0<8. 

 8=CAK: 
1. %;>6=>ABL 8A?>;L7>20=8O. Cisco Jabber 8<55B 1>30BK9 =01>@ DC=:F89, GB> <>65B 

A45;0BL 53> A;>6=K< 4;O 8A?>;L7>20=8O 4;O =>2KE ?>;L7>20B5;59. 
2. "3@0=8G5==0O ?>445@6:0 AB>@>==8E CAB@>9AB2. Cisco Jabber ?>445@68205B B>;L:> 

>?@545;5==K5 <>45;8 CAB@>9AB2, GB> <>65B >3@0=8G8BL 53> 8A?>;L7>20=85 4;O ?>;L7>20B5;59, 
8A?>;L7CNI8E =5 ?>445@68205<K5 CAB@>9AB20. 

3. �KA>:0O AB>8<>ABL. �A?>;L7>20=85 Cisco Jabber <>65B 1KBL 4>@>65, G5< 
8A?>;L7>20=85 1>;55 ?@>ABKE <3=>25==KE A>>1I5=89 8;8 3>;>A>2>9 A2O78. 

4. !5>1E>48<>ABL 8=B53@0F88 A 4@C38<8 ?@>4C:B0<8 Cisco. +B>1K ?>;CG8BL 
<0:A8<0;L=CN 2K3>4C >B Cisco Jabber, <>65B ?>B@51>20BLAO 8=B53@0F8O A 4@C38<8 ?@>4C:B0<8 
Cisco, GB> <>65B 1KBL A;>6=K< 8 70B@0B=K<. 

5. �028A8<>ABL >B A5B8. Cisco Jabber B@51C5B 4>ABC?0 : A5B8, GB>1K @01>B0BL, GB> 
<>65B A>74020BL ?@>1;5<K, 5A;8 A5BL =54>ABC?=0 8;8 =5AB018;L=0 [1]. 

� F5;><, Cisco Jabber ?@54>AB02;O5B H8@>:89 A?5:B@ 2>7<>6=>AB59 4;O A>2<5AB=>9 @01>BK 
8 :><<C=8:0F89, :>B>@K5 <>3CB 1KBL ?>;57=K 2 @07;8G=KE A8BC0F8OE, >A>15==> 4;O :><?0=89, 
8A?>;L7CNI8E 4@C385 ?@>4C:BK Cisco. "4=0:>, ?5@54 8A?>;L7>20=85< Cisco Jabber =5>1E>48<> 
CG8BK20BL 53> A;>6=>ABL, 2KA>:CN AB>8<>ABL 8 7028A8<>ABL >B A5B8, 0 B0:65 2>7<>6=K5 
>3@0=8G5=8O 4;O AB>@>==8E CAB@>9AB2. 

�@><5 B>3>, 4;O MDD5:B82=>3> 8A?>;L7>20=8O Cisco Jabber, <>65B ?>B@51>20BLAO 
8=B53@0F8O A 4@C38<8 ?@>4C:B0<8 Cisco, B0:8<8 :0: Cisco Webex 8;8 Cisco Unified 
Communications Manager, GB> <>65B C25;8G8BL 70B@0BK =0 2=54@5=85 8 ?>445@6:C. 

� F5;><, Cisco Jabber <>65B 1KBL ?>;57=K< 8=AB@C<5=B>< 4;O >@30=870F88 :><<C=8:0F89 
8 A>2<5AB=>9 @01>BK, => 53> 8A?>;L7>20=85 4>;6=> 1KBL >A>7=0==K< 8 ?@8=8<0BLAO A CG5B>< 
:>=:@5B=KE ?>B@51=>AB59 8 2>7<>6=>AB59 >@30=870F88. 
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IVA UC - MB> @5H5=85 4;O C?@02;5=8O :><<C=8:0F8O<8, :>B>@>5 ?@54>AB02;O5BAO 
:><?0=859 Interactive Intelligence. "=> 2:;NG05B 2 A51O H8@>:89 =01>@ 8=AB@C<5=B>2 4;O 
A>2<5AB=>9 @01>BK 8 >1I5=8O 2=CB@8 :><?0=88 8 70 55 ?@545;0<8. 

!5:>B>@K5 87 >A=>2=KE DC=:F89 IVA UC 2:;NG0NB 2 A51O: 
1. �>;>A>2CN A2O7L. IVA UC ?>72>;O5B ?>;L7>20B5;O< A>25@H0BL 3>;>A>2K5 72>=:8 

2=CB@8 8 70 ?@545;0<8 :><?0=88, 0 B0:65 8A?>;L7>20BL DC=:F88 :>=D5@5=F-A2O78 8 
02B>>B25BG8:0. 

2. �845>A2O7L. IVA UC ?>72>;O5B ?>;L7>20B5;O< 8A?>;L7>20BL 2845>:>=D5@5=F88 4;O 
A>2<5AB=>9 @01>BK 8 >1I5=8O A :>;;530<8 8 :;85=B0<8. 

3.  3=>25==K5 A>>1I5=8O. IVA UC 2:;NG05B 2 A51O DC=:F88 <3=>25==>3> >1<5=0 
A>>1I5=8O<8, :>B>@K5 ?>72>;ONB ?>;L7>20B5;O< 1KAB@> 8 C4>1=> >1I0BLAO 2=CB@8 :><?0=88. 

4. -;5:B@>==CN ?>GBC 8 :0;5=40@L. IVA UC 8=B53@8@C5BAO A M;5:B@>==>9 ?>GB>9 8 
:0;5=40@5<, GB> ?>72>;O5B ?>;L7>20B5;O< ;53:> C?@02;OBL A2>8<8 7040G0<8 8 ?@>5:B0<8. 

5.  >18;L=CN A2O7L. IVA UC ?>445@68205B @01>BC =0 @07;8G=KE CAB@>9AB20E, 
2:;NG0O <>18;L=K5 CAB@>9AB20, GB> ?>72>;O5B ?>;L7>20B5;O< >AB020BLAO =0 A2O78 2 ;N1>5 2@5<O 
8 2 ;N1>< <5AB5. 

6. �=0;8B8:C 8 >BG5B=>ABL. IVA UC ?@54>AB02;O5B 8=AB@C<5=BK 4;O 0=0;870 40==KE 
8 A>740=8O >BG5B>2 > :><<C=8:0F8OE, GB> ?>72>;O5B >F5=820BL MDD5:B82=>ABL @01>BK 8 
?@8=8<0BL @5H5=8O =0 >A=>25 40==KE. 

!5:>B>@K5 87 ?@58<CI5AB2 IVA UC 2:;NG0NB 2 A51O: 
1. �81:>ABL. IVA UC ?>445@68205B @01>BC =0 @07;8G=KE CAB@>9AB20E 8 

>?5@0F8>==KE A8AB5<0E, GB> ?>72>;O5B ?>;L7>20B5;O< 8A?>;L7>20BL 53> 2 ;N1>< <5AB5 8 =0 
;N1>< CAB@>9AB25. 

2. �57>?0A=>ABL. IVA UC >15A?5G8205B 2KA>:89 C@>25=L 157>?0A=>AB8, 2:;NG0O 
H8D@>20=85 40==KE 8 70I8BC >B 0B0: =0 A5BL 8 A8AB5<K. 

3. �=B53@0F8O A 4@C38<8 ?@>4C:B0<8. IVA UC 8=B53@8@C5BAO A 4@C38<8 ?@>4C:B0<8 
Interactive Intelligence, GB> ?>72>;O5B ?>;L7>20B5;O< 8A?>;L7>20BL 548=K9 8=B5@D59A 4;O 
C?@02;5=8O :><<C=8:0F8O<8 8 A>2<5AB=>9 @01>BK. 

4. �>;>A>2>5 8 2845> :0G5AB2>. IVA UC >15A?5G8205B 2KA>:>5 :0G5AB2> 3>;>A>2>9 8 
2845>A2O78 1;03>40@O 8A?>;L7>20=8N A>2@5<5==KE B5E=>;>389. 

5. �2B><0B870F8O. IVA UC ?>72>;O5B 02B><0B878@>20BL =5:>B>@K5 ?@>F5AAK, B0:85 
:0: >1@01>B:0 72>=:>2 8 <0@H@CB870F8O A>>1I5=89, GB> ?>2KH05B MDD5:B82=>ABL @01>BK. 

6. '?@02;5=85. IVA UC ?@54>AB02;O5B 8=AB@C<5=BK 4;O C?@02;5=8O 
:><<C=8:0F8O<8 8 04<8=8AB@8@>20=8O A8AB5<K, GB> ?>72>;O5B 1KAB@> 8 ;53:> =0AB@0820BL 8 
C?@02;OBL =0AB@>9:0<8. 

"4=0:>, =5:>B>@K5 87 2>7<>6=KE =54>AB0B:>2 IVA UC 2:;NG0NB 2 A51O: 
1. %;>6=>ABL. IVA UC <>65B 1KBL A;>6=K< 2 8A?>;L7>20=88 8 =0AB@>9:5, >A>15==> 

4;O =5?@>D5AA8>=0;>2. 
2. �KA>:0O AB>8<>ABL. IVA UC <>65B 1KBL 4>@>38< @5H5=85<, >A>15==> 4;O <0;KE 

8 A@54=8E :><?0=89. 
3. �028A8<>ABL >B A5B8. IVA UC B@51C5B AB018;L=>9 8 1KAB@>9 A5B8 4;O >15A?5G5=8O 
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3D TRAINING SIMULATOR FOR COMMUNICATIONS STAFF 
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At the presented paper describes the tools and development of a computer 3d simulator for on-the-

job training of communications staff, that is intended to training professional knowledge, skills and 

abilities in the process of working with real equipment.  

It was shown that the 3D simulator performs the assigned tasks based on the results of testing. 
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The paper considers the issues of organizing a segment of the transport communication network 

in the educational laboratory of the UrTISI SibGUTI with the inclusion of the projected segment in the 

existing transport network. The issues of developing a communication organization scheme, DWDM 

equipment configuration, organization of connection to the FOCL linear path model are considered. 
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The article provides an overview of the FSO and WDM technologies. The possibility of increasing 

the bandwidth of the FSO with the use of WDM technology was investigated. By computer modeling in 

the OptiSystem program, a scheme for implementing WDM technology in the FSO network was 

obtained. A graph of the dependence of the distance between the FSO transceivers and the Q factor was 

constructed. 
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This article reviews the application of Bayesian networks in medical diagnostics. Bayesian 

networks are statistical models that can be used to model and analyze a variety of medical data, such as 

patient examinations, laboratory values, case histories, and others. This article discusses the use of 

Bayesian networks for diagnosing various diseases. The advantages of using Bayesian networks in 

medical diagnostics lie in the ability to take into account uncertainty and incompleteness of information, 

as well as in the automation of the decision-making process. The article also analyzes existing research 

on this topic in order to identify prospects for the use of Bayesian networks in future medical research 

and practice. As a result of the literature review and analysis, it is concluded that Bayesian networks can 

be an effective tool for improving the accuracy and efficiency of medical diagnostics. Overall, this article 

is of interest to medical professionals, researchers, and medical software developers who are interested 

in using new methods and technologies to improve the quality of medical diagnosis and treatment. 
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PREDICTION OF THE CHARACTERISTICS OF A MULTIBEAM LENS ANTENNA 

USING ARTIFICIAL NEURAL NETWORKS 

 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian State 

University of Telecommunications and Informatics in Yekaterinburg (UrTISI SibGUTI), Russia 

 

Keywords: neural network, lens antenna, radiation pattern. 

 

Today neural networks are a very popular concept and many researchers are studying their 

capabilities in various tasks, including as a tool for designing antennas, predicting their electrodynamic 

and design parameters. The paper presents the results of a study of the effectiveness of predicting the 

values of the radiation pattern of a Luneberg lens antenna operating in multipath mode using the neural 

network method. 
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(C=:F8O ReLU ?@54AB02;O5B A>1>9 ;8=59=CN DC=:F8N, 2KE>4OICN 87 F5=B@0 A>59 
:>>@48=0B 8 ?@8=8<0NICN =C;52K5 7=0G5=8O =0 2A59 >B@8F0B5;L=>9 >1;0AB8 >A8 01AF8AA. 
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$8AC=>: 2 3 (C=:F8O 0:B820F88 ReLU  

 

#@58<CI5AB2> ReLU 3 MB> @07@565==>ABL 0:B820F88, GB> ?>72>;O5B 0:B828@>20BL B>;L:> 
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45;05B MB> :@09=5 <54;5==>. � A;CG05 DC=:F88 0:B820F88 ReLU (@8AC=>: 30) 40==K9 =54>AB0B>: 
=5 =01;N405BAO, 8 B>G=>ABL ?>2KH05BAO A ?5@2>9 M?>E8. !0 :>=5G=>< MB0?5 >1CG5=8O 70BCE0=85 
3@0485=B0 ?@>8AE>48B <5=LH5, ?>MB><C =59@>==0O A5BL A?>A>1=0 >1CG0BLAO 40;LH5. 

 

 
$8AC=>: 3 3 �AB>@8O >1CG5=8O =59@>==>9 A5B8: (0) A DC=:F859 0:B820F88 ReLU, (1) A 

DC=:F859 0:B820F88 A83<>84 
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?@>3@0<<=>< ?0:5B5 Ansys Electronics Desktop (HFSS Design). 

� @57C;LB0B5 >1CG5=8O !% A@54=OO :204@0B8G=0O >H81:0 ?>A;5 300 M?>E @02=O;0AL 0.208, 
D8=0;L=0O B>G=>ABL !% A>AB028;0 88.1%. !0 @8AC=:5 4 ?@82545= 3@0D8: 8AE>4=>9 8 
A?@>3=>78@>20==>9 =59@>A5BLN DC=:F88 4803@0<<K =0?@02;5==>AB8 ;8=7>2>9 0=B5==K ?@8 
2E>4=KE 7=0G5=8OE [1, 1, 0.5, 0.5, 0.5, 0.5, 1, 1]. 
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Ansys HFSS.  
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METHODOLOGY OF DETECTION OF MOBILE RADIO 

BASE STATIONS LOCATIONS AND THEIR COVERAGE AREAS 
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Federal State Unitary Enterprise «State Radio Frequency Center».  
 

In this article, we analyze technique of detection of mobile radio base station locations and their 

coverage areas by the reverse method of Monte-Carlo. Due to application of statistical analytical 

methods, our methodology makes it possible to improve the reliability of real coverage areas for 

telecommunications operator in Russian Federation regions. This methodology includes receiving 

statistical data about mobile radio communication quality; creating the base station coverage areas in the 

local district based on open data sources; modeling the coating density of mobile radio base station 

in a specific subject of Russia. 
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�.�. �BDB5<JOA, !.�. �G8O?8<A4 
 

$��$��"&�� %�%&� /  ��$"��� �&� � ���"$�&"$�� «�!&�$!�& 
��-�� � %� ""$��!��'2-�)%3 %�&��» 

 

'@0;LA:89 B5E=8G5A:89 8=AB8BCB A2O78 8 8=D>@<0B8:8 (D8;80;) (��"' �" «%818@A:89 
3>AC40@AB25==K9 C=825@A8B5B B5;5:><<C=8:0F89 8 8=D>@<0B8:8 (%81�'&�) 2 3. 

�:0B5@8=1C@35 ('@&�%� %81�'&�) 
 

�;NG52K5 A;>20: IoT, C<=K9 4><, CAB@>9AB2>, <8:@>:>=B@>;;5@. 
 

� AB0BL5 @0AA<0B@820NBAO C<=K5 CAB@>9AB20 A8AB5<K <8:@>:;8<0B0. �E DC=:F8>=0;, 
@50;870F8O, 2708<>459AB28O MB8E CAB@>9AB2 <564C A>1>9, 0 B0:65 70G5< B0:85 CAB@>9AB20 =C6=K. 

 

I.V. Korobitsyn, N.V. Budyldina 

 

DEVELOPMENT OF A MICROCLIMATE SYSTEM IN THE LABORATORY 

«INTERNET OF THINGS AND SELF-ORGANIZING NETWORKS» 
 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian State 

University of Telecommunications and Informatics in Yekaterinburg (UrTISI SibGUTI), Russia 

 

Key words: IoT, smart home, device, microcontroller. 

 

The article discusses smart devices of the microclimate system. Their functionality, 

implementation, interactions of these devices with each other, as well as why such devices are needed. 

 

!0 A53>4=OH=89 45=L A8AB5<0 IoT (Internet of Things) O2;O5BAO @0A?@>AB@0=ё==>9 :0: 2 
68;KE 4><0E, B0: 8 =0 ?@54?@8OB8OE. %8AB5<0 C<=>3> 4><0 A;C68B 4;O C?@>I5=8O 5654=52=KE 
@CB8==KE @01>B 8 02B><0B870F88 ?@>F5AA>2 C?@02;5=8O.  

%8AB5<0 <8:@>:;8<0B0 O2;O5BAO >4=>9 87 :;NG52KE A8AB5< M;5<5=B>2 C<=>3> 4><0, B0: :0: 
2:;NG05B 2 A51O: >BA;56820=85 A>AB>O=85 2>74CE0, A>;=5G=>3> A25B0, 2;06=>ABL 2>74CE0, 
B5<?5@0BC@K ?><5I5=8O, 8 ?@>G85 D0:B>@K, A2O70==K5 A G5;>25:>< 8;8 >:@C60NI59 53> A@54>9.  

� :0G5AB25 ?@8<5@0, 1C45B @0AA<0B@820BLAO B0:85 CAB@>9AB20 :0:: «C<=0O @>75B:0», «C<=0O 
;0<?0» 8 «C<=K5 HB>@K». �A5 A8AB5<K A2O70=K <564C A>1>9. 

!0G0BL AB>8B A CAB@>9AB20 C<=KE HB>@. �;NG52>9 7040G59 40==>9 A8AB5<K O2;O5BAO 
?>4=OB85 8 >?CA:0=85 HB>@ 2 7028A8<>AB8 >B ?>:070B5;O >A25Iё==>AB8 2 ?><5I5=85. %E5<0 
40==>3> CAB@>9AB20 ?@54AB02;5=0 =0 @8AC=:5 1. 

 

 
$8AC=>: 1 3 'AB@>9AB2> «C<=K5 HB>@K» 

 � :0G5AB25 <8:@>:>=B@>;;5@0, 2KABC?05B ?;0B0 A5<59AB20 Arduino. �0BG8: >A25Iё==>AB8 
AG8BK205BAO A?CABO 7040==>5 :>;8G5AB2> 2@5<5=8 8 >B?@02;O5B 40==K5 =0 <8:@>:>=B@>;;5@. &>B 
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2 A2>N >G5@54L >B?@02;O5B MB8 40==K5 A ?><>ILN Wi-Fi <>4C;O (ESP-01S) =0 A5@25@. �7 
;8B5@0BC@K [1] 2K15@5< 0@E8B5:BC@C ?>4:;NG5=8O CAB@>9AB2 G5@57 <0@H@CB870B>@. %5@25@ 
?@8=8<05B @5H5=8O ?> B5:CI8< ?>:070B5;O< >A25Iё==>AB8, A;54C5B >B:@K20BL 8;8 >?CA:0BL 
HB>@K. #>A;5 MB>3>, @5H5=85 ?>ABC?05B =0 <8:@>:>=B@>;;5@, :>B>@K9 2 A2>N >G5@54L =0G8=05B 
2K?>;=OBL >48= 87 42CE AF5=0@852: ?>4=OB85 8;8 >?CA:0=85 HB>@K, ;81> 65 >AB028BL 2 B5:CI5< 
?>;>65=85 8 =8G53> =5 87<5=OBL. &0:65 40==K5 ?>:070B5;8 >A25Iё==>AB8 ?>ABC?0NB C65 =0 
4@C3>5 CAB@>9AB2>, ?>4 =0720=85< «C<=0O ;0<?0». 'AB@>9AB2> «C<=0O ;0<?0» ?@54AB02;5=> =0 
@8AC=:5 2. 
 

 
$8AC=>: 2 3 'AB@>9AB2> «C<=0O ;0<?0» 

 

 � :0G5AB25 <8:@>:>=B@>;;5@0, 2KABC?05B ?;0B0 NodeMCU, :>B>@0O 2:;NG05B 2 A51O Wi-Fi 

<>4C;L. � :0G5AB25 RGB <0B@8FK, 8A?>;L7C5BAO <0B@8F0 @07<5@>< 8 =0 8, => 5ё <>6=> ?><5=OBL 
:0: =0 <0B@8FC <5=LH8E @07<5@>2, B0: 8 =0 <0B@8FC 1>;LH8E @07<5@>2. �;02=>5 CG5ABL, GB> ?@8 
?>4:;NG5=88 4>AB0B>G=> 1>;LH>9 <0B@8FK, ?>B@51C5BAO 2=5H=89 8AB>G=8: ?8B0=8O (1;>: 
?8B0=8O).  
 �;02=>5 7040G59 ;0<?K, O2;O5BAO 2:;NG5=85 8;8 >B:;NG5=85 ?@8 >?@545;ё==KE 
?>:070B5;OE >A25Iё==>AB8. �0==K5 ?>:070B5;8 ?@8E>4OB >B CAB@>9AB20 «C<=K5 HB>@K». &0:65, 
40BG8: >A25Iё==>AB8 <>6=> ?>4:;NG8BL 8 : 4@C38< CAB@>9AB20<, A>1@0BL AC<<0@=> 40==K5, 8 
2K?>;=8BL AF5=0@89 2:;NG5=85 8;8 >B:;NG5=85 >B A@54=8E ?>:070B5;59 40BG8:0 >A25Iё==>AB8. 
&0: :0: ;0<?0 O2;O5BAO RGB, 5ё <>6=> 8A?>;L7>20BL 2 :0G5AB25 8AB>G=8:0 >4=>B>==>3> A25B0, 
;81> 2:;NG8BL ?5@5;820NI85AO F25B0. -B> ?>;>68B5;L=> A:065BAO =0 A0<>< G5;>25:5, B0: :0: 
8AB>G=8: A25B0 C<5=LH8B =03@C7:C =0 3;070. &0:65 40==>5 CAB@>9AB2> <>6=> 8A?>;L7>20BL 2 
@07;8G=KE B5?;8F0E, GB> ?>;>68B5;L=> A:065BAO =0 @0AB8B5;L=>AB8. 
 #><8<> MB>3>, CAB@>9AB2> «C<=0O @>75B:0» @01>B05B 2 A2O7:5 A ?@54K4CI8<8 
CAB@>9AB20<8. %0<>5 CAB@>9AB2> ?@54AB02;5=> =0 @8AC=:5 3. 
 

 
$8AC=>: 3 3 'AB@>9AB2> «C<=0O @>75B:0» 
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 �;02=>9 7040G59 CAB@>9AB20, 2:;NG0BL 8;8 >B:;NG0BL 48AB0=F8>==> CAB@>9AB2>, 
?>4:;NG5==>5 : =5<C. � :0G5AB25 ?@8<5@0 8A?>;L7C5BAO C2;06=8B5;L 2>74CE0. �0==>5 
CAB@>9AB2>, :0: 8 CAB@>9AB2> «C<=0O ;0<?0», 8A?>;L7C5B <8:@>:>=B@>;;5@ NodeMCU. � 
7028A8<>AB8 >B >?@545;ё==KE ?>:070B5;59 @07;8G=KE 40BG8:>2 8 A0<>3> CAB@>9AB20, :>B>@>5 
?>4:;NG05BAO : @>75B:5, @5H05BAO 2:;NG5=85 8;8 >B:;NG5=85 @>75B:8. � :0G5AB25 ?@8<5@0 
40BG8:0, 1C45B 8A?>;L7>20BL 40BG8: 2;06=>AB8. #@8 4>AB865=85 ?>@>3>2>3> 7=0G5=8O 2;06=>AB8 
2 ?><5I5=88, 40==K5 >B?@02;ONBAO =0 A5@25@, :>B>@K9 2 A2>N >G5@54L @5H05B 2:;NG8BL 8;8 
>B:;NG8BL @>75B:C. #@8 ?>;CG5=88 >B25B0 >B A5@25@0, CAB@>9AB2> ;81> 70<K:05B @5;5 8 2:;NG05B 
CAB@>9AB2>, ;81> @07<K:05B 8 >B:;NG05B CAB@>9AB2>.  
 &0:8< >1@07>< =5>1E>48<> >B<5B8BL, GB> :064>5 87 ?5@5G8A;5==KE CAB@>9AB2 <>6=> 
A>1@0BL 2 4><0H=8E CA;>28OE, ?@8 MB>< 2 @07C<=KE F5=>2KE :0B53>@8OE. �A5 CAB@>9AB20 ?@8 
MB>< >3@0=8G820NBAO ;8HL 2>7<>6=>ABLN A0<>3> ?>;L7>20B5;O, GB> ?>72>;O5B >B:@KBL 2A5E 
A?5:B@ 2>7<>6=>AB59 40==>3> CAB@>9AB20.  

 

%#�%"� ��&�$�&'$Ы: 
1. �AA;54>20=85 2708<>459AB28O C<=KE CAB@>9AB2 ?@8 @07=>9 0@E8B5:BC@5 ?>4:;NG5=8O : 
C<=><C 75@:0;C. �2B>@K: �>@>18FK= �.�., �C4K;48=0 !.�., .@G5=:> �.�. � A1>@=8:5: 
�=D>:><<C=8:0F8>==K5 B5E=>;>388: 0:BC0;L=K5 2>?@>AK F8D@>2>9 M:>=><8:8. %1>@=8: 
=0CG=KE B@C4>2 III  564C=0@>4=>9 =0CG=>-?@0:B8G5A:>9 :>=D5@5=F88. #>4 @540:F859 �.#. 
,C20;>20, A>AB.  .#. �0@0G0@>20. �:0B5@8=1C@3, 2023. %. 121-125. 
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�.�. �BDB5<JOA, �.�. �96<>B6, �.�. 2DK9A>B 
 

%$��!�!�� "�"$'�"��!�3 IoT ��$'���!"�" � $"%%��%�"�" 
#$"���"�%&�� 

 

'@0;LA:89 B5E=8G5A:89 8=AB8BCB A2O78 8 8=D>@<0B8:8 (D8;80;) (��"' �" «%818@A:89 
3>AC40@AB25==K9 C=825@A8B5B B5;5:><<C=8:0F89 8 8=D>@<0B8:8 (%81�'&�) 2 3. 

�:0B5@8=1C@35 ('@&�%� %81�'&�) 
 

 �;NG52K5 A;>20: Raspberry Pi, Arduino, IoT, Iskra, Repka Pi 3. 

 

%>3;0A=> C:07C #@57845=B0 $( «" <5@0E ?> >15A?5G5=8N B5E=>;>38G5A:>9 =57028A8<>AB8 
8 157>?0A=>AB8 :@8B8G5A:>9 8=D>@<0F8>==>9 8=D@0AB@C:BC@K $(», @0AA<0B@820NBAO @5H5=8O 
IoT, ?>AB@>5==KE 1075 70@C156=>3> 8 >B5G5AB25==>3> ?@>872>4AB20. %@02=5=85 ?>:070=> ?> 
=5A:>;L:8< E0@0:B5@8AB8:0<: AB>8<>ABL, B0:B>20O G0AB>B0, ?0<OBL 8 287C0;L=>5 A@02=5=85.  

 

I.V. Korobitsyn, A.A. Levikov, E.V. Yurchenko 

 

COMPARISON OF FOREIGN AND RUSSIAN IOT EQUIPMENT 

 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian State 

University of Telecommunications and Informatics in Yekaterinburg (UrTISI SibGUTI), Russia 

 

Keywords: Raspberry Pi, Arduino, IoT, Iskra, Repka Pi 3. 

 

According to the decree of the President of the Russian Federation "On measures to ensure the 

technological independence and security of the critical information infrastructure of the Russian 

Federation", IoT solutions built on the basis of foreign and domestic production are being considered. 

The comparison is shown by several characteristics: cost, clock frequency, memory and visual 

comparison. 

 

�=B5@=5B 25I59 (IoT) 3 MB> A5BL D878G5A:8E CAB@>9AB2, :>B>@K5 ?>4:;NG5=K : 4@C38< 
CAB@>9AB20< 8 A;C610< G5@57 �=B5@=5B 8;8 4@C3CN A5BL 8 >1<5=820NBAO A =8<8 40==K<8. � 
=0AB>OI55 2@5<O 2 <8@5 1>;55 <8;;80@40 ?>4:;NG5==KE CAB@>9AB2, 8 A :064K< 3>4>< 8E 
AB0=>28BAO 1>;LH5. �A5, GB> <>6=> >A=0AB8BL 40BG8:0<8 8 ?@>3@0<<=K< >15A?5G5=85<, <>6=> 
?>4:;NG8BL G5@57 �=B5@=5B. %5B8 IoT <>3CB 2:;NG0BL 2 A51O <=>65AB2> M;5<5=B>2. "A=>2=K5 
@5H5=8O AB@>OBAO =0 <8:@>:>=B@>;;5@0E 8 <8:@>:><?LNB5@0E. �0==K5 M;5<5=BK 2K?CA:0NBAO 
70@C156=K<8 8 >B5G5AB25==K<8 ?@>872>48B5;O<8. !0 A53>4=OH=89 45=L 8A?>;L7CNBAO @5H5=8O 
IoT, ?>AB@>5==K5 =0 1075 ?>?C;O@=KE ?;0B A5<59AB20 Arduino, Iskra, Vostok, Raspberry Pi, Repka 

Pi, Rock Pi. #;0BK A5<59AB20 Arduino 8 Raspberry Pi ?@>872>4OBAO 70 @C156><, 87-70 G53> F5=0 =0 
@>AA89A:>< @K=:5 2KH5 >@838=0;L=>9, GB> A;54C5B 8AE>4O 87 107>2KE 70B@0B ;N1>3> ?@>402F0: 
B@0=A?>@B8@>2:0, ?@>4060 8, :>=5G=>, 872;5G5=85 ?@81K;8. 

$0AA<>B@8< :064K9 M;5<5=B @5H5=8O IoT ?> >B45;L=>AB8. !0G=ё< A@02=5=85 
E0@0:B5@8AB8: ?;0B <8:@>:>=B@>;;5@0.  8:@>:>=B@>;;5@K 3 MB> <8:@>G8? 8;8 ?;0B0 A 
<8:@>G8?>< 4;O @5H5=8O :;85=BA:8E G0AB59 IoT-?@>5:B>2. � =8< >B=>AOBAO ;8=59:8 ?;0B 
Arduino, Iskra 8 Vostok. 

"@838=0;L=0O AB>8<>ABL ?;0BK Arduino, ?@>87254ё==>9 2 �B0;88, 7=0G8B5;L=> >B;8G05BAO 
>B AB>8<>AB8 @>AA89A:>3> @K=:0. �A;8 1@0BL >@838=0;L=CN ?;0BC, 5ё A@54=OO AB>8<>ABL 
A>AB02;O5B >:>;> 28 $ (~2280 @C1;59 =0 <><5=B =0?8A0=85 AB0BL8), :>340 0=0;>3 AB>8B >:>;> 600-
1000 @C1;59. � 40;L=59H5<, 1C45< 8A?>;L7>20BL ?@8<5@ 0=0;>30.  

� A>>B25BAB285 A MB8<, AB>8B @07>1@0BL @>AA89A:85 0=0;>38 40==KE CAB@>9AB2, 8 A@02=8BL 
8E ?> =5A:>;L:8< E0@0:B5@8AB8:0<, B0:8E :0:: AB>8<>ABL, @01>G55 =0?@O65=85, :>;8G5AB2> 
?>@B>2, ##�', "�', #�', B0:B>20O G0AB>B0, :@>AA?;0BD>@<5==>ABL 8 @07<5@. )0@0:B5@8AB8:8 
M;5<5=B>2 @07=KE ?@>872>48B5;59 A2545=K 2 B01;8FC 1. [1,2] 
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&01;8F0 1 3 )0@0:B5@8AB8:8 <8:@>:>=B@>;;5@>2 
)0@0:B5@8AB8:8 Arduino Uno  Iskra Uno Iskra JS Vostok Uno 

%@54=OO F5=0 =0 @K=:5, @C1. 1000 1100 2400 4800 

$01>G55 =0?@O65=85, �. 5 5 3,3 5 

�>;8G5AB2> ?>@B>2 20 (14 F8D@>2KE, 
6 0=0;>3>2KE) 

20 (14 F8D@>2KE, 
6 0=0;>3>2KE) 

26 (14 

0=0;>3>2KE, 22 
F8D@>2KE) 

27 

##�' (Flash) 16 �1 32 �1 1024 �1 16 �1 
"�' (SRAM)  1 �1 2 �1 192 �1 512 109B 
#�' (EEPROM) 512 109B 1 �1 1 �1 64 �1 
&0:B>20O G0AB>B0 16  �F 16  �F 168  �F 4  �F 

�@>AA?;0BD>@<5==>ABL Windows, Linux, 

MacOS 

Windows, Linux, 

MacOS 

Windows, Linux, 

MacOS 

Windows, Linux, 

MacOS 

$07<5@ 69x53 69x53 69x53 68x54 

 

#@>0=0;878@>202 E0@0:B5@8AB8:8 <8:@>:>=B@>;;5@>2, <>6=> A45;0BL 2K2>4, GB> 
@0AA<0B@8205<K5 @5H5=8O >1;040NB ?@8<5@=> >48=0:>2K<8 @07<5@0<8, 0 3;02=>5 8E @07;8G85 - 
B0:B>20O G0AB>B0 8 ?0<OBL. #@8 287C0;L=>< A@02=5=88 Arduino Uno 8 Iskra Uno, <>6=> C2845BL, 
GB> ?;0BK ?>E>68 4@C3 =0 4@C30, => 8<5NB =5:>B>@K5 @07;8G8O. %0<>5 3;02=>5 >B;8G85 ?;0B 2 
B><, GB> Iskra Uno 8<55B 2 2 @070 1>;LH5 ?0<OB8 (##�', "�' 8 #�'). #> :>;8G5AB2C ?>@B>2, 
@07<5@0<, @01>G5<C =0?@O65=8N 8 B0:B>2>9 G0AB>B5 - ?;0BK >48=0:>2K5. &0:65, ?;0BK 
?@81;878B5;L=> >48=0:>2K ?> F5=>2>9 :0B53>@88. �7 G53> <>6=> A45;0BL 2K2>4, GB> ?;0B0 Iskra 

Uno O2;O5BAO ?@O<K< 0=0;>3>< Arduino Uno, GB> ?>;>68B5;L=> A:07K205BAO =0 2=CB@5==5< 
?@>872>4AB25 2 $>AA88. &0: :0: 1>;LH8=AB2> ?0@0<5B@>2 >48=0:>2K5, >1KG=><C ?>;L7>20B5;N 
1C45B ;53G5 ?@82K:=CBL : =>2>9 ?;0B5, 254L >=0 ?>E>60 =0 B>, A G5< >= @01>B0; @0=LH5. �=5H=89 
284 ?;0B ?>:070= =0 @8AC=:5 1. 
 

 
$8AC=>: 1 3 %@02=5=85 ?;0B Iskra Uno 8 Arduino Uno  

  

&0:65, C Iskra 5ABL <>45;L A 1>;55 <>I=>9 :><?;5:B0F859, =565;8 @0AA<>B@5==K5 @0=55. 
 >45;L ?;0BK Iskra JS 3>@074> <>I=55 A2>53> 0=0;>30 Iskra Uno, B0: :0: O7K: ?@>3@0<<8@>20=8O 
MB>9 ?;0BK - JavaScript. #;0B0 ?@54AB02;5=0 =0 @8AC=:5 2. 
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$8AC=>: 2 3 #;0B0 Iskra JS 

 

&0: :0: O7K: ?@>3@0<<8@>20=8O ?;0BK JavaScript, <>6=> A>1@0BL <=>65AB2> ?@>5:B>2, 
:>B>@K5 B@51CNB 1>;LH>9 2KG8A;8B5;L=>9 <>I=>AB8. #@8<5@ B0:>3> ?@>5:B0 4 MB> 
«?@><KH;5==0O 02B><0B8:0». �7 4>AB>8=AB2 2 8A?>;L7>20=88 JavaScript <>6=> >B<5B8BL 
?@>AB>BC 8 C4>1AB2>. #@>3@0<<8@>20=85 ?;0BK Iskra JS, 2 A@02=5=88 A C++, 7=0G8B5;L=> 
C?@>I5=>.  

 >45;L ?;0BK ?@>872>48B5;O Vostok Uno, 8<55B 1>;55 25A><K5 >B;8G8O >B ?;0B, 
@0AA<>B@5==KE @0=55. #;0B0 ?@54AB02;5=0 =0 @8AC=:5 3. 
 

 
$8AC=>: 3 3 #;0B0 Vostok Uno 

 

�87C0;L=> <>6=> 70<5B8BL, GB> ?;0BK 2=5H=5 ?>E>68, => A0<>5 3;02=>5 8E >B;8G85 4 MB> 
8A?>;L7C5<K9 <8:@>:>=B@>;;5@. &0:B>20O G0AB>B0 745AL 2 4 @070 <5=LH5, G5< C 
<8:@>:>=B@>;;5@0 C Arduino Uno 8 Iskra Uno (ATMEGA328p). &0:65, ##�' 1>;LH5, G5< C 
Arduino Uno 2 128 @07, => ?@8 MB>< "�' <5=LH5 2 2 @070. �KA>:89 F5==8:, ?>GB8 2 5000 @C1;59, 
>1CA;>2;5= <0;>9 ?0@B859 B>20@0, 8 2 1C4CI5< F5=0 <>65B >?CAB8BLAO 4> F5=K Arduino Uno. 

#><8<> <8:@>:>=B@>;;5@>2, @0AA<>B@8< <8:@>:><?LNB5@K.  8:@>:><?LNB5@K 3 MB> 
:><?LNB5@K, 2 :>B>@KE F5=B@0;L=K9 ?@>F5AA>@ @07<5Iё= =0 >4=>9 <8:@>AE5<5, 
<8:@>?@>F5AA>@5, CAB@>9AB25 22>40-2K2>40 8 1;>:5 E@0=5=8O ?0<OB8. �ABL <=>65AB2> 20@80F89, 
=> A0<K< ?@54?>GB8B5;L=K< @5H5=85< 4;O IoT O2;O5BAO 70@C156=K9 Raspberry Pi. "@838=0;L=0O 
F5=0 Raspberry Pi 2 �5;8:>1@8B0=88 (AB@0=5-?@>872>48B5;O) A>AB02;O5B >:>;> 65 $ (~5300 @C1;59 
=0 2023 3>4). � MB> 65 2@5<O, 2 $>AA88 F5=0 =0 ?;0BC Raspberry Pi A>AB02;O5B >B 15000 @C1;59 
(?@8 MB><, 2 <03078=5 40==>3> B>20@0 <>65B =5 1KBL 2 =0;8G88). $>AA89A:8< 0=0;>3>< 4;O 
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Raspberry Pi O2;ONBAO Repka Pi 8 Rock Pi. %@02=8B5;L=K5 E0@0:B5@8AB8:8 40==KE ?;0B A2545=K 
2 B01;8FC 2. [3,4] 

 

&01;8F0 2 3 )0@0:B5@8AB8:8 <8:@>:><?LNB5@>2 
)0@0:B5@8AB8:0 Raspberry Pi 3 Model B+ Repka Pi 3 Rock Pi 4 Plus v1.73 

#@>F5AA>
@ 

!08<5=>20=85 ARM Cortex-

A53(BCM2837)  

Allwinner H5 /4@0 
ARMv8 Cortex-A53 

Rockchip RK3399 (OP1): 

420 O4@0 Cortex-A72, 1,8 

��F + G5BK@5 O4@0 
Cortex-A53, 1,4 ��F; 

�@E8B5:BC@0 64 18B 64 18B 64 18B 
&0:B>20O G0AB>B0 1,2 ��F 1,0-1,4 ��F 1,4 8 1,8 ��F 

�>;8G5AB2> O45@ 4 4 4 

�@0D8G5A:89 ?@>F5AA>@ VideoCore IV ARM Mali-450MP Mali T860MP4 

#0<OBL 

"�' 1 �1 (LPDDR2 SDRAM);  1 �1 SDRAM LPDDR3 4�� LPDDR4 SDRAM 

#�' ----------------------- ------------------------ �> 128 �1 eMMC 

#>445@6:0 SD-

:0@BK 

#>445@68205BAO #>445@68205BAO �> 128 �1 

#>445@6:0 
NVME 

�=5H=8< <>4C;5< �=5H=8< <>4C;5< �> 2 &1 

%5BL 

Ethernet 300  18B/A 
RJ-45 

100  18B/A  
RJ-45 

1 �18B/A 
RJ-45 

#>445@6:0 PoE �=5H=8< <>4C;5< �=5H=8< <>4C;5< �0 
Wi-Fi Wi-Fi 5 Wi-Fi 5 Wi-Fi 5 

Bluetooth Bluetooth 4.1 c BLE Bluetooth 5 Bluetooth 5 

#8B0=85 

!0?@O65=85 5 � 5 � 5 � 

&>: 2,5 � 2-2,5 � 2,5 � 

�=B5@D59A 
?>4:;NG5=8O 

Micro-USB 

GPIO 

Micro-USB 

GPIO 

Type-C 

GPIO 

#>B@51;O5<0O <>I=>ABL 

300 <� (1,5 �B) 3 @568< 
>6840=8O  
--------------------------------

--------------------------------

- 

350 <� (1,75 �B) 3 @568< 
>6840=8O 
1,65 � (8,25 �B) 3 
<0:A8<C<  

--------------------------------

------------------------------- 

�=B5@D59AK 

USB 2.0 x 4 

 

HDMI 1.3a 

3,5 << jack 

CSI 

USB 2.0 x 4 

 

HDMI 

3,5 << jack 

CSI 

USB 2.0 x 2 

USB 3.0 x 2 

HDMI 2.0 

3,5 << jack 

CSI 

#@>872>48B5;L �5;8:>1@8B0=8O $>AA8O �8B09 

$07<5@K ,E� 85E56 86E58 85E54 

*5=0 ~ 3890 @C1;59 8 1>;55 
%!/& % #$"���� 

13000 @C1;59 11050  

@C1;59 

 

#@>0=0;878@>202 E0@0:B5@8AB8:8 <8:@>:><?LNB5@>2, <>6=> A45;0BL 2K2>4, GB> 
@0AA<0B@8205<K5 ?;0BK 8<5NB >48=0:>2CN 0@E8B5:BC@C, :>;8G5AB2> O45@ ?@>F5AA>@0, 8<5NB 
?>445@6:C PoE, Wi-Fi 5, 845=B8G=K ?> M;5:B@>?8B0=8N 8 8=B5@D59A0<. � >B;8G8O< <>6=> 
>B=5AB8 ?0<OBL, AB0=40@BK Ethernet 8 Bluetooth, 0 B0:65 F5=>20O :0B53>@8O, 2 :>B>@>9 
=08<5=LHCN AB>8<>ABL =0 A53>4=OH=89 45=L O2;O5BAO :8B09A:89 ?@>872>48B5;L.  

$0AA<>B@8< 287C0;L=K5 @07;8G8O 40==KE ?;0B. %@07C AB>8B >B<5B8BL, GB> ?;0BK ;8=59:8 
Rock Pi 84CB A@07C >B 4-3> ?>:>;5=8O, GB> A>?>AB028<> A Raspberry Pi 4. #;0BK ?@54AB02;5=K =0 
@8AC=:5 4. 
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$8AC=>: 4 3  8:@>:><?LNB5@K Raspberry Pi 3, Repka Pi 3, Rock Pi 4 

 

 8:@>:><?LNB5@K ?>E>68 ?> @07<5@0< 8 2=5H=5, => @07;8G8O 8<5NBAO. #5@2K< 
:;NG52K< >B;8G85< B@ёE ?;0B, O2;O5BAO 8E >?5@0B82=0O ?0<OBL. � A;CG05 Raspberry Pi, 

8A?>;L7C5BAO AB0@K9 AB0=40@B LPDRR2 =0 1 �1 "�'. ' ?;0BK Repka Pi B0:65 1 �1 "�', => A C65 
1>;55 =>2K< AB0=40@B>< LPDDR3. � A2>N >G5@54L, B0: :0: ?;0B0 Rock Pi O2;O5BAO 1>;55 ?>74=53> 
2K?CA:0 A@02=8205<KE ?;0B, <8:@>:><?LNB5@ 8A?>;L7C5B A>2@5<5==K9 AB0=40@B LPDDR4 =0 4 
�1 "�'. "1Jё< >?5@0B82=>9 ?0<OB8 <>65B 20@L8@>20BLAO 2 7028A8<>AB8 >B <>45;8 ?;0BK.  
 %;54CNI8< >B;8G85< O2;O5BAO =0;8G85 ##�' 8 ?>4:;NG5=85 NVMe =0?@O<CN : ?;0B5 
Rock Pi, 2 B> 2@5<O :0: ?;0BK Raspberry Pi 8 Repka Pi >BACBAB2C5B ##�' 8 4;O ?>4:;NG5=8O 
NVMe 8A?>;L7C5BAO 4>?>;=8B5;L=K5 0:A5AAC0@K.  
 �0;55, A;54C5B A@02=8BL AB0=40@BK A2O78, 8A?>;L7C5<K5 40==K<8 ?;0B0<8. Raspberry Pi 

8A?>;L7C5B AB0@K9 AB0=40@B Bluetooth, => A ?>445@6:>9 BLE (Bluetooth Low Energy). � B> 2@5<O 
:0: Repka Pi 8 Rock Pi AB0=40@B 5-3> ?>:>;5=8O. Wi-Fi 2A5 B@8 ?;0BK 8A?>;L7CNB 5-3> ?>:>;5=8O. 
#@>2>4=>5 A>548=5=85 G5@57 RJ-45 ?5@540ёBAO A> A:>@>ABLN 300, 100 8 1000  18B/A 
A>>B25BAB25==> 4;O Raspberry Pi, Repka Pi 8 Rock Pi.  

�;O M;5:B@>?8B0=8O 2A5E B@ёE ?;0B 4>AB0B>G=> 5 � 8 2-2,5 �, => 2 A;CG05 Rock Pi, 

8A?>;L7C5BAO 2 :0G5AB25 @07Jё<0 Type C.  

 &0:8< >1@07>< >B<5B8<, GB> E0@0:B5@8AB8:8 @0AA<>B@5==KE ?;0B <8:@>:>=B@>;;5@>2 8 
<8:@>:><?LNB5@>2 >B=>A8B5;L=> ?>E>68 4@C3 =0 4@C30. %B>8<>ABL @0AA<>B@5==KE 
?@>872>48B5;59 <>65B 20@L8@>20BLAO >B A8BC0F88 =0 @K=:5. � A2O78 A C:07>< #@57845=B0 $( «" 
<5@0E ?> >15A?5G5=8N B5E=>;>38G5A:>9 =57028A8<>AB8 8 157>?0A=>AB8 :@8B8G5A:>9 
8=D>@<0F8>==>9 8=D@0AB@C:BC@K $(», =0 A53>4=OH=89 45=L <>6=> ?@8>1@5AB8 @>AA89A:85 
0=0;>38, :>B>@K5 =5 CABC?0NB 70@C156=K< 0=0;>30< ?> E0@0:B5@8AB8:0<, 8 ?@8 MB>< ?>;CG8BL 
?>E>689 DC=:F8>=0;, 0 2 =5:>B>@KE A;CG0OE 8 3>@074> 1>;LH5.  
 

%#�%"� ��&�$�&'$Ы: 
1.  0:0@>2 %.�. ARDUINO UNO � RASPBERRY PI 3: >B AE5<>B5E=8:8 : 8=B5@=5BC 25I59 // 
� � #@5AA, 2019, A. 25-37. 

2. Iskra UNO 8 Iskra JS: 8=AB@C:F8O, ?@8<5@K 8A?>;L7>20=8O 8 4>:C<5=B0F8O [-;5:B@>==K9 
@5AC@A] $568< 4>ABC?0 URL: http://wiki.amperka.ru/products:iskra-uno �0B0 >1@0I5=8O: 
09.04.2023 

3. Repka Pi 3: @C:>2>4AB2> [-;5:B@>==K9 @5AC@A] $568< 4>ABC?0 URL: https://rbs-

computers.ru/repkapi3 �0B0 >1@0I5=8O: 10.04.2023 
4. Rock Pi: >D8F80;L=K9 A09B [-;5:B@>==K9 @5AC@A] $568< 4>ABC?0 URL: 

https://rockpi.eu/Rockpi4/hardware �0B0 >1@0I5=8O 10.04.2023 
 

 

http://wiki.amperka.ru/products:iskra-uno
https://rbs-computers.ru/repkapi3
https://rbs-computers.ru/repkapi3
https://rockpi.eu/Rockpi4/hardware
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�.�. �G@4K96, �.�. �?48A96, ".�.  <I4=?9A>B 
!0CG=K9 @C:>2>48B5;L: 48@5:B>@ CG51=>-=0CG=>3> F5=B@0 «�=D>@<0F8>==0O 157>?0A=>ABL», 

4>:B>@ B5E=8G5A:8E =0C:, ?@>D5AA>@ #>@H=52 %.�. 
 

��&" �&���*�3 #$"*�%%� �'��&� �!("$ �*�"!!"� 
���"#�%!"%&� �!&�$!�& -  �����!� 

 

'@0;LA:89 D545@0;L=K9 C=825@A8B5B, �=AB8BCB @048>M;5:B@>=8:8 8 8=D>@<0F8>==KE 
B5E=>;>389-$&( 2 3. �:0B5@8=1C@35, $>AA8O 

 

�;NG52K5 A;>20: �=B5@=5B, A8AB5<0 70I8BK 8=D>@<0F88, 8=D>@<0F8>==0O 157>?0A=>ABL, 
0C48B0 157>?0A=>AB8. 

 
�2B><0B870F8O ?@>F5AA0 0C48B0 8=D>@<0F8>==>9 157>?0A=>AB8 8=B5@=5B-<03078=0 <>65B 

1KBL 4>AB83=CB0 A ?><>ILN A?5F80;878@>20==>3> ?@>3@0<<=>3> >15A?5G5=8O, :>B>@>5 
?>72>;O5B 02B><0B8G5A:8 A:0=8@>20BL 251-A09B =0 =0;8G85 CO728<>AB59 8 4@C38E ?@>1;5<, 
A2O70==KE A 157>?0A=>ABLN. �@><5 B>3>, 02B><0B8G5A:85 8=AB@C<5=BK <>3CB ?@>2>48BL 0=0;87 
6C@=0;>2 4>ABC?0 8 A8AB5<=KE 6C@=0;>2 4;O >1=0@C65=8O =5>1KG=>9 0:B82=>AB8, :>B>@0O 
<>65B C:07K20BL =0 =0;8G85 27;><0 8;8 4@C38E =0@CH5=89 157>?0A=>AB8. 

 

D.L Kumachev, V.V. Gladnev, O.L. Mikhailenko  

Scientific supervisor: Director of the educational and Scientific center "Information Security", 

Doctor of Technical Sciences, Professor Porshnev S.V. 

 
AUTOMATION OF THE ONLINE STORE INFORMATION SECURITY AUDIT 

PROCESS 

 
Ural Federal University, Institute of Radio Electronics and Information Technologies-RTF in 

Yekaterinburg, Russia 

Keywords: Internet, information security system, information security, security audit. 

 
Automation of the online store information security audit process can be achieved with the help 

of specialized software that allows you to automatically scan a website for vulnerabilities and other 

security-related problems. In addition, automated tools can analyze access logs and system logs to detect 

unusual activity that may indicate the presence of hacking or other security breaches. 

 
�=B5@=5B B>@3>2;O A53>4=O 3 ?>?C;O@=K9 A?>A>1 A>25@H5=8O ?>:C?>:, :>B>@><C >B405B 

?@54?>GB5=85 <=>65AB2> ?>:C?0B5;59. �<5AB5 A 0:B82=K< @>AB>< 8 @0728B85< B0:8E ?;>I04>:, 
@0AB5B 8=B5@5A : 8=B5@=5B-<03078=0< A> AB>@>=K :815@?@5ABC?=8:>2. �=B5@=5B-<03078=K 
?@82;5:0B5;L=0O <8H5=L 4;O :@068 8=D>@<0F88 8 ?>;CG5=8O =570:>==>9 ?@81K;8 >B 
2K?>;=5=8O 70:07>2 =54>1@>A>25AB=KE :>=:C@5=B>2 @5AC@A0. -B> <>3CB 1KBL DDOS-0B0:8, 
27;><, 70@065=85 28@CA=K< #".[3] � @0<:0E =0AB>OI53> 8AA;54>20=8O AB028BAO F5;L 3 A>740=85 
8 ?>;CG5=85 ?@0:B8G5A:>3> >?KB0 M:A?;C0B0F88 A:0=5@0 CO728<>AB59, 2K?>;=5==>3> =0 1075 
>1I54>ABC?=KE A5@28A>2 =0 ?@8<5@5 <0;>3> ?@54?@8OB8O, B0:>3>, :0: 8=B5@=5B-<03078=.  

%@548 C3@>7 157>?0A=>AB8 8=D>@<0F88 B0:>3> ?@54?@8OB8O, :0: 8=B5@=5B-<03078= <>6=> 
2K45;8Bm =5A:>;L:> =081>;55 0:BC0;L=KE. #5@2>9 87 =8E <>6=> AG8B0BL CB5G:C 40==KE 
?>;L7>20B5;59. %>25@H0O ?>:C?:8 2 8=B5@=5B-<03078=0E, ?>;L7>20B5;8 ?5@540NB 1>;LH>9 >1J5< 
?5@A>=0;L=KE 8 D8=0=A>2KE 40==KE, E8I5=85 :>B>@KE ?@54AB02;O5B 8=B5@5A 4;O 
7;>C<KH;5==8:>2. �;O 702;045=8O B0:8<8 40==K<8 8A?>;L7C5BAO 70@065=85 28@CA=K< :>4>< 
8=B5@=5B-<03078=0 8;8 ?5@5=0?@02;5=85 =0 ?>445;L=K5 D8H8=3>2K5 A09BK. �B>@>9 ?> 
:>;8G5AB2C @50;870F88 C3@>7>9 O2;O5BAO 70@065=85 ?@>3@0<<=>3> :>40. �=54@5=85 
2@54>=>A=>3> :>40 2 ?@>3@0<<=CN ?;0BD>@<C 8=B5@=5B-<03078=0 >B@8F0B5;L=> 2;8O5B =0 53> 
@01>B>A?>A>1=>ABL 8 @59B8=3 2 ?>8A:>2KE A8AB5<0E. � @57C;LB0B5 70@065=8O 70<54;O5BAO @01>B0, 
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?>O2;ONBAO >H81:8, ?CABK5 >:=0, ?>AB>@>==89 B5:AB 8 @5:;0<0. #>8A:>2K5 A8AB5<K 
A0<>AB>OB5;L=> >1=0@C6820NB C3@>7K 2=CB@8 A09B0, ?>A;5 G53> >B=>AOB 53> : ?>B5=F80;L=> 
>?0A=K<, 2=>AOB 2 A2>9 «G5@=K5 A?8A:8» 8 =5 >B>1@060NB ?@8 70?@>A0E ?>;L7>20B5;59. !5 <5=55 
?>?C;O@=K<8 O2;ONBAO 0B0:8, =0?@02;5==K5 =0 2>7=8:=>25=85 >B:070 2 >1A;C6820=88 8;8 
DDOS 0B0:8 (Distributed Denial of Service), =0?@02;5==>9 =0 >B:07 2 >1A;C6820=88. #@8 DDOS 
0B0:5 8=B5@=5B-<03078=C =0?@02;O5BAO 1>;LH>9 ?>B>: ;>6=KE 70?@>A>2 87 @07=KE B>G5:. $5AC@A 
=5 <>65B A?@028BLAO A B0:8< ;028=>>1@07=K< ?>B>:>< >1@0I5=89, 2 @57C;LB0B5 MB> ?@82>48B : 
>AB0=>2:5 53> @01>BK 8 :0: A;54AB285 ?@>AB>O< 2 187=5A5. &0:65 0:BC0;L=>9 O2;O5BAO 0B0:0, 
=0?@02;5==0O =0 2>@>2AB2> B@0D8:0. � @57C;LB0B5 2=54@5=8O 2 ?@>3@0<<=K9 :>4 AB>@>==8E 
2:;NG5=89 8 AAK;>:, 7;>C<KH;5==8:8 >ACI5AB2;ONB @548@5:B (?5@5=0?@02;5=85) 
?>;L7>20B5;59, 70E>4OI8E 2 8=B5@=5B-<03078=, =0 AB>@>==85, :>=:C@5=B=K5 8;8 ?>445;L=K5 
D8H8=3>2K5 A09BK.[4] 

#@>2545=85 0C48B0 8=D>@<0F8>==>9 157>?0A=>AB8 ?>72>;O5B >F5=8BL B5:CI55 A>AB>O=85 
A8AB5<K 70I8BK 8=D>@<0F88, 0 B0:65 ?@8=OBL =5>1E>48<K5 <5@K, =0?@02;5==K5 =0 55 @0728B85 
8 4>AB865=85 :@8B5@852, =0 A>>B25BAB285 :>B>@K< ?@>2>48;AO 0C48B, >4=0:> 2;045;5F 8=B5@=5B-
<03078=0 G0I5 2A53> O2;O5BAO =0G8=0NI8< 187=5A<5=>< 8 40==K9 ?@>F5AA 4;O =53> O2;O5BAO 
A;>6=K<. !> 2 @50;L=>AB8 MB> =5 B0:.  

!0 40==>< MB0?5 8AA;54>20=8O =5>1E>48<> ?@825AB8 @0AA<>B@5=85 CO728<>AB59 
:>@?>@0B82=>9 A5B8, :0: B5;5:><<C=8:0F8>==>9 B@0=A?>@B=>9 A@54K, >1A;C6820NI59 A0< 
A5@25@ 8=B5@=5B-<03078=0. !0G0BL AB>8B A B>3>, GB> =5>1E>48<> :;0AA8D8F8@>20BL =0@CH8B5;59. 
-B> <>3CB 1KBL :0: =0@CH8B5;8, 459AB2CNI85 2 ?@545;0E A5B8 (;538B8<=K5 ?>;L7>20B5;8, 
A>B@C4=8:8 ?@54?@8OB8O, 2 GL5< C?@02;5=88 =0E>48BAO A5BL) 8 8=A0945@K (2=5H=85 
?>;L7>20B5;8, AC<52H85 >1>9B8 <5E0=87<K 70I8BK).  

� A;CG05 =5A0=:F8>=8@>20==KE 459AB289 A>B@C4=8:0, 8<5NI53> 4>ABC? 5ё @5AC@A0< A5B8, 
=5>1E>48<> 3@0<>B=> 2KAB@0820BL ?>;8B8:C 0C48B0 8=D>@<0F8>==>9 157>?0A=>AB8, 0 B0:65 
?>;8B8:C @073@0=8G5=89 ?@02 4>ABC?0. !0?@8<5@, A>B@C4=8:, CAB0=>282H89 =>A8B5;L 
=5;530;L=> 8 ?>?KB02H89AO ?>;CG8BL 40==K5 A ?5@A>=0;L=>3> :><?LNB5@0 3 @50;L=0O C3@>70. � 
@0<:0E :>@?>@0B82=>9 A5B8 =5>1E>48<> ?@>4C<0BL <5E0=87< 70I8BK >B ?>4>1=KE A8BC0F89. 
&0:65 =570459AB2>20==K5 ?>@BK :><<CB0B>@>2 =5>1E>48<> 2K:;NG0BL 0??0@0B=>, 0 2E>4 2 
>?5@0F8>==CN A8AB5<C :><<CB0B>@>2 8 <0@H@CB870B>@>2 (:0: :>=A>;L=K9, B0: 8 B5@<8=0;L=K9) 
=5>1E>48<> >ACI5AB2;OBL B>;L:> ?@8 =0;8G88 ?0@>;O, 8725AB=>3> 04<8=8AB@0B>@C A5B8, :>B>@K9 
?5@8>48G5A:8 <5=O5BAO.  

!5>1E>48<> ?>=8<0BL, GB> ?>;L7>20B5;8, 459AB2CNI85 A F5;LN ?>E8I5=8O 40==KE, 
<>3CB @01>B0BL C40;5==>. &0:65 C40;5==> <>3CB >ACI5AB2;OBL 45OB5;L=>ABL 8 8=A0945@K. 
"A=>2=>9 0B0:>9 8=A0945@0 <>65B AB0BL ?>;L7>20B5;LA:89 B5@<8=0; 8;8 A5@25@. #@8 ?>;CG5=88 
4>ABC?0 : MB8< @5AC@A0< 8=A0945@ <>65B @01>B0BL A 8=D>@<0F859 8;8 <5=OBL :>=D83C@0F8N 
A5B8 B0:, :0: 5<C MB> =5>1E>48<>. !0 $8AC=:5 1 ?@82545=0 AE5<0 0B0: =0@CH8B5;59 87 2=5H=59 
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The article describes a system for organizing single-channel multi-component communication 

with random access of subscribers to the message transmission channel. A distinctive feature of this 

asynchronous type communication system is the ability to control the priority of message transmission 

in accordance with the accepted list, both at the preparation stage and during their transmission. At the 

same time, the device of single-channel multi-component communication allows you to obtain values of 

the utilization factor of the communication channel close to one. 
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The article presents the fundamental principles of designing customer relationship systems. 

Various technologies were presented to build the functionality of the system for certain sectors of the 

market, both domestic and foreign. The basic sequence of the design process is given, for the subsequent 

correct preparation for implementation in the company. A review of works and literature containing a 

description of the process of designing and developing CRM systems was carried out. 
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S.M. Plekhanov, I.V. Korobitsyn 

 

IoT-BASED DYNAMIC FIRE EVACUATION SYSTEM 

 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian State University 

of Telecommunications and Informatics in Yekaterinburg (UrTISI SibGUTI), Russia 
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The article provides a brief analysis of the algorithm for identifying evacuation routes and 

rebuilding the route in case of fire detection on the evacuation route. 
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@5H5=8O > =0?@02;5=88 : 2KE>4C. &0:65 =5>1E>48<> >B<5B8BL 2KE>4K >A>1K< B8?>< 
:>=B@>;L=KE B>G5:, B0: :0: >=8 1C4CB 83@0BL :;NG52CN @>;L 2 @01>B5 0;3>@8B<0 =0E>645=8O 
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C:070B5;8, :>B>@K5 1C4CB ?>:07K20BL =0?@02;5=85 42865=8O : =081>;55 157>?0A=><C 2KE>4C, 2 
B> 65 2@5<O, CG8BK20O 8 4;8=C <0@H@CB0 4> MB>3> 2KE>40. 
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:>>@48=0F88, :>B>@K9 1C45B ?@54AB02;OBL A>1>9 A5@25@ 4;O >1@01>B:8 8=D>@<0F88, 
?>ABC?0NI59 A 40BG8:>2 2>73>@0=8O, ?@8=OB85 @5H5=8O =0 >A=>25 40==>9 8=D>@<0F88 8 
?>A;54CNI59 >B?@02:8 =0 :>=B@>;L=K5 B>G:8. 
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Raspberry PI 8;8 53> 0=0;>38. 
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?;0=8@C5BAO >15A?5G8BL :>=B@>;L=K5 B>G:8 15A?@>2>4=K< A>548=5=85<, B0: :0:, =C6=> 
>15A?5G8BL <0:A8<0;L=CN 682CG5ABL A8AB5<K ?@8 2>73>@0=88, 0 ?@>2>4=K5 A>548=5=8O <>3CB 
1KBL ;53:> =0@CH5=K ?>4 2>7459AB285< M:AB@5<0;L=> 2KA>:8E B5<?5@0BC@. &0:65 AB>8B 
>B<5B8BL, GB> =5 25745 5ABL 2>7<>6=>ABL ?>425AB8 ?8B0=85 : :>=B@>;L=K< B>G:0< ?> ?@>2>4C, 
?>MB><C ?@54?>GB5=85 >B405BAO 0::C<C;OB>@0<.  

!> =081>;55 ;CGH8< @5H5=85< 1C45B :><18=8@>20==0O A8AB5<0 ?8B0=8O, 2 :>B>@>9, 
0::C<C;OB>@ 1C45B ?@8ACBAB2>20BL :0: 70?0A=>9 20@80=B, =0 A;CG09 2KE>40 87 AB@>O >A=>2=>9 
;8=88.   
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The article presents and conducts computer modeling of queuing systems based on a bank office 

model, containing a description of the research results, as well as their comparative analysis.  The 

parameters of the queuing system were investigated. The planning is carried out on the basis of 

AnyLogic software. 
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@0728205BAO, 8 B>, GB> @0=LH5 45;0;>AL 2@CG=CN, 2 =0AB>OI55 2@5<O <0:A8<0;L=> 
02B><0B878@>20=> 8 2>7<>6=> ?@8 ?><>I8 ?@>3@0<<=>3> >15A?5G5=8O 8 ?5@A>=0;L=>3> 
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?@54>AB028BL, ?@54C3040BL 8 70?;0=8@>20BL ?>2545=85 B>9 8;8 8=>9 A8AB5<K 8=D>@<0F8>==>-

:><<C=8:0F8>==KE B5E=>;>389 [1]. 
%8AB5<0 <0AA>2>3> >1A;C6820=8O (% ") 4 A8AB5<0, ?@54=07=0G5==0O 4;O <=>3>:@0B=> 

?>2B>@ONI53>AO (<=>3>@07>2>3>) 8A?>;L7>20=8O ?@8 @5H5=88 >4=>B8?=KE 7040G [1].  
#>4 ��& A8AB5<>9 ?>4@07C<520NBAO B5E=>;>388, ?@54=07=0G5==K5 4;O A>2<5AB=>9 

@50;870F88 8=D>@<0F8>==KE 8 :><<C=8:0F8>==KE ?@>F5AA>2. 
� :0G5AB25 ?@8<5@0 1K;> @0AA<>B@5=> <>45;8@>20=85 10=:>2A:>9 A5B8 2 ?@>3@0<<=>< 

>15A?5G5=88 Anylogic. 

AnyLogic 4 254CI89 8=AB@C<5=B 8<8B0F8>==>3> <>45;8@>20=8O 4;O 187=5A0. 
�A?>;L7C5BAO ?> 2A5<C <8@C 2 ;>38AB8:5, ?@>872>4AB25, =5DB5307>2>9 >B@0A;8, 8 4@C38E >B@0A;OE. 
 >45;8@>20=85 4;O >1>A=>20==KE @5H5=89. AnyLogic 4 ;848@CNI89 8=AB@C<5=B 
8<8B0F8>==>3> <>45;8@>20=8O 4;O 187=5A0. "= ?><>305B 0=0;8B8:0<, 8=65=5@0< 8 
@C:>2>48B5;O< 87 @07=KE >B@0A;59 ?>;CG0BL 45B0;L=>5 ?@54AB02;5=85 > 187=5A-A8AB5<0E 8 
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10=:><0B0 ?>4G8=O5BAO B@5C3>;L=><C 70:>=C @0A?@545;5=8O A ?0@0<5B@0<8 xmin=0.6,  xmax=1.5 
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>1A;C6820=8O (% "), A>7405BAO ?@>AB59H0O <>45;L, 2 :>B>@>9 @0AA<0B@8205BAO <0AA>2>5 
>1A;C6820=85 :;85=B>2 10=:><0B><. #>A;5 A>740=8O <>45;8 2 =59 C65 =0E>48BAO >48= 035=B 3 
Main, 8 >48= M:A?5@8<5=B 3 Simulation. �35=BK O2;ONBAO 3;02=K<8 AB@>8B5;L=K<8 1;>:0<8 
<>45;8 2 A@545 AnyLogic. � 40==>< A;CG05, 035=B Main A;C68B <5AB><, 345 70405BAO 2AO ;>38:0 
<>45;8: 745AL @0A?>;>68BAO G5@B56 10=:>2A:>3> >B45;5=8O 8 7040ABAO 4803@0<<0 ?@>F5AA0 
?>B>:0 :;85=B>2. 
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)0@0:B5@8AB8:0 8A?>;L7C5<KE M;5<5=B>2 ?@54AB02;5=0 =865: 
"1J5:B «�E>4» 35=5@8@C5B 70O2:8 >?@545;5==>3> B8?0. � AB0BL5 2 :0G5AB25 70O2>: 1C4CB 

?>A5B8B5;8 10=:0, 0 >1J5:B 2E>4 1C45B <>45;8@>20BL 8E ?@8E>4 2 10=:>2A:>5 >B45;5=85.   
"1J5:B «"G5@54L» <>45;8@C5B >G5@54L 70O2>:, >6840NI8E ?@85<0, A;54>20B5;L=> 

<>45;8@>20BLAO >G5@54L :;85=B>2, 64CI8E >A2>1>645=8O 10=:><0B0. #>ABC?0NI85 035=BK 
?><5I0NBAO 2 >G5@54L 2 >?@545;5==>< ?>@O4:5: ;81> A>3;0A=> ?@028;C FIFO, LIFO, ;81> 
A>3;0A=> ?@8>@8B5B0<. "G5@54L A ?@8>@8B5B0<8 2A5340 ?@8<5B =>2>3> 2E>4OI53> 035=B0, 
2KG8A;8B 53> ?@8>@8B5B 8 ?><5AB8B 53> 2 >G5@54L 2 ?>78F8N, A>>B25BAB2CNICN 53> ?@8>@8B5BC. 
�A;8 >G5@54L 1C45B 70?>;=5=0, B> ?@8E>4 =>2>3> 035=B0 2K=C48B ?>A;54=53> E@0=OI53>AO 2 
>G5@548 035=B0 ?>:8=CBL >1J5:B G5@57 ?>@B outPreempted (25@E=89 ;52K9). � @568<5 B09<0CB0 
035=B ?>:8=5B >G5@54L G5@57 ?>@B outTimeout (25@E=89 ?@02K9), 5A;8 ?@>2545B 2 >G5@548 
7040==>5 :>;8G5AB2> 2@5<5=8. 

"1J5:B «�0=:><0B» 7045@68205B 70O2:8 =0 7040==K9 ?5@8>4 2@5<5=8, ?@54AB02;OO 2 =0H59 
<>45;8 10=:><0B, C :>B>@>3> ?>A5B8B5;L 10=:>2A:>3> >B45;5=8O B@0B8B A2>5 2@5<O =0 ?@>2545=85 
=5>1E>48<KE 5<C >?5@0F89.   

"1J5:B «�KE>4» ;8:2848@C5B ?>ABC?82H85 70O2:8. "1KG=> >= 8A?>;L7C5BAO 2 :0G5AB25 
:>=5G=>9 B>G:8 ?>B>:0 70O2>: (8 4803@0<<K ?@>F5AA0 A>>B25BAB25==>). 

+B>1K 87<5=8BL A2>9AB20 >?@545;5==>3> M;5<5=B0, =5>1E>48<> 2K45;8BL 53> 2 
3@0D8G5A:>< @540:B>@5 8;8 2 ?0=5;8 #@>5:BK. %2>9AB20 M;5<5=B0 >B@07OBAO =0 ?0=5;8 A2>9AB20 
A?@020 >B 3@0D8G5A:>3> @540:B>@0. 

!0AB@>9:0 8=B5=A82=>AB8 ?@81KB8O ;N459 : 10=:><0BC. � ?@8<5@C, 8725AB=>, GB> 70 10 
<8=CB : 10=:><0BC 2 A@54=5< ?>4E>48B 8 G5;>25:.  

�;O MB>3> 2K45;O5BAO 1;>: «�E>4», 8 2 ?>;5 «�=B5=A82=>ABL» ?@81KB8O C:07K205BAO G8A;> 
0.8 G5;>25: 2 <8=CBC.  

&0:65 2K45;O5BAO, GB> 2<5AB8B5;L=>ABL 70;0 >6840=8O C 10=:><0B0 >3@0=8G5=0 20 <5AB0<8. 
�7<5=8< A2>9AB2> 2<5AB8<>ABL 1;>:0 2E>4, 70402 5<C 7=0G5=85 20.  

!0AB@>9:0 2@5<5=8 >1A;C6820=8O 70O2:8 (;N459) 10=:><0B><. #@8=OB>, GB> <8=8<0;L=>5 
2@5<O =0E>645=8O C 10=:><0B0 @02=> 0.6, =081>;55 25@>OB=>5 3 1.5, 0 <0:A8<0;L=>5 3 3.8 <8=CBK. 
�;O <>45;8@>20=8O A;CG09=KE ?@>F5AA>2 8A?>;L7CNBAO 25@>OB=>AB=K5 @0A?@545;5=8O. 
AnyLogic ?>445@68205B 1>;LH>5 :>;8G5AB2> @07=KE 25@>OB=>AB=KE @0A?@545;5=89. +B>1K 
?>;CG8BL A;CG09=>5 7=0G5=85, A35=5@8@>20==>5 A>3;0A=> 70:>=C 25@>OB=>AB=>3> @0A?@545;5=8O, 
=C6=> 2K720BL A>>B25BAB2CNI89 <5B>4. � 40==>< A;CG05 2>A?>;L7C5<AO B@5C3>;L=K< 70:>=>< 
@0A?@545;5=8O (%8<?A>=0). � ?>;5 2@5<O 7045@6:8 1;>:0 10=:><0B 704048< A;54CNI89 <5B>4: 
triangular (0.6, 1.5, 3.8). 
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!0 40==>< MB0?5 ?@8 2K?>;=5=88 M:A?5@8<5=B0 <>65B 2>7=8:=CBL >H81:0. "=0 A2O70=0 A 
B5<, GB> >G5@54L ?5@5?>;=O5BAO 8 2=>2L ?>ABC?0NI0O 70O2:0 =5 <>65B BC40 2>9B8 (B0: :0: 
=0AB@>5=0 2<5AB8<>ABL >G5@548 3 20). �;O @5H5=8O 40==>9 ?@>1;5<K A>7404=8< <>45;L 
42CE:0=0;L=>9 % ", B0: 65 A>74048< 2KE>4 157 >1A;C6820=8O, 5A;8 >6840=85 :;85=B0 
A>AB02;O5B 1>;55 10 <8=CB. �>102;O5BAO 2 <>45;L 10=:>2A:>3> >B45;5=8O 70; >1A;C6820=8O, 2 
:>B>@>< ?>A5B8B5;59 1C4CB >1A;C6820BL >?5@0B>@K. � 10=:>2A:89 >D8A ?@8E>4OB :;85=BK. 
�;85=B <>65B A=OBL 45=L38 2 10=:><0B5, ;81> ?>;CG8BL :>=AC;LB0F8N C @01>B=8:>2 10=:0. 
#5@2K9 :0=0; 3 >G5@54L :;85=B>2 : 10=:><0BC, 0 2B>@>9 :0=0; 3 >G5@54L : :>=AC;LB0=B0<.  

�;O <>45;8@>20=8O 40==>3> ?@>F5AA0 <>6=> B0:65 8A?>;L7>20BL M;5<5=B �0=:><0B. !> 
A;>6=>ABL 70:;NG05BAO 2 B><, GB> 2 MB>9 G0AB8 <>45;8 ?>O2;ONBAO @5AC@AK. �>340 ?@>F5AA 
>1A;C6820=8O >ACI5AB2;O5BAO =5:8< 02B><0B8G5A:8< CAB@>9AB2><, B> ;>38G=55 8A?>;L7>20BL 
C75; >1A;C6820=8O (�0=:><0B). !> ?@8 =5>1E>48<>AB8 ?@82;5GL : >1A;C6820=8N 
4>?>;=8B5;L=K5 @5AC@AK (A>B@C4=8:8, 8=AB@C<5=BK, >3@0=8G5==K5 ?><5I5=85 8 B.4.) 
=5>1E>48<> 8A?>;L7>20BL B0: =07K205<K9 10AA59= @5AC@A>2 (Resource pool) 2 A>2>:C?=>AB8 A 
A5@28A=K< C7;>< (Service).  

"1J5:B Service 70E20BK205B 4;O 035=B0 7040==>5 :>;8G5AB2> @5AC@A>2, 7045@68205B 8E, 0 
70B5< >A2>1>6405B 70E20G5==K5 8< @5AC@AK. -:2820;5=B5= ?>A;54>20B5;L=>AB8 >1J5:B>2 Seize, 
Delay, Release 8 4>;65= 8A?>;L7>20BLAO 2 B5E A;CG0OE, :>340 2A5, GB> B@51C5BAO 3 MB> 7045@60BL 
70E20G5==K5 @5AC@AK =0 7040==>5 2@5<O, 0 70B5< 8E >B?CAB8BL.  

"1J5:B SelectOutput =0?@02;O5B 2E>4OI8E 035=B>2 2 >48= 87 42CE 2KE>4=KE ?>@B>2 2 
7028A8<>AB8 >B 2K?>;=5=8O 7040==>3> (45B5@<8=8AB8G5A:>3> 8;8 7040==>3> A ?><>ILN 
25@>OB=>AB59) CA;>28O. 'A;>285 <>65B 7028A5BL :0: >B 035=B0, B0: 8 >B :0:8E-B> 2=5H=8E 
D0:B>@>2. #>ABC?82H89 035=B ?>:8405B >1J5:B SelectOutput 2 B>B 65 <><5=B 2@5<5=8. 

"1J5:B ResourcePool 70405B =01>@ @5AC@A>2, :>B>@K5 <>3CB 70E20BK20BLAO 8 >A2>1>640BLAO 
035=B0<8 A ?><>ILN >1J5:B>2 Seize, Release, Assembler 8 Service. $5AC@AK <>3CB 1KBL B@5E B8?>2: 
4286CI89AO, AB0B8G5A:89 8 ?5@5=>A=>9. %B0B8G5A:85 @5AC@AK ?@82O70=K : >?@545;5==><C 
<5AB>?>;>65=8N (=0?@8<5@, C7;C) 2=CB@8 A5B8 8 =5 <>3CB 1KBL ?5@5<5I0BLAO 8;8 1KBL 
?5@5<5I5=K. #@8<5@>< AB0B8G5A:>3> @5AC@A0 <>65B 1KBL CG51=K9 :018=5B 8;8 AC?5@:><?LNB5@ 
2> 25AL 70;. �286CI85AO @5AC@AK <>3CB ?5@5<5I0BLAO A0<8 ?> A515, >=8 <>3CB ?@54AB02;OBL 
?5@A>=0;, B@0=A?>@B, 8 B.4. #5@5=>A=K5 @5AC@AK <>3CB 1KBL ?5@5<5I5=K 035=B0<8 8;8 
4286CI8<8AO @5AC@A0<8, =0?@8<5@ D;5H:0 8;8 <8:@>A:>?. �N1>9 @5AC@A <>65B 1KBL ;81> 
A2>1>45=, ;81> 70=OB. "1J5:B A>18@05B AB0B8AB8:C 70=OB>AB8 @5AC@A>2. 
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2 A8AB5<5. AnyLogic ?@54>AB02;O5B ?>;L7>20B5;N C4>1=K5 A@54AB20 4;O A1>@0 AB0B8AB8:8 ?> 
@01>B5 1;>:>2 4803@0<<K ?@>F5AA0. !0H0 7040G0 A>740BL 425 AB>;18:>2K5 4803@0<<K. �0==0O 
4803@0<<0 1C45B >B>1@060BL A@54=55 2@5<O 8A?>;L7>20=8O 10=:><0B0. �03>;>2>: 3 A@54=55 2@5<O 
8A?>;L7>20=8O 10=:><0B0. 

' :064>3> >1J5:B0 10=:><0B 5ABL 2AB@>5==K9 =01>@ 40==KE statsUtilization, 70=8<0NI89AO 
A1>@>< AB0B8AB8:8 8A?>;L7>20=8O MB>3> >1J5:B0. (C=:F8O mean() 2>72@0I05B A@54=55 87 2A5E 
87<5@5==KE MB8< =01>@>< 40==KE 7=0G5=89.  >6=> 8A?>;L7>20BL 8 4@C385 <5B>4K A1>@0 
AB0B8AB8:8, B0:85, :0: min() 8;8 max(). 

�=0;>38G=K< >1@07>< 4>1028< 5I5 >4=C AB>;18:>2CN 4803@0<<C. �>1028< =0 2B>@CN 
4803@0<<C 40==K5, A 703>;>2:>< 3 A@54=55 2@5<O 2 >G5@548 : 10=:><0BC 8 7=0G5=85< 3 >G5@54L 
statsSize.mean(). 

 

 
 

$8A. 4 %B>;18:>2K5 4803@0<<K 

 

�;O A1>@0 ?>4@>1=>9 AB0B8AB8:8 B0: 65 B@51C5BAO 70?><8=0BL 2@5<O ?@81KB8O 2 10=: 8 
2@5<O =0G0;0 >6840=8O 2 >G5@548 : <5=5465@0<, B0: 65 2@5<O ?>O2;5=8O :;85=B0 2 A8AB5<5 8 
2@5<O =0G0;0 >6840=8O >1A;C6820=8O. �K1@0==>5 ?@>3@0<<=>5 >15A?5G5=85 1C45B 
@0AAG8BK20BL 2A5 ?0@0<5B@K, 0 B0:65 @07=8FC <564C ?0@0<5B@0<8 1;03>40@O A2>59 381:>9 
=0AB@>9:5 8 @01>B5.  
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$8A.5  >45;L 10=:>2A:>3> >D8A0 ?@8 2K?>;=5=88 7040G 8 ?@81;865==>9 : @50;8O< @01>BK 

 

�0==0O <>45;L 1K;0 2KAB@>5=0 ?> ?@54AB02;5==K< 2 AB0BL5 ?0@0<5B@0<, ?@>B5AB8@>20=0 8 
?@0:B8G5A:8 ?@81;865=0 : @50;L=>9 @01>B5 10=:0.   

&0:8< >1@07>< 8<8B0F8>==>5 <>45;8@>20=85 ?>72>;O5B >?B8<878@>20BL ;>38AB8G5A:85 
?@>F5AAK 8 @568<K @01>BK ?@54?@8OB89. 

 

%?8A>: ;8B5@0BC@K: 
1. �5@578= �.�. �<8B0F8>==>5 <>45;8@>20=85. 'G51=>5 ?>A>185, �:0B5@8=1C@3 2008. 3 94 A. 
2. "D8F80;L=K9 A09B «The AnyLogic Company» [-;5:B@>==K9 @5AC@A] 3 $568< 4>ABC?0: 

https://www.anylogic.ru/  
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�.�. %9D7996,  .�.  4?O=, �.�. %FB=K<A4 
 

!0CG=K9 @C:>2>48B5;L: 48@5:B>@ CG51=>-=0CG=>3> F5=B@0 «�=D>@<0F8>==0O 
157>?0A=>ABL», 4>:B>@ B5E=8G5A:8E =0C:, ?@>D5AA>@ #>@H=52 %.�. 

 

$��$��"&�� � #$� �!�!�� �"$#"$�&��!"� %�%&� / WEB-

(��0&$�*�� 

 

'@0;LA:89 D545@0;L=K9 C=825@A8B5B, �=AB8BCB @048>M;5:B@>=8:8 8 8=D>@<0F8>==KE 
B5E=>;>389-$&( 2 3. �:0B5@8=1C@35, $>AA8O 

 

�;NG52K5 A;>20: #5@A>=0;L=K5 40==K5, A5B52>9 B@0D8:, A8AB5<0 70I8BK 8=D>@<0F88, 
;>:0;L=0O A5BL, <56A5B52>5 M:@0=8@>20=85. 

 

�>@?>@0B82=0O A8AB5<0 web-D8;LB@0F88 - MB> ?@>3@0<<=>5 >15A?5G5=85, :>B>@>5 
8A?>;L7C5BAO :><?0=8O<8 4;O >3@0=8G5=8O 4>ABC?0 : >?@545;5==K< A09B0< 8 251-?@8;>65=8O< 
2=CB@8 >@30=870F88. -B> ?>72>;O5B C;CGH8BL 157>?0A=>ABL A5B8, ?@54>B2@0B8BL CB5G:8 
:>=D845=F80;L=>9 8=D>@<0F88 8 C25;8G8BL ?@>872>48B5;L=>ABL A>B@C4=8:>2. 

#@8<5=5=85 :>@?>@0B82=>9 A8AB5<K web-D8;LB@0F88 <>65B 8<5BL <=>65AB2> 
?@58<CI5AB2 4;O :><?0=88. "=0 <>65B ?><>GL C;CGH8BL 157>?0A=>ABL A5B8, ?@54>B2@0B8BL 
CB5G:8 :>=D845=F80;L=>9 8=D>@<0F88 8 A=878BL @8A: 70@065=8O 2@54>=>A=K< ?@>3@0<<=K< 
>15A?5G5=85<. �@><5 B>3>, >=0 <>65B C25;8G8BL ?@>872>48B5;L=>ABL A>B@C4=8:>2, 
?@54>B2@0I0O 4>ABC? : =5=C6=K< A09B0< 8 ?@8;>65=8O< 2> 2@5<O @01>G53> 2@5<5=8. 

 

A.A. Sergeev, M.V. Maly, E.V. Stoichina 
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DEVELOPMENT AND APPLICATION OF CORPORATE WEB FILTERING SYSTEM 

 

Ural Federal University, Institute of Radio Electronics and Information Technologies-RTF in 
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Keywords. Personal data, network traffic, information security system, local area network, 

firewall. 

 

A corporate web filtering system is software that is used by companies to restrict access to certain 

websites and web applications within an organization. This allows you to improve network security, 

prevent leaks of confidential information and increase employee productivity. 

The use of a corporate web filtering system can have many advantages for a company. It can help 

improve network security, prevent leaks of confidential information and reduce the risk of infection with 

malicious software. In addition, it can increase employee productivity by preventing access to 

unnecessary websites and applications during working hours. 

 

$01>B0 2 3;>10;L=>9 A5B8 «�=B5@=5B» 2 1>;LH8=AB25 A2>5< ?@54AB02;O5B 87 A51O 
?@>F54C@C, ?@8 :>B>@>9 ?>;L7>20B5;L A ?><>ILN :;85=B0 2K?>;=O5B 70?@>AK : A5@25@C, GB>1K 
?>;CG8BL 2 @57C;LB0B5 :0:85-B> 40==K5, =0?@8<5@, <C7K:0;L=K5 8 2845>D09;K, 0 B0:65 
>B?@028BL 8;8 ?>;CG8BL M;5:B@>==CN ?>GBC.  

!> ACI5AB2C5B 8 >1@0B=0O AB>@>=0, =5A<>B@O =0 1>;LH>5 :>;8G5AB2> ?>;>68B5;L=KE 
<><5=B>2, :>B>@K5 ?@8H;8 2 687=L >1I5AB20 A ?>O2;5=85< A5B8 �=B5@=5B.  

!> @>AB ?>?C;O@=>AB8 A5B8 «�=B5@=5B» 8 A5@28A>2 40==>9 A5B8 AB0=>28BAO >1J5:B>< 
2=8<0=8O ?@02>=0@CH8B5;59 8 ?@5ABC?=8:>2, :>B>@K5 AB0@0NBAO @50;87>20BL @07;8G=K5 C3@>7K 
4;O ?>;L7>20B5;LA:8E 40==KE, 0 B0:65 @568<>2 @01>BK ?>;L7>20B5;LA:>3> 8 A5B52>3> 



127 

 

>1>@C4>20=8O. %53>4=O G8A;> 0B0: 8 C3@>7, :>B>@K5 =0@CH8B5;8 @50;87CNB, >B;8G0NBAO 
<=>3>>1@0785< 8 87>18;85< 8=AB@C<5=B>2, ?@8 ?><>I8 :>B>@KE 2>7<>6=0 8E @50;870F8O.  

� @0<:0E =0AB>OI53> 8AA;54>20=8O 1C45B @07@01>B0=0 A8AB5<0 WEB-D8;LB@0F88 
?>;L7>20B5;59, 2KE>4OI8E 2 A5BL «�=B5@=5B» 87 ;>:0;L=>9 A5B8 ?@54?@8OB8O. 

!0 40==>< MB0?5 =5>1E>48<> ?>AB028BL 7040GC =0 B5:CICN @07@01>B:C.  
� @0<:0E @50;870F88 7040G8 @C:>2>4AB2>< :><?0=88 � ?>AB02;5=0 F5;L 3 A>740=85 A8AB5<K 

WEB-D8;LB@0F88 87 ;>:0;L=>9 A5B8 

%>740==0O A8AB5<0 WEB-D8;LB@0F88 4>;6=0 >B25G0BL CAB0=>2;5==K< B@51>20=8O<, 0 
8<5==>:  

�<5BL C4>1=K9 ?>;L7>20B5;LA:89 8=B5@D59A 4;O 04<8=8AB@0B>@0; 
�<5BL 2>7<>6=>ABL 2K?>;=OBL D8;LB@0F8N ?> IP-04@5AC; 
�<5BL 8AE>4=K9 >B:@KBK9 :>4 8 1KBL CAB0=>2;5==>9 =0 2KG8A;8B5;L=CN <0H8=C, 

2E>4OICN 2 A>AB02 >@30=870F88.  
�;O MB>3> @C:>2>4AB2>< ?@54?@8OB8O ?@54;>65=> ?>AB@>8BL B0:CN AE5<C, :>B>@0O 

?>:070=0 =0 $8AC=:5 1.1.  
 

� @5AC@A0< 
WWW

 0@H@CB870B>@

(8;LB@
�><<CB0B>@

 0H8=0 �

 0H8=0 �

 0H8=0 %

�>:0;L=0O A5BL  
 

$8AC=>: 1.1 - %B@C:BC@0 ;>:0;L=>9 A5B8 8 D8;LB@ 2 =59 

 

� @0<:0E MB>3> D8;LB@0, :>B>@K9 87>1@065= =0 $8AC=:5 1.1, 1C45B CAB0=02;820BLAO 
?@>3@0<<=K9 :><?;5:A WEB-D8;LB@0F88, @07@01>B0==K9 2 @0<:0E =0AB>OI53> 8AA;54>20=8O.  

(C=:F8>=0; 40==>3> ?@>3@0<<=>3> >15A?5G5=8O 8 B@51>20=8O : 2KG8A;8B5;L=>9 <0H8=5, 
=0 1075 :>B>@>9 1C45B ?@>8AE>48BL CAB0=>2:0 4>;6=K 1KBL A;54CNI8<8:  

˗ 2>-?5@2KE, ?@>3@0<<=>5 >15A?5G5=85 CAB0=02;8205BAO =0 2KG8A;8B5;L=CN <0H8=C, C 
:>B>@>9 1C45B 2 A5B52K5 :0@BK, A>548=5==K5 2 @568<5 «<>AB»; 

˗ 2>-2B>@KE, B@0D8:, :>B>@K9 845B ?> MB><C <>ABC, 1C45B «A;CH0BL» @07@01>B0==>5 
?@>3@0<<=>5 >15A?5G5=85 3 MB> >7=0G05B, GB> 25AL B@0D8: 1C45B ?@>E>48BL G5@57 40==>5 
?@>3@0<<=>5 >15A?5G5=85 8 2 G0AB8, :0A0NI59AO 0=0;878@>20BLAO 8<; 

˗ 2-B@5BL8E, : 40==><C B@0D8:C 1C4CB ?@8<5=5=K ?@028;0, :>B>@K5 1C4CB A>45@60BLAO 2 
>4=>9 87 B01;8F @07@01>B0==>3> ?@>3@0<<=>3> >15A?5G5=8O; 

˗ 2-G5B25@BKE, 70 AG5B MB>3> 1C45B ?@>8AE>48BL WEB-D8;LB@0F8O B@0D8:0, :>B>@0O 
8AE>48B >B 2A5E 8<5NI8EAO 2 A5B8 ?5@A>=0;L=KE >:>=5G=KE 01>=5=BA:8E CAB@>9AB2 3 
:><?LNB5@>2 8 04<8=8AB@0B>@ A5B8 1C45B @5H0BL, :0:><C ?>;L7>20B5;N, @01>B0NI5<C 70 
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:><?LNB5@>< 8 :0:85 ?@828;5388 ?> 4>ABC?C : @5AC@A0< A5B8 «�=B5@=5B» ?@54>AB028BL. IP-04@5A 
65 1C45B ?@8A2>5= <0H8=0< 2 65AB:>< AB0B8G5A:>< D>@<0B5, 2 @0<:0E =0AB>OI53> 8AA;54>20=8O 
40==>5 B@51>20=85 >?@545;5=> �0:07G8:>< 8AE>4O 87 B>3>, GB> A5BL O2;O5BAO <0;>9 8 MB> 
=08;CGH89 20@80=B, :>340 8A:;NG5=0 ?CB0=8F0 8 2A5 1C45B @01>B0BL E>BO 8 AB0B8G5A:8, => 157 
>H81>: 8 A1>52.  

!0 40==>< MB0?5 =5>1E>48<> >?8A0BL ?@>F54C@C D878G5A:>3> ?@>5:B8@>20=8O D8;LB@0. 
!5>1E>48<> ?><=8BL, GB> 4;O 70?CA:0 2>7<>6=> ?>B@51C5BAO ?5@5>?@545;8BL 7=0G5=85 
:>=AB0=BK HOSTS 2=CB@8 D09;0 myfw\fw\views.py. �@><5 B>3>, ?@8;>65=85 =5>1E>48<> 
70?CA:0BL ?>4 ?@020<8 04<8=8AB@0B>@0. 

!C6=> B0:65 ?><=8BL > B><, GB> =5>1E>48<> 45;0BL ?@>F54C@C ;>30CB0, B> 5ABL 2KE>40 87 
?@8;>65=8O ?> A>>B25BAB2CNI59 :=>?:5, 8=0G5 ?@845BAO 2@CG=CN ?@028BL D09; HOSTS, MB> 
>A>15==>AB8 >?5@0F8>==>9 A8AB5<K.  

"A=>2=0O 845O @07@010BK205<>3> ?@8;>65=8O «(09@2>;;» 70:;NG05BAO 2 A;54CNI5< 3 
?CB5< <>48D8:0F88 A8AB5<=>3> D09;0 hosts, :>B>@K9 @0A?>;0305BAO ?> A;54CNI5<C ?CB8: [?0?:0 
Windows]\System32\drivers\etc\hosts). �A;8 3>2>@8BL :>=:@5B=55, MB> 4>102;5=85 2 :>=5F D09;0 
AB@>: 2840 8127.0.0.1 8<O 4><5=09. �;03>40@O MB><C ?@>8AE>48B ?5@5=0?@02;5=85 ?>;L7>20B5;O 
=0 C:070==K9 IP 04@5A 127.0.0.1 ?@8 >1@0I5=88 ?> C:070==><C 8<5=8 E>AB0. 

#@8=F8? 459AB28O >?8A0= 2 703>;>2:5 D09;0 hosts >?5@0F8>==>9 A8AB5<K Windows, 

:>B>@K9 A>45@68B A;54CNICN 8=D>@<0F8N: «-B> ?@8<5@ D09;0 HOSTS, 8A?>;L7C5<>3> 
Microsoft TCP/IP 4;O Windows. -B>B D09; A>45@68B A>?>AB02;5=8O IP-04@5A>2 A 8<5=0<8 E>AB>2. 
�0640O 70?8AL 4>;6=0 1KBL A>E@0=5=0 =0 >B45;L=>9 AB@>:5. IP-04@5A 4>;65= ?><5I05BAO 2 
?5@2K9 AB>;15F, 70 :>B>@K< A;54C5B A>>B25BAB2CNI55 8<O E>AB0. IP-04@5A 8 8<O E>AB0 4>;6=K 
1KBL @0745;5=K E>BO 1K >4=8< ?@>15;><. !0?@8<5@:102.54.94.97 rhino.acme.com». 

&0: :0: 2 ?@>F5AA5 <>48D8F8@CNBAO D09;K, @0A?>;>65==K5 2 A8AB5<=KE ?0?:0E, B> 4;O 
70?CA:0 ?@8;>65=8O =5>1E>48<K ?@020 04<8=8AB@0B>@0. !0?@8<5@, <>6=> 70?CAB8BL ?@>3@0<<C 
G5@57 A8AB5<=CN :>=A>;L cmd.exe >B:@K2 5ё A ?@020<8 04<8=8AB@0B>@0.  

�0==0O 8;;NAB@0F8O ?@82545=0 =0 $8AC=:5 2.2.  
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$8AC=>: 2.2 3 �0?CA: 2 @568<5 04<8=8AB@0B>@0 

 

�;O @01>BK ?@>3@0<<K B0:65 4>;6=K 1KBL 70@0=55 =0AB@>5=K 70?8A8 2 A>>B25BAB2CNI8E 
B01;8F0E 107K 40==KE. #@>I5 2A53> MB> A45;0BL, 70?CAB82 ?@8;>65=85 :><0=4>9 python 
manage.py runserver :>B>@CN =C6=> 225AB8 2 ?0?:5 ?@8;>65=8O. -B> ?@82545=> =0 $8AC=:5 2.3. 

 
$8AC=>: 2.3 3 !0AB@>9:0 A>>B25BAB2CNI8E B01;8F 107 40==KE 

 

!0G0;L=0O AB@0=8F0 ?@8;>65=8O Fw >B:@K205BAO ?> 04@5AC: http://127.0.0.1:8000/fw/. 

#0=5;L 04<8=8AB@0B>@0 @0A?>;>65=0 ?> 04@5AC: http://127.0.0.1:8000/admin/, >=0 
?@82545=0 =0 $8AC=:5 2.4. 

http://127.0.0.1:8000/fw/
http://127.0.0.1:8000/admin/
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$8AC=>: 2.4 3 #0=5;L 04<8=8AB@0B>@0 

 

#> C<>;G0=8N 7040=> 8<O ?>;L7>20B5;O admin 8 ?0@>;L admin. #>A;5 2E>40 ?>;L7>20B5;L 
?>?0405B 2 >A=>2=>5 >:=> 04<8=8AB@0B82=>3> ?@8;>65=8O, 345 >= ?>;CG05B 4>ABC? : 
@540:B8@>20=8N 70?8A59 B@ёE B01;8F ?@8;>65=8O, :>B>@K5 ?@82545=K =0 $8AC=:5 2.5.  

 
$8AC=>: 2.5 3 "A=>2=>5 >:=> 04<8=8AB@0B82=>3> ?@8;>65=8O 

 

!07=0G5=85 B01;8F >?8A0=> =865: 
˗ Users 3 A>45@68B A?8A>: ?>;L7>20B5;59 A C:070=85< @>;8 (>B=>H5=85 >48=-:>-<=>38<) 
˗ Roles 3 A>45@68B A?8A>: @>;59 ?>;L7>20B5;59 :>B>@K5 AAK;0NBAO =0 70?8A8 87 B01;8FK 

blacklist, A>45@60I85 8<5=0 E>AB>2 (DNS-8<5=0) : :>B>@K< 70?@5I5= 4>ABC? ?>;L7>20B5;N 
A>>B25BAB2CNI59 @>;8 (>B=>H5=85 <=>385-:>-<=>38<) 

˗ Blacklist 3 A>45@68B A?8A>: 1;>:8@C5<KE 4><5==KE 8<5=. 
� 1075 40==KE A>740=K 70?8A8 > B@ёE ?>;L7>20B5;OE: 
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˗ �20=>2 
˗ #5B@>2 
˗ %84>@>2 
&@8 @>;8: 
˗ administrator 

˗ manager 

˗ user 

� H5ABL 70?8A59 > 1;>:8@C5<KE 4><5=0E: 
˗ e1.ru 

˗ ekb.rbc.ru 

˗ rbc.ru 

˗ yandex.ru 

˗ google.com 

˗ none 3 A?5F80;L=0O 70?8AL :>B>@0O 8A?>;L7C5BAO 4;O >1>7=0G5=8O GB> ?>;L7>20B5;N A 
@>;LN administrator @07@5H5= 4>ABC? :> 2A5< 4><5=0<. 

"A=>2=0O ;>38:0 ?@8;>65=8O @50;87>20=0 2 D09;5 Views.py 2 G0AB=>AB8, >?@545;5=K 
DC=:F88 2K7K205<K5 ?@8 AB0@B5 ?@8;>65=8O 3 index(). #@8 2E>45 ?>;L7>20B5;O 3 login() 8 
2KE>45 3 logout(). %;C651=K5 DC=:F88 login_proceed(), blacklist_proceed() 8 logout_proceed() 

2K7K20NBAO ?@8 CA?5H=>< 2E>45 8 2KE>45 ?@8;>65=8O 3 >=8 >ACI5AB2;ONB <0=8?C;OF88 A 
D09;>< host 3 A>E@0=OO 53> 1M:0?-25@A8N (D09; backup_hosts 1C45B ?><5I5= 2 ?0?:C 
?@8;>65=8O), 4>102;OO =>2K5 AB@>:8 2 D09; 8 2>AAB0=02;820O >@838=0;L=K9 D09; 87 1M:0?0. 
 

����2+�!�� 

� @0<:0E =0AB>OI53> 8AA;54>20=8O 1K;0 @07@01>B0=0 A8AB5<0 WEB-D8;LB@0F88 
?>;L7>20B5;59, 2KE>4OI8E 2 A5BL «�=B5@=5B» 87 ;>:0;L=>9 A5B8 ?@54?@8OB8O.  

#@8 2K?>;=5=88 @07@01>B:8 1K; ?>AB02;5= @O4 7040G, A@548 :>B>@KE: #@82545=85 
B5>@5B8G5A:8E A2545=89 8 >?8A0=85 ?@54<5B=>9 >1;0AB8; 

˗ #>AB0=>2:0 7040G8 =0 ?@>5:B8@>20=85; 
˗ #@>2545=85 >1>A=>20=8O ?@>5:B=KE @5H5=89 ?> 2840< >15A?5G5=8O; 
˗ "?8A0=85 B5E=8G5A:>3> >15A?5G5=8O, 8=D>@<0F8>==>3> >15A?5G5=8O, 0 B0:65 

?@>3@0<<=>3> >15A?5G5=8O; 
˗ $07@01>B:0 DC=:F8>=0;L=>9 <>45;8; 
˗ �=D>;>38G5A:>5 8 D878G5A:>5 ?@>5:B8@>20=85; 
˗ $07@01>B:0 @C:>2>4AB20 ?>;L7>20B5;O; 
˗ $0AA<>B@5=85 2>?@>A>2 M:>=><8G5A:>9 MDD5:B82=>AB8 8 A<56=KE 2>?@>A>2/ 
� @0<:0E =0AB>OI53> 8AA;54>20=8O 2A5 ?>AB02;5==K5 7040G8 2K?>;=5=K, 0 F5;L 
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Keyboard handwriting analysis is a biometric authentication method based on the study of the 

individual characteristics of the user's text input. This study indicates that the use of keyboard 

handwriting analysis can be useful for automating the authentication process in a corporate network, 

especially when other authentication methods cannot be used (for example, due to the lack of additional 

devices). 
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Industrial enterprises, as a rule, have a complex network infrastructure, which includes many 

devices and systems. In this regard, ensuring the security of the corporate network of an industrial 

enterprise is a critical task. Ensuring the security of the corporate network of an industrial enterprise 

requires an integrated approach and the use of various technologies and methods of protection. It is 

important to take into account the specifics of the industrial environment and take measures to ensure 

the security of all devices and systems on the network.In general, ensuring the security of the corporate 

network of an industrial enterprise requires an integrated approach and the use of various technologies 

and methods of protection. It is important to take into account the specifics of the industrial environment 

and take measures to ensure the security of all devices and systems on the network. 
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Optical measurement methods have long played a special role in technical diagnostics and 

condition monitoring. The presence of silica fibers with low losses led to a revolution in the field of 

fiber-optic communication and significantly increased interest in fiber-optic sensors. The article 

provides a brief introduction to the theoretical foundations of fiber-optic sensors, provides an overview 

of water technologies, and shows the advantages of fiber-optic sensors. 
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:><<CB0F88 @50;L=>3> B@0D8:0 2 28@BC0;L=>9 A5B8.  

 

E.S. Tarasov, N.V. Budyldina, A.S. Nikitin, D.A. Fastov 

 

DEVELOPMENT OF A VIRTUAL COMMUNICATION SYSTEM WITH 

PROCESSING OF REAL WIRELESS NETWORK TRAFFIC 

 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian State 

University of Telecommunications and Informatics in Yekaterinburg (UrTISI SibGUTI), Russia 

 

Keywords: switch, switching table, protocol, wireless network, Ethernet frame, MAC address, 

virtual network.  

 

The article presents a block diagram of a virtual data transmission system with real traffic 

processing. The analysis of the theoretical operability of the real traffic switching protocol in a virtual 

network is carried out. 
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A8AB5<K ("%), A5@25@0, CAB@>9AB20 E@0=5=8O 8;8 A5B52KE @5AC@A>2. 

�8@BC0;870F8O 8A?>;L7C5B ?@>3@0<<=>5 >15A?5G5=85, :>B>@>5 8<8B8@C5B 
DC=:F8>=0;L=>ABL >1>@C4>20=8O 4;O A>740=8O 28@BC0;L=>9 A8AB5<K. -B0 ?@0:B8:0 ?>72>;O5B 
�&->@30=870F8O< @01>B0BL A =5A:>;L:8<8 >?5@0F8>==K<8 A8AB5<0<8, =5A:>;L:8<8 
28@BC0;L=K<8 A8AB5<0<8 8 @07;8G=K<8 ?@8;>65=8O<8 =0 >4=>< A5@25@5. � ?@58<CI5AB20< 
28@BC0;870F88 >B=>AOBAO 1>;55 2KA>:0O MDD5:B82=>ABL 8 M:>=><8O 70 AG5B <0AHB010. 

�8@BC0;870F8O >15A?5G8205B 1>;LHCN 381:>ABL, :>=B@>;L 8 87>;OF8N 70 AG5B CAB@0=5=8O 
7028A8<>AB8 >B :>=:@5B=>9 0??0@0B=>9 ?;0BD>@<K. #5@2>=0G0;L=> ?@54=07=0G5==0O 4;O 
28@BC0;870F88 A5@25@>2, :>=F5?F8O 28@BC0;870F88 @0A?@>AB@0=8;0AL =0 ?@8;>65=8O, A5B8, 
40==K5 8 @01>G85 AB>;K [2]. 

�8@BC0;870F8O <>65B ?@8<5=OBLAO :0: 2 ?@>2>4=KE, B0: 8 2 15A?@>2>4=KE A5BOE. � ?@8 
8A?>;L7>20=88 15A?@>2>4=>9 A@54K 206=> CG8BK20BL 55 >A>15==>AB8, =0?@8<5@, 70BCE0=85, 
<>18;L=>ABL, H8@>:>25I0B5;L=0O ?5@540G0. #><8<> 2A53> ?@>G53>, 28@BC0;870F8O 
15A?@>2>4=>9 A5B8 7028A8B >B :>=:@5B=KE B5E=>;>389 4>ABC?0, 0 15A?@>2>4=0O A5BL A>45@68B 
3>@074> 1>;LH5 B5E=>;>389 4>ABC?0 ?> A@02=5=8N A 28@BC0;870F859 ?@>2>4=>9 A5B8, 8 :0640O 
B5E=>;>38O 4>ABC?0 8<55B A2>8 >A>1K5 E0@0:B5@8AB8:8, GB> 70B@C4=O5B A>2<5AB=>5 
8A?>;L7>20=85 A 4@C38<8 A5BO<8 8 M;5<5=B0<8 A5B59 [3].  

� =0AB>OI55 2@5<O ACI5AB2C5B 1>;LH>5 :>;8G5AB2> A8<C;OB>@>2 8 M<C;OB>@>2 A5B52>3> 
>1>@C4>20=8O 4;O 2>7<>6=>AB8 >1CG5=8O 8;8 45<>=AB@0F89. "A=>2=K<8 ?@8<5@0<8 O2;ONBAO 
Cisco Packet Tracer 8;8 EVE-NG. �E 3;02=K< =54>AB0B:>< O2;O5BAO B>, GB> >=8 B>;L:> M<C;8@CNB 
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CAB@>9AB20, ?@8 MB>< 4;O ?>AB@>5=8O A5B8 B@51C5BAO :015;L, :>B>@K9 O2;O5BAO >;=8< 87 A0<KE 
4>@>38E M;5<5=B>2 ;N1>9 ?@>2>4=>9 A5B8 ?5@540G8 40==KE. 
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8A?>;L7CNBAO 15A?@>2>4=K5 A5B8. %0<K< 3;02=K< 4>AB>8=AB2>< O2;O5BAO A=865=85 
8A?>;L7>20=8O :015;O. �;O 8AA;54>20=8O 1C45B 8A?>;L7>20BLAO AB0=40@B IEEE802.11n, 2284C 53> 
?>?C;O@=>AB8 =0 40==K9 <><5=B. 
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!0 2A5 :><?LNB5@K, >1>7=0G5==K5 :0: >:>=5G=K5 CAB@>9AB20 ("') 1C4CB CAB0=>2;5=K 
A5B52K5 040?B5@K AB0=40@B0 IEEE802.11n 4;O >15A?5G5=8O 15A?@>2>4=>9 A5B8. &0:>9 65 A5B52>9 
040?B5@ (%�) 1C45B ?><5I5= 8 2 A5@25@. �;O >15A?5G5=8O A2O78 <564C "' 8 A5@25@>< 1C45B 
B0:65 8A?>;L7>20BLAO B>G:0 4>ABC?0 (&�). "4=0:> 5A;8 A5BL 1C45B 8<5BL =51>;LH>9 @07<5@, B> 
B>G:0 4>ABC?0 1C45B =5>1O70B5;L=>9.  

%5@25@ O2;O5BAO 0??0@0B=>9 A>AB02;ONI59 8 A;C68B, GB>1K >@30=87>20BL 28@BC0;L=CN 
A5BL 2=CB@8 =53>, :>B>@0O 1C45B >1@010BK20BL B>B B@0D8:, :>B>@K9 ?>ABC?05B 87 15A?@>2>4=>9 
A5B8. �8@BC0;L=0O A5BL ?@54AB02;O5B A>1>9 >48= 8;8 =5A:>;L:> ?@>3@0<<=KE :><<CB0B>@>2 (#�) 
4;O >15A?5G5=8O ?5@540G8 40==KE. #@>3@0<<=K9 :><<CB0B>@ O2;O5B A>1>9 A?5F80;L=CN 
?@>3@0<<C A DC=:F8O<8 :;0AA8G5A:>3> 0??0@0B=>3> :><<CB0B>@0.  

�>;8G5AB2> #� =0?@O<CN 1C45B 7028A5BL >B :>;8G5AB20 @01>G8E AB0=F89, ?>4:;NG5==KE 2 
A5BL, B0: :0: ?@8 8A?>;L7>20=88 B>;L:> >4=>3> #� <>65B 1KBL 1>;LH>9 B@0D8:, GB> ACI5AB25==> 
A:065BAO =0 2@5<5=8 >1@01>B:8 2A5E 40==KE. 

�;O :><<CB0F88 B@0D8:0 <564C =5A:>;L:8<8 #� A;54C5B A>740BL >B45;L=K9 F5=B@0;L=K9 
:><<CB0B>@ (*�), 2 7040GC :>B>@>3> 1C45B 2E>48BL :><<CB0F8O B@0D8:0 <564C #� 8 %�.  

� :;0AA8G5A:8E 0??0@0B=KE :><<CB0B>@0E 4;O 2>7<>6=>AB8 >1<5=0 40==K<8 :064>5 
>:>=5G=>5 CAB@>9AB2> ?>4:;NG05BAO 2 D878G5A:8 ?>@B :><<CB0B>@0 ?@8 ?><>I8 :015;O UTP. 

"4=0:> 2 A>740==>9 A8AB5<5 2A5 "' ?>4:;NG0NBAO G5@57 >4=C B>G:C 4>ABC?0 : 28@BC0;L=>9 A5B8. 
� ?@8 =5>1E>48<>AB8 8A?>;L7>20=8O, =0?@8<5@ VLAN, STP 8 B.4., =5>1E>48<> ?>4:;NG0BL "' 
: >B45;L=K< ?>@B0<. #>MB><C A;54C5B =0 #� A>740BL ;>38G5A:85 ?>@BK, : :>B>@K< ;>38G5A:8 
1C4CB ?>4:;NG0BLAO @01>G85 AB0=F88 8;8 4@C385 "'. [4] 

$0=55 4;O A>?@O65=8O 28@BC0;L=>9 8 15A?@>2>4=>9 A5B8 1K; @07@01>B0= ?@>B>:>; WVNIP, 

?@8=F8? @01>BK :>B>@>3> 70:;NG0;AO 2 4>102;5=88 2 :04@ Ethernet [1] A?5F80;L=>3> ?>;O 
«�45=B8D8:0B>@ ;>38G5A:>9 A2O78» (��%) =0 >:>=5G=>< >1>@C4>20=88, ?>A;5 G53> :04@ 
?5@54020;AO ?> 15A?@>2>4=>9 A2O78 =0 28@BC0;L=CN A5BL. [4] �0==K9 ?@>B>:>; @01>B>A?>A>15=, 
>4=0:> 8<55B A2>8 =54>AB0B:8. %0<K< 3;02=K< =54>AB0B:>< O2;O;>AL B>, GB>, 87<5=OO :04@ 
Ethernet, <5=O;AO A0< AB0=40@B. &0:65 B0:, ?>O2;5=85 =>2>3> ?>;O 2 :04@5 >7=0G0;>, GB> >= 1C45B 
1>;55 4;8==K<, GB> A:065BAO =0 ?@>?CA:=>9 A?>A>1=>AB8 ?@8 ?5@540G5 40==KE. � A2O78 A MB8< 
1K;> @5H5=> @07@01>B0BL 0;LB5@=0B82=K9 5<C ?@>B>:>; SNSP. 

 

3 (BD@4F >48D4 CDBFB>B?4 SNSP 

�=D>@<0F8O > ;>38G5A:>< ?>4:;NG5=88 @01>G59 AB0=F88 : ?@>3@0<<=><C :><<CB0B>@C 
1C45B =0E>48BLAO 2 B01;8F0E :><<CB0F88 =0 :064>< #�. �0==K5 ?>;59 « �%» 8 «#>@B» 
7040NBAO 04<8=8AB@0B>@>< 8 O2;ONBAO AB0B8G=K<8. !C;52>9 ?>@B (0) ?@54=07=0G5= 4;O A2O78 
#� A *�. �>?CAB8<, =0 #�1 70@538AB@8@>20=K >:>=5G=K5 CAB@>9AB20 ("') 1 8 2, 0 =0 #�2 
70@538AB@8@>20=> "'3. � B0:>< A;CG05, B01;8F0 :><<CB0F88 #�1 8<55B 284, :0: ?>:070=> =0 
B01;8F5 1. 

 

&01;8F0 1 3 &01;8F0 :><<CB0F88 #�1 
 �% #>@B 

 0 

00-17-��-��-28-1% 1 

00-10-�4-00-��-73 2 
  

� AB>;1F5 « �%» 70?8A0=K D878G5A:85 04@5A0 "', :>B>@K5 70@538AB@8@>20=K =0 40==>< 
#�. � AB>;1F5 «#>@B» C:07K205BAO =><5@ ;>38G5A:>3> ?>@B0, : :>B>@><C ;>38G5A:8 
?>4:;NG0NBAO "', A A>>B25BAB2CNI8<8  �%-04@5A0<8.  

�;O ?5@540G8 :04@0 <564C *�, %� 8 #� =5>1E>48<> 2 :04@ Ethernet 4>1028BL A?5F80;L=>5 
?>;5 ��%, :>340 >= ?>ABC?05B =0 F5=B@0;L=K9 :><<CB0B>@. #@8 ?><>I8 40==>3> ?>;O :04@ 1C45B 
?@>42830BLAO 2=CB@8 28@BC0;L=>9 A5B8. (>@<0B :04@0 A ?>;5< ��% ?>:070= =0 @8AC=:5 2. 
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&0:8< >1@07><, :><<CB0F8O 2=CB@8 28@BC0;L=>9 A5B8 1C45B >ACI5AB2;OBLAO ?> ?@>B>:>;C 
SNSP (Software network switching protocol - ?@>B>:>; :><<CB0F88 2 ?@>3@0<<=KE A5BOE). 

 

4 #D<AJ<C D45BFO CDBFB>B?4 SNS$ 

$0AA<>B@8< ?@8=F8? :><<CB0F88 :04@>2, :>340 420 "' 70@538AB@8@>20=K =0 >4=>< #�. 
�>?CAB8<, "'1 8 "'2 70@538AB@8@>20=K =0 #�1. �4<8=8AB@0B>@ AD>@<8@>20; B01;8FC 
:><<CB0F88 (B01;8F0 1). !5>1E>48<> ?5@540BL :04@ A "'1 =0 "'2. 

"'1 D>@<8@C5B :04@ Ethernet 8 >B?@02;O5B 53> ?> 15A?@>2>4=>9 A5B8 =0 B>G:C 4>ABC?0, 
:>B>@0O 2 A2>N >G5@54L ?5@5405B :04@ =0 A5B52>9 040?B5@ A5@25@0. �0;55 A A5B52>3> 040?B5@0 :04@ 
?5@5405BAO =0 *�, 345 2 =53> 4>102;O5BAO ?>;5 «��%» (@8AC=>: 2), 2 :>B>@>< CAB0=02;8205BAO 
7=0G5=85 0. -B> ?>:07K205B, GB> :04@ B>;L:> ?>ABC?8; 2 *�. #>A;5 G53> *� @0AAK;05B 40==K9 
:04@ H8@>:>25I0B5;L=> =0 =C;52K5 ?>@BK 2A5E #�. 

#5@2>=0G0;L=> :064K9 #� 0=0;878@C5B :04@ ?> ?>;N «�4@5A >B?@028B5;O» 8 A25@O5B 53> 
A> A2>59 B01;8F59 :><<CB0F88. � 40==>< A;CG05 "'1 5ABL 2 B01;8F5 04@5A>2 #�1. &>340 #�1 
?@8?8AK205B :04@ : ;>38G5A:><C ?>@BC 1, 2 A>>B25BAB288 A B01;8F59 1.  

#�2 8 #�3 B0:65 A25@ONB :04@ A> A2>8<8 B01;8F0<8 04@5A>2 (B01;8F0 2 8 3). &0: :0: 04@5A 
?>;CG0B5;O 8 >B?@028B5;O 2 B01;8F0E =5 =0945=K, B> :04@ >B1@0AK205BAO. 

 

&01;8F0 2 - B01;8F0 :><<CB0F88 #�2 
 �% #>@B 

 0 

00-1�-3F-F1-4C-C6 1 
 

&01;8F0 3 - B01;8F0 :><<CB0F88 #�3 
 �% #>@B 

 0 
 

#�1 ?>A;5 B>3>, :0: ?@8?8A0; :04@ 70 ?5@2K< ;>38G5A:8< ?>@B><, B0:65 0=0;878@C5B :04@ 
?> ?>;N «�4@5A =07=0G5=8O». "1=0@C682  �%-04@5A ?>;CG0B5;O, >= ?@8?8AK205B 53> : 
;>38G5A:><C ?>@BC 2, 2 A>>B25BAB288 A B01;8F59 1. 

&0: :0: ?>;CG0B5;L 8 >B?@028B5;L 70@538AB@8@>20=K =0 >4=>< #�, B> :04@ A;54C5B 
>B?@028BL =0 A5B52>9 040?B5@ 4;O 40;L=59H59 ?5@540G8 =0 "'2. �;O MB>3> 2 ?>;5 «��%» :04@0 
#�1 AB028BAO 7=0G5=85 0. �0B5< #�1 >B?@02;O5B :04@ =0 *� ?> =C;52><C ?>@BC. *� 0=0;878@C5B 
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INVESTIGATION OF THE EFFECTIVENESS OF MULTI-LEVEL MODULATION 

FORMATS IN LONG-SPAN DWDM NETWORKS 

 

Ural Technical Institute of Communications and Informatics (branch) of the Siberian State 

University of Telecommunications and Informatics in Yekaterinburg (UrTISI SibGUTI), Russia 

 

Keywords: optical carrier modulation, DWDM technology, error coefficient. 

 

The paper investigates the effectiveness of the use of multilevel modulation formats in long-span 

DWDM networks. To evaluate their effective application, software modeling in OptiSystem CAD was 

performed. For each multi-level modulation format (ASK, PSK, QAM and OFDM and their varieties), 

OptiSystem has developed flowcharts that allow estimating the error coefficient depending on the OSNR 

at the receiver input. The OSNR parameter was changed by increasing the number of amplifying 

sections. It is worth noting that the study was conducted within the framework of a single optical DWDM 

channel. The result of the simulation is a generalized graph of the dependence of the error coefficient on 

the number of amplifying sections for the considered modulation formats. Analyzing the simulation 

results, it can be argued that the most effective multi-level modulation format in a long-span DWDM 

system is the QPSK, DP-QPSK, DP-M-QAM format. These modulation formats are more resistant to 

the accumulated noise of linear amplifiers. 
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ON THE PROBLEM OF REDUCING THE DEGRADATION FAILURE RATE UNDER 

CORRECTIVE MAINTENANCE 

 

Siberian State University of Telecommunications and Informatics (SIBSUTIS),  

Novosibirsk, Russia 

 

Keywords: optical cable operation, an elementary section of an optical cable, degradation failure, 

local failure, replacement of a section, critical failure rate. 

 

During the optical cable operation, failures occur, local or global, caused by various reasons. As a 

result, the damaged section of the cable can be replaced. The article considers the Markov model of the 

optical cable degradation process, which is used to assess the impact of replacing sections of optical 

cable on degradation processes due to local failures and a given value of the critical failure rate. 

Examples are given for two cases of critical failure rate of an optical cable characterizing the state of 

cable degradation at the last operating time interval. The dependences of the percentage reduction in the 

failure rate of the section at different values of the critical failure rate are constructed. 
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N 3 G8A;> M;5<5=B0@=KE CG0AB:>2 "�; 
M 3 G8A;> 8=B5@20;>2 2@5<5=8, =0 :>B>@>5 @0718205BAO 30@0=B8@>20==>5 2@5<O 

M:A?;C0B0F88 "�. 
 

�5@>OB=>ABL B>3>, GB> A>AB>O=85 453@040F88 di  =5 87<5=8BAO =0 8=B5@20;5 ", @02=0           pi 

= exp(2λi∙T), 0 25@>OB=>ABL 87<5=5=8O A>AB>O=8O 2 @57C;LB0B5 >B:070 qi = 12exp(2λi∙T). % 
25@>OB=>ABLN pi ?@>8AE>48B ?5@5E>4 2 A;54CNI55 A>AB>O=85 453@040F88 di+1 =0 A;54CNI5< 
8=B5@20;5 2@5<5=8, 0 A 25@>OB=>ABLN qi ?@>8AE>48B >B:07 (;>:0;L=KK9 >B:07) CG0AB:0. &0:8< 
>1@07><, ?5@5E>4 =0 A;54CNI89 8=B5@20; di  → di+1 ?@>8AE>48B A 25@>OB=>ABLN pi, 0 ?5@5E>4 di  

→ d1 ?@>8AE>48B A 25@>OB=>ABLN qi, i = 1, 2,..., M 2 1. #>A:>;L:C ?@8 ?5@5E>40E <564C 
A>AB>O=8O<8 ?@>8AE>48B =0:>?;5=85 ?>2@5645=89, B> λ1 < λ2 < ... < λM.  
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�;O ?>AB>@5=8O <>45;8 8A?>;L7C5BAO <0B@8G=K9 <5B>4 [11]. #>;030O � = N = 5, 70?8H5< 
<0B@8FC ?5@5E>4=KE 25@>OB=>AB59 <564C A>AB>O=8O<8 453@040F88 =0 >4=>< CG0AB:5, 
A>>B25BABCNICN ?@82545==>9 =0 @8A. 1 4803@0<<5:  

1 1

2 2

3 3

4 4

0 0 0

0 0 0

0 0 0

0 0 0

0 0 0 0 1

q p

q p

P q p

q p

ö ö
÷ ÷
÷ ÷
÷ ÷=
÷ ÷
÷ ÷
÷ ÷
ø ø

. 

-:A?;C0B0F8O CG0AB:0 =0G8=05BAO A A>AB>O=8O d1. #>MB><C =0G0;L=>5 @0A?@545;5=85 
25@>OB=>AB59 A>AB>O=89 70405BAO 25:B>@>< p(0) = (1 0 0 0 0). $0A?@545;5=85 25@>OB=>AB59 
A>AB>O=89 453@040F88 =0 i-< 8=B5@20;5 >?@545;O5BAO ?> D>@<C;5: 
 p(i) = p(0)∙Pi21, i = 1, 2,..., M. (2) 

%@54=55 7=0G5=85 8=B5=A82=>AB8 >B:07>2 =0 i-< 8=B5@20;5 2@5<5=8 4;O CG0AB:0 
2KG8A;O5BAO ?> D>@<C;5:  

 λA@i = p(i)∙λ = 
=1

 ( , ) λ
M

j

j

p i j õ , (3) 

345 p(i) >?@545;O5BAO 87 2K@065=8O (2); 
λ - AB>;15F 8=B5=A82=>AB59 >B:07>2 2 A>AB>O=8OE 453@040F88 (M;5<5=B0<8 MB>3> AB>;1F0 

O2;ONBAO 8=B5=A82=>AB8 λi). 

 

#0@0<5B@ λA@i 87 (3) E0@0:B5@87C5B 87<5=5=85 8=B5=A82=>AB8 >B:07>2 CG0AB:0 A CG5B>< 
70<5=K CG0AB:0 :015;O ?@8 ;>:0;L=KE >B:070E.  

#@82545==K5 =865 ?@8<5@K A>>B25BAB2CNB 4803@0<<5 @8A. 1. #@8 MB>< ?@8=OBK 
A;54CNI85 8AE>4=K5 40==K5 4;O @0AG5B>2: 30@0=B89=>5 2@5<O M:A?;C0B0F88 "� "M:A = 25 ;5B; N 

= 100; M = 5; " = 5 ;5B. 
$0AA<>B@8< 420 20@80=B0 ?@>F5AA0 403@040F88 CG0AB:0. � ?5@2>< 20@80=B5 ?@8<5< Λ:@ = 1 

1/3>4, 0 2> 2B>@>< 20@80=B5 3 Λ:@ = 1 1/<5A. �A5 2KG8A;5=8O ?@>2545=K 2 548=8F0E 8=B5=A82=>AB8 
>B:07>2 1/G0A. #0@0<5B@K MB8E 8AE>4=KE 20@80=B>2 ?@82545=K 2 B01;8F5 1. $57C;LB0BK 
2KG8A;5=89 4;O MB8E 20@80=B>2 ?@82545=K 2 B01;8F0E 2 8 3.  
 

&01;8F0 1. �AE>4=K5 40==K5 4;O G8A;>2KE ?@8<5@>2 
#0@0<5B@ #5@2K9 20@80=B �B>@>9 20@80=B 
Λ:@ 1 1/3>4 = 1,142∙102 4 1/G0A 1 1/<5A = 1,366∙102 3  1/G0A 

Λ:@CG = Λ:@ / N 1,142∙102 6  1/G0A 1,366∙102 5  1/G0A 
λ1 = Λ:@CG / M 2,283∙102 7  1/G0A 2,732∙102 6  1/G0A 

" 5 ;5B = 4,380∙10 4  G0A 
 

&01;8F0 2. $57C;LB0BK 2KG8A;5=89 4;O ?5@2>3> 20@80=B0 (Λ:@ = 1/3>4) 
i λi(1/G0A) pi qi p(i) λA@i ρi 

1 2,283∙1037 0,990 0,010 (1 0 0 0 0) 2,283∙1037 100,0 

2 4,566∙1037 0,980 0,020 (0,010 0,990 0 0 0) 4,543∙1037 99,5 

3 6,849∙1037 0,970 0,030 (0,020 0,010 0,970 0 0) 6,737∙1037 98,4 

4 9,132∙1037 0,961 0,039 (0,029 0,020 0,009 0,942 0) 8,822∙1037 96,6 

5 1,141∙1036 0,951 0,049 (0,038 0,029 0,019 0,009 0,905) 1,076∙1037 94,3 

 
&01;8F0 3. $57C;LB0BK 2KG8A;5=89 4;O 2B>@>3> 20@80=B0 (Λ:@ = 1/<5A) 

i λi(1/G0A) pi qi p(i) λA@i ρi 

1 2,732∙1036 0,887 0,113 (1 0 0 0 0) 2,732∙1037 100,0 

2 5,464∙1036 0,787 0,213 (0,113 0,887 0 0 0) 5,156∙1037 94,4 

3 8,197∙1036 0,698 0,302 (0,202 0,100 0,698 0 0) 6,822∙1037 83,2 

4 1,093∙1035 0,620 0,380 (0,255 0,179 0,079 0,488 0) 7,649∙1037 70,0 

5 1,366∙1035 0,550 0,450 (0,276 0,226 0,141 0,055 0,302) 7,872∙1037 57,6 
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� B01;8F0E 2 8 3 ?@8=OB> ρi = (λA@i / λi)∙100% 3 ?@>F5=B=>5 >B=>H5=85 <564C C:070==K<8 
8=B5=A82=>ABO<8, ?@8G5< λi >?@545;O5BAO 87 (1). 

#> @57C;LB0B0< @0AG5B>2 ?>AB@>5= 3@0D8: 7028A8<>AB8 ?@>F5=B=>3> C<5=LH5=8O 
8=B5=A82=>AB8 >B:07>2 CG0AB:0 ?@8 @07=KE 7=0G5=8OE :@8B8G5A:>9 8=B5=A82=>AB8 >B:07>2. 

!0 @8A. 2 ?@54AB02;5=K 3@0D8:8 B@5E 20@80=B>2 ?@>F5AA0 453@040F88: I 3 >B:07 CAB@0=O5BAO 
?CB5< @5<>=B0 =0 8=B5@20;5 2@5<5=8, =0 :>B>@>< >= 2>7=8:, 157 70<5=K :015;O; II 2 70<5=0 :015;O 
?>A;5 >B:070 ?@8 Λ:@ = 1 1/3>4; III 2 70<5=0 :015;O ?>A;5 >B:070 ?@8 Λ:@ = 1 1/<5A.  

 
$8A.2. #@>F5=B=>5 C<5=LH5=85 8=B5=A82=>AB8 >B:07>2 CG0AB:0 ?@8 @07=KE 7=0G5=8OE  

:@8B8G5A:>9 8=B5=A82=>AB8 >B:07>2 
 

�7 ?@82545==>9 <>45;8 A;54C5B, GB> ?@8 ;N1>< :>=5G=>< 7=0G5=88 :@8B8G5A:>9 
8=B5=A82=>AB8 >B:07>2 "� 8<55B <5AB> A=865=85 8=B5=A82=>AB8 3;>10;L=KE >B:07>2. #@8 MB><, 
G5< 1>;LH5 :@8B8G5A:0O  8=B5=A82=>ABL >B:07>2, B5< A8;L=55 ?@>O2;O5BAO MB> A=865=85. #@8 
>?@545;5==>< 7=0G5=88 :@8B8G5A:>9 8=B5=A82=>AB8 >B:07>2 A=865=85 <>65B 1KBL 
ACI5AB25==K<. &0:, ?@8 :@8B8G5A:>9 8=B5=A82=>AB8 >B:07>2 1 1/<5A A=865=85 4>AB8305B 57,6%. 
-B> O2;5=85 <>6=> =0720BL 70<54;5=85< @>AB0 AC<<0@=>9 8=B5=A82=>ABL >B:07>2 "�, 
>1CA;>2;5==0O ?@8<5=O5<K< <5B>4>< B5E=8G5A:>3> >1A;C6820=8O A 70<5=>9 >B:0702H53> 
M;5<5=B0@=>3> CG0AB:0 "�. 

(0:B>@ 70<54;5=8O @>AB0 AC<<0@=>9 8=B5=A82=>AB8 >B:07>2 "� <>6=> CG8BK20BL ?@8  
?@>5:B8@>20=88 "� 8 ?@8 ?;0=8@>20=88 53> M:A?;C0B0F88, 2 G0AB=>AB8, B0:>9 ?>4E>4 ?>72>;O5B 
>1>A=>20==> ?>2KA8BL 30@0=B89=K9 A@>: M:A?;C0B0F88 "�.  

� 40==>9 @01>B5 @0AA<>B@5=0 C?@>I5==0O <>45;L ?@>F5AA0 453@040F88 A 70<5=>9 ?>A;5 
>B:07>2 M;5<5=B0@=KE CG0AB:>2 >48=0:>2>9 4;8=K. �>7<>6=K 1>;55 A;>6=K5 20@80=BK 
CA;>289, =0?@8<5@, CG0AB:8 <>3CB 1KBL @07=>9 4;8=K, >=8 <>3CB =0E>48BLAO 2 @07=KE CA;>28OE 
M:A?;C0B0F88 8 B.4. 
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�.�. ,G?P74 
 

$����&�� %�&� %�3�� !� #$� �$� "�"$'�"��!�3 �" «�%�$�'$��&��» 
 

"� «�A:@0'@0;&��», 3. �:0B5@8=1C@3, $>AA8O 
 

�;NG52K5 A;>20: ICP, IMS, 5G, ?>AB@>5=85 A5B8 

 

� AB0BL5 @0AA<0B@8205B >A=>2=K5 B5=45=F88 @0728B8O A5B8 A2O78 =0 ?@8<5@5 
@50;87>20==KE ?@>5:B>2 :><?0=88 "� «�A:@0'@0;&��». #@82>48BAO >?8A0=85 @5H5=89, 
:>B>@K5 8A?>;L7C5BAO 4;O ?>AB@>5=8O B5;5:><<C=8:0F8>==KE A5B59 8 A5@28A>2, ?@54>AB02;5=8O 
H8@>:>?>;>A=>3> 01>=5=BA:>3> 4>ABC?0, @5H5=89 4;O ?@54?@8OB89 8 254><AB2, F8D@>2K5 
A5@28AK 3>@>4A:>3> C?@02;5=8O. 

 

I.V. Shulga 

 

DEVELOPMENT OF THE COMMUNICATION NETWORK ON THE EXAMPLE OF 

THE EQUIPMENT OF JSC «ISKRAURALTEL» 
 

OA "IskraUralTEL", Yekaterinburg, Russia 

 

Keywords: ICP, IMS, 5G, network building 

 

The article examines the main trends in the development of a communication network on the 

example of implemented projects of the company OA "IskraUralTEL". A description of the solutions 

that are used to build telecommunication networks and services, provide broadband subscriber access, 

solutions for enterprises and departments, digital services for city government is given. 

 

�;O :;0AA8D8:0F88 >A=>2=KE @5H5=89 8 B5=45=F89 2 >1;0AB8 A2O78 >?@545;8< >A=>2=K5 
=0?@02;5=8O, 2 @0<:0E :>B>@KE >ACI5AB2;O5BAO <>45@=870F8O A5B52>9 8=D@0AB@C:BC@K: 

−  B5;5:><<C=8:0F88; 
−  01>=5=BA:89 H8@>:>?>;>A=K9 4>ABC?; 
−  @5H5=8O 4;O 254><AB25==KE A5B59 8 ?@54?@8OB89; 
− A5@28AK 3>@>4A:>3> C?@02;5=8O. 
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$8AC=>: 1 3 �>;>A>2K5 :><<C=8:0F88 =0 1075 NGN 8 IMS B5E=>;>389 

 

� >1;0AB8 B5;5:><<C=8:0F89 2 =0AB>OI55 2@5<O ?@>8AE>4OB A0<K5 7=0G8B5;L=K5 
87<5=5=8O =0 A5B8 >1I53> ?>;L7>20=8O. � ?>A;54=85 3>4K 3>;>A>2>5 O4@> A5B8 AB@>8BAO =0 1075 
B5E=>;>388 IMS (IP Multimedia Subsystem), ?>AB5?5==> 2KB5A=OO B5E=>;>38N NGN (New 

Generation Networks). �06=> >B<5B8BL, GB> >15 B5E=>;>388, IMS 8 NGN, O2;ONBAO B5E=>;>38O<8 
VoIP, B0:8< >1@07>< A5BL A2O78 ?5@5E>48B =0 ?0:5B=CN ?5@540GC 40==KE. !5A<>B@O =0 MB>, =0 
A5B8 5I5 <=>3> >1>@C4>20=8O, :>B>@>5 ?>445@68205B 5I5 1>;55 AB0@K5 B5E=>;>38, 
1078@CNI55AO =0 ?;578>E@>==>9 F8D@>2>9 85@0@E88. &0:8< >1@07><, @5H5=8O IMS 8 NGN 

?>445@6820NB 2>7<>6=>ABL A>2<5AB=>9 @01>BK A ACI5AB2CNI8<8 A5BO<8 G5@57 A83=0;L=K5 
H;N7K, ?>AB5?5==> >ACI5AB2;OO ?5@5E>4 : A5BO< ?0:5B=>9 :><<CB0F88 (AB5: ?@>B>:>;>2 
TCP/IP) [1].  

%;54CNI8< 206=K< <><5=B>< ?@8 ?>AB@>5=88 3>;>A>2>3> O4@0 O2;O5BAO ?5@5E>4 >B 
@5H5=89 =0 1075 0??0@0B=>3> >15A?5G5=8O (hardware) =0 ?;0BD>@<K 28@BC0;870F88 8, 40;55, =0 
>1;0G=K5 @5H5=8O. � =0AB>OI55 2@5<O =0 1075 >1;0G=KE @5H5=89 @50;87C5BAO =5 B>;L:> 
3>;>A>2>5 O4@> >?5@0B>@0, 0 ?@0:B8G5A:8 2AO 8=D@0AB@C:BC@0. +0AB=>5 >1;0:> 2:;NG05B A51O 
B5;5D>=8N, 48A?5BG5@A:CN A2O7L, A8AB5<K C?@02;5=8O 187=5A-?@>F5AA0<8 8 1CE30;B5@A:>3> 
CG5B0, A5@25@0 ?>GBK, 107 40==KE 8 ;N1K5 4@C385 F8D@>2K5 @5H5=8O. 

#5@5E>4 : B5E=>;>388 IMS ?>72>;O5B @50;87>20BL >4=C 87 2>AB@51>20==KE CA;C3 4;O 
B5;5D>=88 3 FMC (Fixed Mobile Convergence). &5E=>;>38O ?>72>;O5B >1J548=8BL D8:A8@>20==KE 
8 <>18;L=KE 01>=5=B>2, GB> ?>72>;8B ?@54>AB028BL 8< 548=KE =><5@ 8 ?>72>;8B C?@02;OBL 
CAB@>9AB20<8 8 CA;C30<8 01>=5=B0 G5@57 548=K9 ?>@B0; 04<8=8AB@0B>@0 [2].   
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$8AC=>: 2 3 �=B5;;5:BC0;L=0O >1;0G=0O ?;0BD>@<0 

 

 
$8AC=>: 3 3 �>@?>@0B82=0O A2O7L 8 FMC 

 

%;54CNI55 =0?@02;5=85 3 MB> H8@>:>?>;>A=K9 01>=5=BA:89 4>ABC?. %>2@5<5==0O 
01>=5=BA:0O A5BL AB>8BAO =0 1075 B5E=>;>388 ?0AA82=>9 >?B8G5A:>9 A5B8 GPON. "?5@0B>@ 
CAB0=02;8205B 1;>: OLT (Optical Line Terminal), =0 AB>@>=5 01>=5=B0 CAB0=02;820NBAO 
>?B8G5A:85 >:>=5G=K5 <>45<K (ONT, Optical Network Terminal). &5E=>;>38O ?>445@68205B 
25B2;5=8O A5B8 G5@57 >?B8G5A:85 A?;8BB5@K, GB> 45;05B 55 2K3>4=>9 4;O ?@>20945@0 CA;C3. 
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$8AC=>: 4 3 #@8<5@ A5:F88 OLT Lumia SI3000 

 

�0;55 @0AA<>B@8< @5H5=8O 4;O 254><AB25==KE A5B59 8 ?@54?@8OB89. "A>15==>ABL MB8E 
A5B59 2 B><, GB> >=8 A>E@0=8;8 A2>N ACI5AB2CNICN 0@E8B5:BC@C A5B8 8 >1>@C4>20=8O, B0:8< 
>1@07>< @5H5=8O 2 MB>9 >1;0AB8 4>;6=K ?>445@6820BL @O4 A?5F8D8G5A:8E, :0: ?@028;> 
0=0;>3>2KE, ?@>B>:>;>2 8 254><AB25==KE A83=0;870F89. �@><5 B>3>, 2 B0:85 A5B8 G0AB> 
8=B53@8@>20=> >1>@C4>20=8O :>=D5@5=F89, 48A?5BG5@A:>9 A2O78, >?>25I5=89 8 4@C3>3> 
A?5F8D8G5A:>3> >1>@C4>20=8O. #@0:B8G5A:8 ;N10O <>45@=870F8O >1>@C4>20=8O 4>;6=0 
?>445@6820BL C65 8<5NICNAO 0@E8B5:BC@C. 

 
$8AC=>: 5 3 �48=0O B5E=>;>38G5A:0O A5BL ?@54?@8OB8O 

 

�@><5 01>=5=BA:8E CA;C3 206=K< =0?@02;5=85< O2;ONBAO ?@>4C:BK 8 @5H5=8O 
?>AB@>5=8O '<=>3> 3>@>40 (Smart City). � MB> @5H5=85 2E>48B >@30=870F8O 548=KE =><5@>2 112 
(548=K9 =><5@ 2K7>20 M:AB@5==KE >?5@0B82=KE A;C61) 8 122 (548=K9 =><5@ 4;O 2A5E @538>=>2 
$( ?> 2>?@>A0< COVID-19 8 2K7>20 2@0G0 =0 4><) =0 1075 A5B8 >1I53> ?>;L7>20=8O, 0 B0:65 
@O4 DC=:F8>=0;L=KE A5@28A>2 3>@>4A:8E CA;C3 [3]. 
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$8AC=>: 6 3 #@>4C:BK 8 @5H5=8O '<=>3> 3>@>40 
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�.�. �74D>B64, �.�.  <DBLA<K9A>B, ".�. %4H4DPSA 

 

GRPC: %$��!�&��0!/� �!���� %�%&� / '����!!"�" �/�"�� 
#$"*��'$ 

 

�>=A:>9 3>AC40@AB25==K9 B5E=8G5A:89 C=825@A8B5B 2 3. $>AB>2-=0-�>=C (��&'), $>AA8O 
 

�;NG52K5 A;>20: gRPC, REST, RESTful API, :;85=B-A5@25@=>5 ?@8;>65=85, A8AB5<0 
C40;5==>3> 2K7>20 ?@>F54C@. 

 

� AB0BL5 ?@82545=K 0@E8B5:BC@K ?>AB@>5=8O API, >?8A0= A5B52>9 ?@>B>:>; gRPC, 

2K45;5=K 4>AB>8=AB20 8 =54>AB0B:8 8A?>;L7>20=8O 2K1@0==KE B5E=>;>389 4;O @50;870F88 
<>45;8 :;85=B-A5@25@. *5;L @01>BK 70:;NG05BAO 2 ?@>2545=88 A@02=8B5;L=>3> 0=0;870 A8AB5<0 
C40;5==>3> 2K7>20 ?@>F54C@ gRPC 8 2>7<>6=>ABO<8, ?@54>AB02;O5<K<8 8=B5@D59A>< 
?@8:;04=>3> ?@>3@0<<8@>20=8O (API). 

 

E.V. Agarkova, D.V. Miroshnichenko, O.A. Safaryan 

 

GRPC: COMPARATIVE ANALYSIS OF THE REMOTE PROCEDURE CALL SYSTEM 

 

Don State Technical University in Rostov-on-Don (DSTU), Russia 

 

Keywords: gRPC, REST, RESTful API, client-server application, remote procedure call system. 

 

The article presents the architecture of API construction, describes the gRPC network protocol, 

highlights the advantages and disadvantages of using the selected technologies to implement the client-

server model. The purpose of the work is to conduct a comparative analysis of the gRPC remote procedure 

call system and the capabilities provided by the application programming interface (API). 

 

� A>2@5<5==>< <8@5 A2O7L <564C ?@8;>65=8O<8 206=0 :0: =8:>340. � A2O78 A 1KAB@K< 
@0728B85< <8:@>A5@28A>2 8 @0A?@545;5==KE A8AB5< 845B ?>AB>O==K9 ?>8A: MDD5:B82=KE, 
=0456=KE 8 <0AHB018@C5<KE A?>A>1>2 2708<>459AB28O ?@8;>65=89 4@C3 A 4@C3><.  

Application Programming Interface (API) 4 MB> 8=B5@D59AK ?@8:;04=>3> 
?@>3@0<<8@>20=8O. -B8 8=B5@D59AK A;C60B ?@>3@0<<=K< ?>A@54=8:><, :>B>@K9 CAB0=02;8205B 
>?@545;5==K5 >?@545;5=8O 8 ?@028;0 4;O ?@8;>65=89, GB>1K 2708<>459AB2>20BL 8 >1I0BLAO 4@C3 
A 4@C3><. API >B25G05B 70 4>AB02:C >B25B0 >B ?>;L7>20B5;O 2 A8AB5<C, :>B>@K9, 2 A2>N >G5@54L, 
>B?@02;O5BAO >1@0B=> 87 A8AB5<K ?>;L7>20B5;N. 

API >?@545;O5B B8?K 70?@>A>2, :>B>@K5 >4=> ?@8;>65=85 (251-AB@0=8F0 8;8 <>18;L=>5 
?@8;>65=85) <>65B >B?@02;OBL 4@C3><C, 0 B0:65 CAB0=02;8205B: :0: 45;0BL MB8 
70?@>AK, :0:85 D>@<0BK 40==KE 8A?>;L7>20BL, 8 ?@0:B8:8, :>B>@K< 4>;6=K A;54>20BL 
?>;L7>20B5;8. 

% >4=>9 AB>@>=K, 2 <>=>;8B=>< ?@8;>65=88 2A5 DC=:F8>=0;L=K5 2>7<>6=>AB8 ?@>5:B0 
2:;NG5=K 2 548=K9 1;>:, B>G=55, 2 548=CN :>4>2CN 107C. % 4@C3>9 AB>@>=K, <8:@>A5@28A=0O 
0@E8B5:BC@0 2:;NG05B 2 A51O =5A:>;L:> =51>;LH8E A5@28A>2, :>B>@K5 2708<>459AB2CNB 4@C3 A 
4@C3>< A ?><>ILN B0:8E ?@>B>:>;>2, :0: HTTP. %;C61K-:><?>=5=BK, O2;ONI85AO G0ABLN 
0@E8B5:BC@K <8:@>A;C61, 2708<>459AB2CNB 4@C3 A 4@C3>< G5@57 API. �@C38<8 A;>20<8, API-

8=B5@D59AK ?>72>;ONB 2A5< A;C610<, 8=B53@8@>20==K< 2 <8:@>A5@28A=>5 ?@8;>65=85, 
?>4:;NG0BLAO 8 >1<5=820BLAO 40==K<8. 

!081>;55 G0AB> 8A?>;L7C5<K9 0@E8B5:BC@=K9 AB8;L 4 REST API. "4=0:> ?@8 ?>AB@>5=88 
API 5ABL B@8 >A=>2=K5 <>45;8: RPC (C40;5==K9 2K7>2 ?@>F54C@), REST (?5@540G0 
@5?@575=B0B82=>3> A>AB>O=8O) 8 GraphQL . � MB>9 AB0BL5 <K >AB0=>28<AO =0 ?5@2KE 42CE. 

https://www.imaginarycloud.com/blog/graphql-vs-rest/
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RPC 8A?>;L7C5B <>45;L :;85=B-A5@25@. �0?@0H820NI89 A5@25@ (4@C38<8 A;>20<8, :;85=B) 
70?@0H8205B A>>1I5=85, :>B>@>5 ?@5>1@07C5BAO RPC 8 >B?@02;O5BAO =0 4@C3>9 A5@25@. �0: B>;L:> 
A5@25@ ?>;CG05B 70?@>A, >= >B?@02;O5B >B25B >1@0B=> :;85=BC. #>:0 A5@25@ >1@010BK205B MB>B 
2K7>2, :;85=B 1;>:8@C5BAO, 0 2=CB@5==55 A>>1I5=85, ?@>E>4OI55 2=CB@8 A5@25@>2, A:@KB>. 

�@><5 B>3>, RPC ?>72>;O5B :;85=BC 70?@0H820BL DC=:F8N 2 >?@545;5==>< D>@<0B5 8 
?>;CG0BL >B25B 2 B>G=> B0:>< 65 D>@<0B5. &5< =5 <5=55, <5B>4 >B?@02:8 2K7>20 A ?><>ILN RPC 
API =0E>48BAO 2 URL-04@5A5. RPC ?>445@68205B C40;5==K5 2K7>2K ?@>F54C@ :0: 2 ;>:0;L=>9, 
B0: 8 2 @0A?@545;5==>9 A@545. 

gRPC 1K; @07@01>B0= Google :0: 2KA>:>?@>872>48B5;L=0O A@540 C40;5==>3> 2K7>20 
?@>F54C@ (RPC). "= >A=>20= =0 1>;55 @0==5< ?@>5:B5 Stubby, :>B>@K9 ?@54AB02;O; A>1>9 
2=CB@5==NN A8AB5<C RPC Google. gRPC 1K; >B:@KB 2 2015 3>4C 8 A B5E ?>@ 702>520; 
7=0G8B5;L=CN ?>?C;O@=>ABL 2 A>>1I5AB25 @07@01>BG8:>2 ?@>3@0<<=>3> >15A?5G5=8O. 

gRPC >7=0G05B C40;5==K9 2K7>2 ?@>F54C@ Google 8 ?@54AB02;O5B A>1>9 20@80=B, 
>A=>20==K9 =0 0@E8B5:BC@5 RPC. -B0 B5E=>;>38O A>>B25BAB2C5B @50;870F88 API RPC, 
8A?>;L7CNI59 ?@>B>:>; HTTP 2.0, => HTTP =5 ?@54>AB02;O5BAO =8 @07@01>BG8:C API, =8 
A5@25@C. %;54>20B5;L=>, =5B =5>1E>48<>AB8 15A?>:>8BLAO > B><, :0: :>=F5?F88 RPC 
A>?>AB02;ONBAO A HTTP, GB> A=8605B A;>6=>ABL. 

� F5;>< gRPC =0?@02;5= =0 CA:>@5=85 ?5@540G8 40==KE <564C <8:@>A5@28A0<8. "= 
>A=>20= =0 ?>4E>45 : >?@545;5=8N A;C61K, CAB0=>2;5=8N <5B>4>2 8 A>>B25BAB2CNI8E 
?0@0<5B@>2 4;O >15A?5G5=8O C40;5==>3> 2K7>20 8 B8?>2 2>72@0B0. 

�>;55 B>3>, >= 2K@0605B <>45;L API RPC =0 O7K:5 IDL (O7K: >?8A0=8O 8=B5@D59A0), 
:>B>@K9 ?@54;0305B 1>;55 ?@O<>5 >?@545;5=85 C40;5==KE ?@>F54C@. #> C<>;G0=8N IDL 
8A?>;L7C5B 1CD5@K ?@>B>:>;>2 (=> B0:65 4>ABC?=K 8 4@C385 0;LB5@=0B82K) 4;O >?8A0=8O 
8=B5@D59A0 A;C61K, 0 B0:65 AB@C:BC@K A>>1I5=89 ?>;57=>9 =03@C7:8. 

RESTful API 1K; ?@54AB02;5= $>5< (8;48=3>< 2 53> 4>:B>@A:>9 48AA5@B0F88 2000 3>40 8 
AB0; AB0=40@B>< 45-D0:B> 4;O 251-API. REST, GB> >7=0G05B Representational State Transfer, 
?@54AB02;O5B A>1>9 0@E8B5:BC@=K9 AB8;L, ?@54>AB02;ONI89 @5:><5=40F88 ?> ?@>5:B8@>20=8N 
A5B52KE ?@8;>65=89. 

gRPC 8A?>;L7C5B HTTP/2 2 :0G5AB25 B@0=A?>@B=>3> ?@>B>:>;0, GB> >15A?5G8205B 
MDD5:B82=CN ?5@540GC 42>8G=KE 40==KE, A60B85 703>;>2:>2 8 <C;LB8?;5:A8@>20=85 
=5A:>;L:8E 2K7>2>2 ?> >4=><C A>548=5=8N. gRPC 8A?>;L7C5B ?@>B>:>;L=K5 1CD5@K 2 :0G5AB25 
O7K:0 >?@545;5=8O 8=B5@D59A0 (IDL) 8 D>@<0B0 A5@80;870F88, >15A?5G820O AB@>3> 
B8?878@>20==K9, MDD5:B82=K9 8 :><?0:B=K9 >1<5= A>>1I5=8O<8. 

RESTful API 8A?>;L7C5B HTTP/1.1, E>BO <>6=> 8A?>;L7>20BL 8 HTTP/2. REST 8A?>;L7C5B 
AB0=40@B=K5 <5B>4K HTTP (GET, POST, PUT, DELETE) 4;O A2O78, 0 40==K5 <>6=> >1<5=820BL 
2 @07;8G=KE D>@<0B0E, B0:8E :0: JSON, XML 8;8 >1KG=K9 B5:AB. �K1>@ D>@<0B0 40==KE 
7028A8B >B :>=:@5B=>9 @50;870F88 8 B@51>20=89 :;85=B0. 

$0AA<>B@8< >A=>2=K5 @07;8G8O <564C gRPC 8 REST. 

API-8=B5@D59AK REST A;54CNB <>45;8 A2O78 70?@>A->B25B, :>B>@0O >1KG=> ?>AB@>5=0 
=0 HTTP 1.1. -B> >7=0G05B, GB>, 5A;8 <8:@>A5@28A ?>;CG05B =5A:>;L:> 70?@>A>2 >B =5A:>;L:8E 
:;85=B>2, <>45;L 4>;6=0 >1@010BK20BL :064K9 70?@>A 70 @07, GB>, A;54>20B5;L=>, 70<54;O5B 
@01>BC 2A59 A8AB5<K. "4=0:> API REST B0:65 <>3CB 1KBL ?>AB@>5=K =0 HTTP 2, => <>45;L A2O78 
70?@>A->B25B >AB05BAO ?@56=59, GB> =5 ?>72>;O5B API REST <0:A8<0;L=> 8A?>;L7>20BL 
?@58<CI5AB20 HTTP 2, B0:85 :0: ?>B>:>20O A2O7L 8 42C=0?@02;5==0O ?>445@6:0. 

gRPC =5 AB0;:8205BAO A ?>4>1=K< ?@5?OBAB285<. "= >A=>20= =0 HTTP 2 8 2<5AB> MB>3> 
A;54C5B <>45;8 A2O78 «:;85=B->B25B». -B8 CA;>28O ?>445@6820NB 42CAB>@>==NN A2O7L 8 
?>B>:>2CN ?5@540GC 1;03>40@O A?>A>1=>AB8 gRPC ?>;CG0BL =5A:>;L:> 70?@>A>2 >B =5A:>;L:8E 
:;85=B>2 8 >1@010BK20BL MB8 70?@>AK >4=>2@5<5==>, ?>AB>O==> ?5@54020O 8=D>@<0F8N. �@><5 
B>3>, gRPC B0:65 <>65B >1@010BK20BL «C=0@=K5» 2708<>459AB28O, ?>4>1=K5 B5<, :>B>@K5 
?>AB@>5=K =0 HTTP 1.1. 

&0:8< >1@07><, gRPC <>65B >1@010BK20BL C=0@=K5 2708<>459AB28O 8 @07;8G=K5 B8?K 
?>B>:>2>9 ?5@540G8: 

1. '=0@=K9: :>340 :;85=B >B?@02;O5B >48= 70?@>A 8 ?>;CG05B >48= >B25B. 
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2. Server-streaming: :>340 A5@25@ >B25G05B ?>B>:>< A>>1I5=89 =0 70?@>A :;85=B0. #>A;5 
>B?@02:8 2A5E 40==KE A5@25@ 4>?>;=8B5;L=> >B?@02;O5B A>>1I5=85 > A>AB>O=88 4;O 7025@H5=8O 
?@>F5AA0. 

3. �;85=BA:0O ?>B>:>20O ?5@540G0: :>340 :;85=B >B?@02;O5B ?>B>: A>>1I5=89 8, 2 A2>N 
>G5@54L, ?>;CG05B >4=> >B25B=>5 A>>1I5=85 >B A5@25@0. 

4. �2C=0?@02;5==0O ?>B>:>20O ?5@540G0: 420 ?>B>:0 (:;85=B 8 A5@25@) =57028A8<K, GB> 
>7=0G05B, GB> >=8 >10 <>3CB ?5@54020BL A>>1I5=8O 2 ;N1>< ?>@O4:5. �;85=B 4 MB> B>B, :B> 
8=8F88@C5B 8 7025@H05B 42C=0?@02;5==CN ?>B>:>2CN ?5@540GC. 

 #>445@6:0 1@0C75@>< O2;O5BAO >4=8< 87 >A=>2=KE ?@58<CI5AB2 REST API ?> A@02=5=8N 
A gRPC. % >4=>9 AB>@>=K, REST ?>;=>ABLN ?>445@68205BAO 2A5<8 1@0C75@0<8. % 4@C3>9 
AB>@>=K, gRPC ?>-?@56=5<C 25AL<0 >3@0=8G5=, :>340 @5GL 845B > ?>445@6:5 1@0C75@>2. � 
A>60;5=8N, 4;O 2K?>;=5=8O ?@5>1@07>20=89 <564C HTTP 1.1 8 HTTP 2 B@51C5BAO gRPC-web 8 
?@>:A8-C@>25=L. &0:8< >1@07><, gRPC 2 >A=>2=>< 8A?>;L7C5BAO 4;O 2=CB@5==8E/G0AB=KE A8AB5< 
(?@>3@0<<K API 2 @0<:0E A5@25@=KE 40==KE :>=:@5B=>9 >@30=870F88 8 DC=:F8>=0;L=>AB8 
?@8;>65=89). 

gRPC ?> C<>;G0=8N 8A?>;L7C5B ?@>B>:>;L=K9 1CD5@ 4;O A5@80;870F88 40==KE ?>;57=>9 
=03@C7:8. -B> @5H5=85 ;53G5, B0: :0: >=> >15A?5G8205B A8;L=> A60BK9 D>@<0B 8 C<5=LH05B 
@07<5@ A>>1I5=89. �@><5 B>3>, Protobuf (8;8 Protocol Buffer) O2;O5BAO 42>8G=K<. &B0:8< 
>1@07><, >= A5@80;87C5B 8 45A5@80;87C5B AB@C:BC@8@>20==K5 40==K5 4;O 8E A2O78 8 
?5@540G8. �@C38<8 A;>20<8, AB@>3> B8?878@>20==K5 A>>1I5=8O <>3CB 1KBL 02B><0B8G5A:8 
?@5>1@07>20=K 87 Protobuf 2 O7K: ?@>3@0<<8@>20=8O :;85=B0 8 A5@25@0. 

!0?@>B82, REST 2 >A=>2=>< 8A?>;L7C5B D>@<0BK JSON 8;8 XML 4;O >B?@02:8 8 ?>;CG5=8O 
40==KE. !0 A0<>< 45;5, 4065 =5A<>B@O =0 B>, GB> >= =5 B@51C5B :0:>9-;81> 
AB@C:BC@K, JSON O2;O5BAO =081>;55 ?>?C;O@=K< D>@<0B>< 87-70 53> 381:>AB8 8 A?>A>1=>AB8 
>B?@02;OBL 48=0<8G5A:85 40==K5 157 >1O70B5;L=>3> A;54>20=8O AB@>3>9 AB@C:BC@5. �I5 >4=8< 
7=0G8B5;L=K< ?@58<CI5AB2>< 8A?>;L7>20=8O JSON O2;O5BAO C@>25=L C4>1>G8B05<>AB8, A 
:>B>@K< Protobuf ?>:0 =5 <>65B :>=:C@8@>20BL. 

&5< =5 <5=55, JSON =5 B0:>9 ;53:89 8 1KAB@K9, :>340 @5GL 845B > ?5@540G5 
40==KE. #@8G8=0 MB>3> 70:;NG05BAO 2 B><, GB> ?@8 8A?>;L7>20=88 REST JSON (8;8 4@C385 
D>@<0BK) =5>1E>48<> A5@80;87>20BL 8 ?@52@0B8BL 2 O7K: ?@>3@0<<8@>20=8O, 8A?>;L7C5<K9 :0: 
=0 AB>@>=5 :;85=B0, B0: 8 =0 AB>@>=5 A5@25@0. -B> 4>102;O5B 4>?>;=8B5;L=K9 H03 : ?@>F5AAC 
?5@540G8 40==KE, :>B>@K9, A;54>20B5;L=>, <>65B A=878BL ?@>872>48B5;L=>ABL 8 >B:@KBL 
2>7<>6=>ABL 4;O >H81>:. 

� >B;8G85 >B gRPC, REST API =5 ?@54>AB02;O5B 2AB@>5==KE DC=:F89 35=5@0F88 :>40, 0 MB> 
>7=0G05B, GB> @07@01>BG8:8 4>;6=K 8A?>;L7>20BL AB>@>==89 8=AB@C<5=B, B0:>9 :0: Swagger 8;8 
Postman, 4;O A>740=8O :>40 4;O 70?@>A>2 API. 

!0?@>B82, gRPC 8<55B A>1AB25==K5 DC=:F88 35=5@0F88 :>40 1;03>40@O :><?8;OB>@C 
protoc, :>B>@K9 A>2<5AB8< A =5A:>;L:8<8 O7K:0<8 ?@>3@0<<8@>20=8O. -B> >A>15==> ?>;57=> 
4;O A8AB5< <8:@>A5@28A>2 , :>B>@K5 8=B53@8@CNB @07;8G=K5 A5@28AK, @07@01>B0==K5 =0 @07=KE 
O7K:0E 8 ?;0BD>@<0E. � F5;><, 2AB@>5==K9 35=5@0B>@ :>40 B0:65 >1;53G05B 
A>740=85 SDK (Software Development Kit). 

&0:65 @0AA<>B@8< 20@80=BK 8A?>;L7>20=8O 40==KE B5E=>;>389, GB>1K ?>=OBL, =0A:>;L:> 
C=825@A0;L=>9 O2;O5BAO :0640O 87 =8E. 

#@58<CI5AB20 8A?>;L7>20=8O gRPC: 

1. �KA>:>?@>872>48B5;L=0O A2O7L: 42>8G=K9 ?@>B>:>; gRPC 8 ?>445@6:0 HTTP/2 45;0NB 
53> >B;8G=K< 2K1>@>< 4;O A2O78 <564C A;C610<8 A <0;>9 7045@6:>9 8 2KA>:>9 ?@>?CA:=>9 
A?>A>1=>ABLN. gRPC <>65B >1@010BK20BL BKAOG8 >4=>2@5<5==KE ?>4:;NG5=89 8 >15A?5G8205B 
1KAB@CN A5@80;870F8N 8 45A5@80;870F8N. 

2. �>=B@0:BK A> AB@>3>9 B8?870F859. % ?><>ILN gRPC 2K >?@545;O5B5 8=B5@D59AK A;C61 
8 AB@C:BC@K A>>1I5=89 A ?><>ILN 1CD5@>2 ?@>B>:>;>2. -B> >15A?5G8205B A>1;N45=85 AB@>38E 
:>=B@0:B>2 <564C :;85=B>< 8 A5@25@><, A=860O 25@>OB=>ABL >H81>: 87-70 =54>?>=8<0=8O 8;8 
87<5=5=8O D>@<0B0 40==KE. 

https://developers.google.com/protocol-buffers
https://www.imaginarycloud.com/blog/python-vs-java/
https://www.imaginarycloud.com/blog/flask-python/
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3. #>445@6:0 ?>B>:>2>9 ?5@540G8: gRPC 87=0G0;L=> ?>445@68205B 42C=0?@02;5==CN 
?>B>:>2CN ?5@540GC, GB> >15A?5G8205B A2O7L 8 >1@01>B:C 40==KE <564C A;C610<8 2 @568<5 
@50;L=>3> 2@5<5=8. 

4. !57028A8<>ABL >B O7K:0: gRPC ?>445@68205B 35=5@0F8N :>40 4;O <=>65AB20 O7K:>2 
?@>3@0<<8@>20=8O, GB> C?@>I05B 8=B53@0F8N A @07;8G=K<8 A;C610<8 8 ?;0BD>@<0<8. 

#@58<CI5AB20 8A?>;L7>20=8O RESTful API: 
1. %>2<5AB8<>ABL A 251-:;85=B><: 251-1@0C75@K 87=0G0;L=> ?>445@6820NB RESTful API, 

GB> 45;05B 8E 8450;L=K< 2K1>@>< 4;O 2708<>459AB28O :;85=B-A5@25@ 2 251-?@8;>65=8OE. 
2. '4>1>G8B05<K5 D>@<0BK 40==KE: API-8=B5@D59AK RESTful G0AB> 8A?>;L7CNB JSON 8;8 

XML 2 :0G5AB25 D>@<0B>2 40==KE, :>B>@K5 1>;55 C4>1>G8B05<K, G5< 42>8G=K5 D>@<0BK, B0:85 
:0: ?@>B>:>;L=K5 1CD5@K. 

3. �MH8@>20=85: API-8=B5@D59AK RESTful <>3CB 8A?>;L7>20BL <5E0=87<K :MH8@>20=8O 
HTTP, :>B>@K5 <>3CB ?><>GL A=878BL =03@C7:C =0 A5@25@K 8 C;CGH8BL 2@5<O >B:;8:0. 

4. '?@>I5=85 >B;04:8 8 B5AB8@>20=8O: RESTful API, :0: ?@028;>, ;53G5 >B;06820BL 8 
B5AB8@>20BL 87-70 8E ?@>AB>BK, H8@>:>9 ?>445@6:8 8=AB@C<5=B>2 8 2>7<>6=>AB8 8A?>;L7>20BL 
AB0=40@B=K5 8=AB@C<5=BK, B0:85 :0: curl 8;8 Postman, 4;O 2708<>459AB28O A API. 

#>42>4O 8B>3 <>6=> A:070BL, GB> gRPC, B0:65 :0: 8 RESTful API 8<55B A2>8 C=8:0;L=K5 
?@58<CI5AB20 8 ?>4E>48B 4;O @07=KE AF5=0@852. gRPC >B;8G05BAO 2KA>:>9 
?@>872>48B5;L=>ABLN, AB@>3>9 B8?870F859 8 2708<>459AB285< <564C A;C610<8 2 @568<5 
@50;L=>3> 2@5<5=8, 2 B> 2@5<O :0: RESTful API 1>;LH5 ?>4E>48B 4;O 2708<>459AB28O <564C 251-
:;85=B>< 8 A5@25@><, :MH8@>20=8O 8 C4>1>G8B05<KE D>@<0B>2 40==KE. 

#@8 2K1>@5 <564C API gRPC 8 RESTful 206=> >F5=8BL 20H :>=:@5B=K9 20@80=B 
8A?>;L7>20=8O 8 B@51>20=8O. �<59B5 2 284C, GB> 2K <>65B5 8A?>;L7>20BL >15 B5E=>;>388 2 >4=>< 
?@>5:B5 4;O C4>2;5B2>@5=8O @07;8G=KE ?>B@51=>AB59. !0?@8<5@, 2K <>65B5 8A?>;L7>20BL gRPC 
4;O MDD5:B82=>9 A2O78 <564C <8:@>A5@28A0<8 8 RESTful API 4;O 8=B5@D59A>2 251-?@8;>65=89. 

&0:8< >1@07><, API-8=B5@D59AK gRPC 8 RESTful 4 MB> <>I=K5 8=AB@C<5=BK 2 0@A5=0;5 
@07@01>BG8:0, :064K9 87 :>B>@KE ?@54;0305B C=8:0;L=K5 ?@58<CI5AB20. #>=8<0O 8E A8;L=K5 
AB>@>=K, >3@0=8G5=8O 8 A>>B25BAB2CNI85 20@80=BK 8A?>;L7>20=8O, <>6=> ?@8=8<0BL 
>1>A=>20==K5 @5H5=8O 8 A>74020BL <0AHB018@C5<K5, MDD5:B82=K5 8 C4>1=K5 2 A>?@>2>645=88 
?@8;>65=8O, >B25G0NI85 20H8< :>=:@5B=K< ?>B@51=>ABO<. 

 

%#�%"� ��&�$�&'$Ы: 
1. �=4@0A8@8, �. gRPC: 70?CA: 8 M:A?;C0B0F8O >1;0G=KE ?@8;>65=89. Go 8 Java 4;O Docker 8 
Kubernetes : ?@0:B8G5A:>5 @C:>2>4AB2> / �. �=4@0A8@8, �. �C@C?C. - %0=:B-#5B5@1C@3 : #8B5@, 
2021. - 224 A. - (%5@8O «�5ABA5;;5@K O9Reilly»). - ISBN 978-5-4461-1737-6. - &5:AB : 
M;5:B@>==K9. - URL: https://znanium.com/catalog/product/1733695.  

2. "D8F80;L=0O 4>:C<5=B0F8O gRPC [-;5:B@>==K9 @5AC@A]. 3 $568< 4>ABC?0: 
https://grpc.io/docs/what-is-grpc/. 

3. �:28=>, �. Front-end. �;85=BA:0O @07@01>B:0 4;O ?@>D5AA8>=0;>2. Node.js, ES6, REST : 
?@0:B8G5A:>5 @C:>2>4AB2> / �. �:28=>, &. �0=48. - %0=:B-#5B5@1C@3 : #8B5@, 2017. - 512 A. - 
(%5@8O «�;O ?@>D5AA8>=0;>2»). - ISBN 978-5-496-02930-8. - &5:AB : M;5:B@>==K9. - URL: 

https://znanium.com/catalog/product/1739586.  

4. gRPC 8 REST: :0: gRPC A@02=8205BAO A B@048F8>==K<8 REST API [-;5:B@>==K9 @5AC@A]. 3 
$568< 4>ABC?0: https://blog.dreamfactory.com/grpc-vs-rest-how-does-grpc-compare-with-

traditional-rest-apis/. 
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�!���� !"�/) %�%&�  "�!�$'��!�3  �%&"#"�"��!�3 #"����. 
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(545@0;L=>5 3>AC40@AB25==>5 1N465B=>5 >1@07>20B5;L=>5 CG@5645=85 2KAH53> 
>1@07>20=8O «'@0;LA:89 3>AC40@AB25==K9 C=825@A8B5B ?CB59 A>>1I5=8O», 3. �:0B5@8=1C@3, 

$>AA8O 
 

!0CG=K9 @C:>2>48B5;L: 
0AA8AB5=B :0D54@K «�2B><0B8:0, B5;5<5E0=8:0 8 A2O7L =0 6. 4. B@0=A?>@B5» .. �.  >38;L=8:>2  

 

�;NG52K5 A;>20: A8AB5<K >1=0@C65=8O <5AB>?>;>65=8O ?>5740, 107>2K5 AB0=F88, A8AB5<K 
3;>10;L=>3> ?>78F8>=8@>20=8O, A8AB5<0 @048>>@85=B0F88, 8A?>;L7>20=85 8A:CAAB25==>3> 
8=B5;;5:B0. 

 

� 40==>9 =0CG=>9 AB0BL5 @0AA<>B@5=K A8AB5<K 4;O >15A?5G5=8O 157>?0A=>AB8 42865=8O 
?>574>2, ?@>0=0;878@>20=K A8AB5<K >1=0@C65=8O <5AB>?>;>65=8O ?>5740, 107>2K5 AB0=F88, 
A8AB5<K 3;>10;L=>3> ?>78F8>=8@>20=8O, A8AB5<0 @048>>@85=B0F88, 8A?>;L7>20=85 
8A:CAAB25==>3> 8=B5;;5:B0. � @57C;LB0B5 A@02=5=8O 2K45;5=0 =5>1E>48<>ABL @0728B8O 
A>2@5<5==KE A8AB5< >1=0@C65=8O <5AB>?>;>65=8O ?>5740, 8E 8=B53@0F8O 8 8A?>;L7>20=85 
8A:CAAB25==>3> 8=B5;;5:B0 4;O >1@01>B:8 8 0=0;870 40==KE. 

 

E.A. Falyaeva, K.F. Mubarakshina  

 

ANALYSIS OF NEW TRAIN LOCATION DETECTION SYSTEMS.  

TRENDS AND DEVELOPMENT 

 

Federal State Budgetary Educational Institution of Higher Education "Ural State University of 

Railway Transport", Yekaterinburg, Russia 

 

Scientific director: 

assistant of the department <Automation, telemechanics and communication on the railway transport" 
 Yu. V. Mogilnikov 

 

Keywords: train location detection systems, base stations, global positioning systems, radio 

orientation system, use of artificial intelligence. 

 

In this scientific article, systems for ensuring the safety and efficiency of train traffic are 

considered, train location detection systems, base stations, global positioning systems, a radio orientation 

system, and the use of artificial intelligence are analyzed. As a result of the comparison, the need for the 

development of modern train location detection systems, their integration and the use of artificial 

intelligence for data processing and analysis is highlighted. 

 

"15A?5G5=85 157>?0A=>AB8 42865=8O ?>574>2, <0:A8<0;L=> 1KAB@>5 D>@<8@>20=85 
A>AB02>2, >ACI5AB2;5=85 ?5@52>7>: 8 A2>52@5<5==>ABL 4>AB02:8 ?0AA068@>2 8 3@C7>2 3 MB> 
:;NG52K5 7040G8 B@0=A?>@B=KE :><?0=89 8 65;57=>4>@>6=KE >?5@0B>@>2. $07@01>B:0 
B5E=>;>38G5A:8E 8==>20F89, ?>2KH5=85 B>G=>AB8 8 =0456=>AB8 >F5=:8 <5AB>?>;>65=8O 
?>574>2 3 MB> 3;02=K5 ?5@A?5:B82=K5 =0?@02;5=8O @0728B8O 65;57=>4>@>6=>3> B@0=A?>@B0. � 
?>A;54=85 3>4K =01;N405BAO 1C@=>5 @0728B85 =>2KE A8AB5<, >@85=B8@>20==KE =0 ?>2KH5=8O 
B>G=>AB8 >?@545;5=8O <5AB>?>;>65=8O ?>5740 2 @568<5 @50;L=>3> 2@5<5=8. *5;L 40==>9 AB0BL8 
3 ?@>0=0;878@>20BL >A>15==>AB8 =>2KE A8AB5< >1=0@C65=8O <5AB>?>;>65=8O ?>5740 8 
>?@545;8BL B5=45=F88 8E @0728B8O. 
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!0 65;57=>4>@>6=>< B@0=A?>@B5 ?@8<5=ONB @07;8G=K5 A?>A>1K >1=0@C65=8O 
<5AB>?>;>65=8O ?>5740 [1]. "48= 87 =081>;55 @0A?@>AB@0=5==KE <5B>4>2 3 8A?>;L7>20=85 
107>2KE AB0=F89, :>B>@K5 70:@5?;5=K =0 65;57=>4>@>6=KE ?CBOE. �07>2K5 AB0=F88 ?>;CG0NB 
40==K5 > ?>;>65=88 ?>5740 87 A?CB=8:>2KE A8AB5< 8 ?5@540NB MB8 40==K5 2 F5=B@ C?@02;5=8O 
42865=85<. "4=0:>, A8AB5<K =0 >A=>25 107>2KE AB0=F89 B@51CNB 1>;LH8E 70B@0B =0 CAB0=>2:C 
8 M:A?;C0B0F8N. �@><5 B>3>, >=8 =5 >15A?5G820NB 4>ABC?=>ABL 40==KE ?> <5AB>?>;>65=8N 
?>5740 2 @568<5 @50;L=>3> 2@5<5=8, >A>15==> 2 <5AB0E A ?;>E>9 A2O7LN. 

� =0AB>OI55 2@5<O H8@>:> @0A?@>AB@0=5=K =>2K5 A8AB5<K 3;>10;L=>3> ?>78F8>=8@>20=8O 
(GPS), :>B>@K5 >15A?5G820NB B>G=>5 >?@545;5=85 <5AB>?>;>65=8O ?>5740. %8AB5<K =0 >A=>25 
GPS ?>72>;ONB ?>;CG8BL 8=D>@<0F8N > <5AB>?>;>65=88 ?>5740 2 @568<5 @50;L=>3> 2@5<5=8 8 
4065 2 <5AB0E A ?;>E>9 A2O7LN [2]. &0:65, ACI5AB2CNB B0:85 B5E=>;>388 ?>78F8>=8@>20=8O 
>1J5:B0 «��"!�%%», 8<5NI85 2>7<>6=>ABL 4>2>;L=> B>G=> >?@545;OBL <5AB>?>;>65=85, => 2 
MB>< A;CG05 AB>8B 2>?@>A :815@70I8I5==>AB8, ACI5AB2CNB B5E=>;>388 >?@545;5=8O 
<5AB>?>;>65=8O ?>5740 =0 >A=>25 40BG8:>2 AG5B0 >A59, => 2>7=8:05B ?@>1;5<0 >BACBAB28O 
:>=B@>;O F5;>AB=>AB8 @5;LA>2 (=5 2K?>;=O5BAO :>=B@>;L=K9 @568<) [3]. 

&0:65, 2 ?>A;54=85 3>4K 1K;8 @07@01>B0=K =>2K5 <5B>4K 8 B5E=>;>388 ?> >1@01>B:5 8 
0=0;87C 40==KE, GB> ?>72>;O5B ACI5AB25==> C;CGH8BL B>G=>ABL 8 =0456=>ABL 87<5@5=8O 
<5AB>?>;>65=8O ?>5740 [4]. 

"4=8< 87 =>2KE ?>4E>4>2 O2;O5BAO 8A?>;L7>20=85 A8AB5<K 8=5@F8>==>9 =02830F88 (INS). 
%8AB5<0 INS >A=>20=0 =0 8A?>;L7>20=88 0:A5;5@><5B@>2 8 38@>A:>?>2 4;O >?@545;5=8O 
CA:>@5=8O 8 C3;>2KE A:>@>AB59 B@0=A?>@B=>3> A@54AB20 [5]. -B0 8=D>@<0F8O 70B5< 8A?>;L7C5BAO 
4;O >?@545;5=8O <5AB>?>;>65=8O ?>5740. %8AB5<0 INS O2;O5BAO 1>;55 B>G=>9 8 =0456=>9, G5< 
A8AB5<K =0 >A=>25 107>2KE AB0=F89 8;8 GPS, 8 <>65B >15A?5G820BL 2KA>:CN B>G=>ABL 2 @568<5 
@50;L=>3> 2@5<5=8. "4=0:>, A8AB5<0 INS B@51C5B 1>;LH>9 G0AB>BK >1=>2;5=8O ?0@0<5B@>2 8 
<>65B 8<5BL >3@0=8G5==CN 4>ABC?=>ABL 40==KE 2 =5:>B>@KE <5AB0E. 

�@C3>9 =>2>9 A8AB5<>9 O2;O5BAO A8AB5<0 @048>>@85=B0F88 (RFID), :>B>@0O 8A?>;L7C5B 
@048>-B@0=A<8BB5@K 4;O >B?@02:8 8=D>@<0F88 > <5AB>?>;>65=88 ?>5740. �KA>:>G0AB>B=K5 
RFID B@0=A<8BB5@K CAB0=02;820NBAO =0 ?>5740E 8 =0 65;57=>4>@>6=KE ?CBOE. �2B><0B8G5A:85 
A8AB5<K 845=B8D8:0F88 ?>574>2 (ATC) 8A?>;L7CNB 40==K5 87 B@0=A<8BB5@>2 4;O >?@545;5=8O 
<5AB>?>;>65=8O ?>5740 8 :>=B@>;O 70 53> 42865=85<. #@58<CI5AB2>< A8AB5<K RFID O2;O5BAO 
2KA>:0O B>G=>ABL 8 =0456=>ABL 87<5@5=8O <5AB>?>;>65=8O ?>5740, 0 B0:65 2>7<>6=>ABL 
>15A?5G8BL 4>ABC?=>ABL 40==KE 2 @568<5 @50;L=>3> 2@5<5=8. 

% :064K< 4=ё< C25;8G8205BAO B5=45=F8O @0728B8O A8AB5< >1=0@C65=8O <5AB>?>;>65=8O 
?>5740, 0 B0:65 :>=B@>;O 70=OB>AB8 8 A2>1>4=>AB8 CG0AB:>2. %2O70=> MB> A B5<, GB> 
ACI5AB2CNI85 A8AB5<K >1=0@C65=8O <5AB>?>;>65=8O ?>5740 =0 >A=>25 @5;LA>2KE F5?59 
<>@0;L=> CAB0@5;8 8 8<5NB @O4 =54>AB0B:>2, A2O70==KE A 8E >1A;C6820=85<. �>;55 B>3>, >=8 
?>425@65=K 2;8O=8N 0A8<<5B@88 BO3>2>3> B>:0, >A>15==> ?@8 BO65;>25A=>< 42865=88 ?>574>2 
8 ?>425@30NBAO BO65;K< :;8<0B8G5A:8< CA;>28O< [6]. �;O :>@@5:B=>9 @01>BK =5>1E>48< 
?>AB>O==K9 :>=B@>;L $* =0 =0;8G85 O2=KE, 0 B0:65 A:@KBKE 45D5:B>2 [7].  

$0728B85 A8AB5< >1=0@C65=8O <5AB>?>;>65=8O ?>5740 >@85=B8@>20=> =0 ?>2KH5=85 
B>G=>AB8 8 =0456=>AB8 87<5@5=8O <5AB>?>;>65=8O ?>5740, 0 B0:65 =0 >15A?5G5=85 4>ABC?=>AB8 
40==KE 2 @568<5 @50;L=>3> 2@5<5=8.  "4=>9 87 =0?@02;ONI8E B5=45=F89 O2;O5BAO 8=B53@0F8O 
@07;8G=KE A8AB5<, B0:8E :0: GPS, INS, RFID 8 107>2K5 AB0=F88. &0:0O 8=B53@0F8O <>65B 
>15A?5G8BL 2KA>:CN B>G=>ABL 8 4>ABC?=>ABL 40==KE 2 @568<5 @50;L=>3> 2@5<5=8, ?>A:>;L:C 
AB@5<8B5;L=>5 @0728B85 2KA>:>A:>@>AB=>3> 42865=8O B@51C5B C25;8G5=8O G0AB>BK (C<5=LH5=85 
2@5<5=8) >1=>2;5=8O 8=D>@<0F88 > <5AB>?>;>65=88 ?>5740 [8]. 

�@C3>9 B5=45=F859 @0728B8O A8AB5< >1=0@C65=8O <5AB>?>;>65=8O ?>5740 O2;O5BAO 
8A?>;L7>20=85 8A:CAAB25==>3> 8=B5;;5:B0 8 02B><0B8G5A:>3> >1CG5=8O 4;O >1@01>B:8 8 0=0;870 
1>;LH8E >1J5<>2 40==KE. �A?>;L7>20=85 0;3>@8B<>2 <0H8==>3> >1CG5=8O <>65B ?>72>;8BL 
02B><0B8G5A:8 0=0;878@>20BL 40==K5 > ?5@5<5I5=88 ?>574>2, GB>1K C;CGH8BL B>G=>ABL 8 
=0456=>ABL 87<5@5=8O <5AB>?>;>65=8O.  >=8B>@8=3 ?>72>;8B >1;53G8BL 2=54@5=85 A8AB5<K 
15A?8;>B=KE B5E=>;>389, GB> O2;O5BAO 5Iё >4=8< 0:BC0;L=K< =0?@02;5=85< @0728B8O 
65;57=>4>@>6=>3> B@0=A?>@B0. 
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� 70:;NG5=88, <>6=> A45;0BL 2K2>4, GB> =>2K5 A8AB5<K >1=0@C65=8O <5AB>?>;>65=8O 
?>5740, B0:85 :0: INS, RFID 8 8=B53@0F8O A GPS 8 107>2K<8 AB0=F8O<8, AB0=>2OBAO 2A5 1>;55 
0:BC0;L=K<8 2 65;57=>4>@>6=>9 >B@0A;8. -B8 A8AB5<K >15A?5G820NB 2KA>:CN B>G=>ABL 8 
=0456=>ABL >?@545;5=8O <5AB>?>;>65=8O ?>5740, 0 B0:65 4>ABC?=>ABL 40==KE 2 @568<5 
@50;L=>3> 2@5<5=8. &5=45=F859 @0728B8O B0:8E A8AB5< O2;O5BAO 8=B53@0F8O @07;8G=KE A8AB5< 
>?@545;5=8O <5AB>?>;>65=8O ?>5740 8 8A?>;L7>20=85 8A:CAAB25==>3> 8=B5;;5:B0 4;O >1@01>B:8 
8 0=0;870 40==KE. 

 

%#�%"� ��&�$�&'$Ы: 
1. " @0728B88 2>7<>6=>AB59 RFID-A8AB5< [-;5:B@>==K9 @5AC@A]. 3 $568< 4>ABC?0: 

https://cyberleninka.ru/article/n/o-razvitii-vozmozhnostey-rfid-sistem. 

2. !0?@02;5=8O @0728B8O A?CB=8:>2>3> <>=8B>@8=30 65;57=>4>@>6=>3> B@0=A?>@B0 
[-;5:B@>==K9 @5AC@A]. 3 $568< 4>ABC?0: https://cyberleninka.ru/article/n/napravleniya-razvitiya-

sputnikovogo-monitoringa-zheleznodorozhnogo-transporta 

3. �5@H8=8= �. �.,  8:;8= %. �.,  >38;L=8:>2 .. �. �=54@5=85 15A?8;>B=KE B5E=>;>389 =0 
65;57=>4>@>6=>< B@0=A?>@B5, :0: D0:B>@ ?>2KH5=8O 157>?0A=>AB8 ?5@52>7>G=>3> ?@>F5AA0// 
%1>@=8: =0CG=KE B@C4>2 VII �A5@>AA89A:>9 =0CG=>-?@0:B8G5A:>9 :>=D5@5=F88: 
�=D>@<0F8>==K5 B5E=>;>388 8 :>3=8B82=0O M;5:B@>A2O7L. �:0B5@8=1C@3, 2021. A. 74-78 

4. %?>A>1 >?@545;5=8O <5AB>?>;>65=8O ?>5740 ?> 8=D@0AB@C:BC@5 65;57=>4>@>6=>3> ?CB8 2 
@568<5 @50;L=>3> 2@5<5=8, �>;>28= �. �., !03>28FK= �. %., �0;<K:>2 �. �. 

5. %5;820=>20 �. ., ,52F>20 �.�. �=5@F80;L=K5 =02830F8>==K5 A8AB5<K: CG51. ?>A>185. 3 +. 
1: "4=>:0=0;L=K5 8=5@F80;L=K5 =02830F8>==K5 A8AB5<K 3  .: �740B5;LAB2>  �&' 8<. !.-. 
�0C<0=0, 2012. 3 46 c. 

6. #0B5=B =0 87>1@5B5=85 № RU 2747818, 13.04.2023. �0O2:0 № 2020121646 >B 25.06.2020. 
7.  >38;L=8:>2 .. �. �;8O=85 BO65;>25A=KE ?>574>2 =0 @01>BC @5;LA>2KE F5?59 8 0??0@0BC@K 
��%! //&@0=A?>@B '@0;0 3 2014. - № 2(41) 3 A. 109-113 

8.  >38;L=8:>2 .. �. "F5=:0 MDD5:B82=>AB8 @5;LA>2KE F5?59 8 A@54AB2 45D5:B>A:>?88 ?@8 
2KO2;5=88 87;><>2 8 45D5:B>2 @5;LA //&@0=A?>@B '@0;0 3 2019. - № 3(62) 3 A.64-67 

9. $538AB@0F8O 8 >?@545;5=85 <5AB>?>;>65=8O 8;8 >?>7=020=8O ?>4286=>3> A>AB020 8;8 ?>5740, 
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�$�("�/� ���/ ��!!/): "%!"�!/� #"�)"�/ � #$"��&�$"��!�2 

 

'@0;LA:89 B5E=8G5A:89 8=AB8BCB A2O78 8 8=D>@<0B8:8 (D8;80;) 2 3. �:0B5@8=1C@35 
('@&�%� %81�'&�), $>AA8O 

 

�;NG52K5 A;>20: 1070 40==KE, 3@0D, 3@0D>20O 1070 40==KE, NoSQL 

 

�==>B0F8O. � =0AB>OI5< 8AA;54>20=88 02B>@0<8 ?@54AB02;5= A@02=8B5;L=K9 0=0;87 
?>4E>4>2 : ?@>5:B8@>20=8N 3@0D>2KE 107 40==KE. �K45;5=> B@8 >A=>2=KE ?>4E>40 3 
?>AB@>5=85 >@85=B8@>20==KE 3@0D>2KE ��, =5>@85=B8@>20==KE 3@0D>2KE �� 8 3@0D>2KE �� A 
<=>65AB25==K<8 3@0D0<8. #> :064><C ?>4E>4C ?@54AB02;5=K >A=>2=K5 ?@8=F8?K 
?@>5:B8@>20=8O 107 40==KE, 0 B0:65 8=AB@C<5=B0@89 @50;870F88. �0==>5 8AA;54>20=85 <>65B 
1KBL 8=B5@5A=> A?5F80;8AB0< 2 >1;0AB8 A8AB5<=>3> 0=0;870 8 ?@>5:B8@>20=8O 8=D>@<0F8>==KE 
A8AB5<, 0 B0:65 2 >1;0AB8 0=0;870 40==KE. 

 

R.V. Fatkulin, E.V. Kislitsyn 

 

Graph databases: basic design approaches 

 

Ural Technical Institute of Communications and Informatics (branch) in Yekaterinburg 

(UrTISI SibGUTI), Russia 

 

Keywords: database, graph, graph database, NoSQL 

 

Annotation. In this study, the authors present a comparative analysis of approaches to the design 

of graph databases. Three main approaches are identified 3 the construction of oriented graph databases, 

undirected graph databases and graph databases with multiple graphs. For each approach, the basic 

principles of database design are presented, as well as the implementation tools. This study may be of 

interest to specialists in the field of system analysis and design of information systems, as well as in the 

field of data analysis. 

 

�@0D>2K5 107K 40==KE 3 MB> A>2@5<5==K9 B8? NpSQL 107 40==KE, :>B>@K9 ?@54AB02;O5B 
8 E@0=8B 8=D>@<0F8N 2 2845 3@0D>2, A>AB>OI8E 87 C7;>2 (25@H8=) 8 A2O759 <564C =8<8 (@515@). 
-B>B B8? 107 40==KE ?>;CG8; 1>;LHCN ?>?C;O@=>ABL 2 ?>A;54=85 3>4K 1;03>40@O A2>59 
A?>A>1=>AB8 MDD5:B82=> <>45;8@>20BL 8 >1@010BK20BL A2O70==K5 40==K5. 

� >B;8G85 >B @5;OF8>==KE 107 40==KE, 345 40==K5 E@0=OBAO 2 B01;8F0E, 3@0D>2K5 107K 
40==KE ?>72>;ONB ?@54AB02;OBL A;>6=K5 A2O78 <564C 40==K<8. -B> >A>15==> ?>;57=> 4;O 
>1@01>B:8 40==KE, A2O70==KE A A>F80;L=K<8 A5BO<8, 35>3@0D8G5A:8<8 :0@B0<8, 
18>;>38G5A:8<8 8 <548F8=A:8<8 40==K<8, 8 <=>38<8 4@C38<8 ?@8;>65=8O<8. 

�@0D>2K5 107K 40==KE B0:65 >1;040NB @O4>< ?@58<CI5AB2 ?> A@02=5=8N A 
B@048F8>==K<8 @5;OF8>==K<8 1070<8 40==KE, 2:;NG0O 1>;55 1KAB@K9 4>ABC? : 40==K<, 1>;55 
?@>ABCN <0AHB018@C5<>ABL 8 1>;55 381:85 70?@>AK. !0 B5:CI89 <><5=B ACI5AB2C5B @0745;5=85 
3@0D>2KE 107 40==KE 2 7028A8<>AB8 >B ?@54<5B=>9 >1;0AB8 8 ?>AB02;5==>9 7040G8 ?5@54 
@07@01>BG8:0<8 107 40==KE.[1] 

 

1. "@85=B8@>20==K5 3@0D>2K5 107K 40==KE 
"@85=B8@>20==K5 3@0D>2K5 107K 40==KE (Directed Graph Databases) E@0=OB 40==K5 2 2845 

>@85=B8@>20==KE 3@0D>2. "=8 ?@54=07=0G5=K 4;O E@0=5=8O 8=D>@<0F88 > =0?@02;5=88 A2O759 
<564C C7;0<8 8 >15A?5G820NB 1KAB@K9 4>ABC? : A<56=K< C7;0<. -B> ?>72>;O5B <>45;8@>20BL 
>B=>H5=8O 8 7028A8<>AB8 <564C C7;0<8 2 1>;55 B>G=>< D>@<0B5. &0:85 107K 40==KE =081>;55 
?>4E>4OB 4;O @5H5=8O 7040G, A2O70==KE A 0=0;87>< A>F80;L=KE A5B59, <0@:5B8=3>2K< 
8AA;54>20=8O< 8 C?@02;5=8N ?@>5:B0<8. 
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"A=>2=K5 ?@8=F8?K >@85=B8@>20==KE 3@0D>2KE 107 40==KE: 
1. !0?@02;5==>ABL @515@: 2 >@85=B8@>20==>< 3@0D5 :064>5 @51@> 8<55B =0?@02;5=85, 

:>B>@>5 C:07K205B =0 B>, :0:85 25@H8=K A2O70=K 4@C3 A 4@C3><. -B> ?>72>;O5B MDD5:B82=> 
<>45;8@>20BL A;>6=K5 2708<>459AB28O <564C >1J5:B0<8. 

2. %2O7=>ABL 25@H8=: 2 >@85=B8@>20==>< 3@0D5 :0640O 25@H8=0 <>65B 1KBL A2O70=0 A 
4@C38<8 25@H8=0<8 G5@57 =0?@02;5==K5 @51@0. -B> ?>72>;O5B MDD5:B82=> <>45;8@>20BL 
7028A8<>AB8 <564C >1J5:B0<8. 

3. �;3>@8B<K >1E>40 3@0D0: >@85=B8@>20==K5 3@0D>2K5 107K 40==KE 8A?>;L7CNBAO 4;O 
MDD5:B82=>3> 2K?>;=5=8O 70?@>A>2 : 40==K<, 8A?>;L7CO @07;8G=K5 0;3>@8B<K >1E>40 3@0D0, 
B0:85 :0: >1E>4 2 3;C18=C 8 >1E>4 2 H8@8=C. -B8 0;3>@8B<K ?>72>;ONB 1KAB@> =0E>48BL 8 
>1@010BK20BL A2O70==K5 40==K5. 

#@8<5=5=85 >@85=B8@>20==KE 3@0D>2KE 107 40==KE: 
1. �5=50;>38G5A:85 45@52LO: >@85=B8@>20==K5 3@0D>2K5 107K 40==KE 8A?>;L7CNBAO 4;O 

<>45;8@>20=8O 35=50;>38G5A:8E 45@52L52, 345 :064K9 C75; ?@54AB02;O5B A>1>9 G5;>25:0, 0 
:064>5 @51@> C:07K205B =0 >B=>H5=8O <564C ;N4L<8 (@>4AB2>, 1@0: 8 B.4.). 

2. &@0=A?>@B=K5 A5B8: >@85=B8@>20==K5 3@0D>2K5 107K 40==KE 8A?>;L7CNBAO 4;O 
<>45;8@>20=8O B@0=A?>@B=KE A5B59, 345 :064K9 C75; ?@54AB02;O5B A>1>9 3>@>4 8;8 B>G:C =0 
<0@H@CB5, 0 :064>5 @51@> C:07K205B =0 <0@H@CB 8;8 4>@>3C <564C 3>@>40<8. 

3. %>F80;L=K5 A5B8: >@85=B8@>20==K5 3@0D>2K5 107K 40==KE 8A?>;L7CNBAO 4;O 
<>45;8@>20=8O A>F80;L=KE A5B59, 345 :064K9 C75; ?@54AB02;O5B G5;>25:0 8;8 ACI=>ABL, 0 
:064>5 @51@> C:07K205B =0 A2O7L <564C =8<8. � >@85=B8@>20==KE 3@0D>2KE 1070E 40==KE 
A>F80;L=KE A5B59 <>6=> E@0=8BL 8=D>@<0F8N > ?@>D8;OE ?>;L7>20B5;59, 8E 4@C7LOE, 
A>>1I5AB20E, ?>4?8AG8:0E 8 B.4. &0:85 107K 40==KE <>3CB 8A?>;L7>20BLAO 4;O @5:><5=40F88 
:>=B5=B0, 0=0;870 A>F80;L=KE A2O759, ?@54A:070=8O ?>2545=8O ?>;L7>20B5;59 8 B.4. 

#@8<5@K >@85=B8@>20==KE 3@0D>2KE 107 40==KE: 
1. Neo4j - MB> >4=0 87 A0<KE ?>?C;O@=KE >@85=B8@>20==KE 3@0D>2KE 107 40==KE. "=0 

?@54>AB02;O5B H8@>:89 A?5:B@ 2>7<>6=>AB59 4;O @01>BK A 3@0D>2K<8 40==K<8, B0:8E :0: 
1KAB@K9 4>ABC? : 40==K<, >1@01>B:0 70?@>A>2 8 B@0=70:F89, 0 B0:65 8=AB@C<5=BK 4;O 
287C0;870F88 8 0=0;870 40==KE. 

2. OrientDB - MB> <=>3><>45;L=0O 1070 40==KE, :>B>@0O ?>445@68205B >@85=B8@>20==K5 
3@0DK, 4>:C<5=BK 8 :;NG-7=0G5=85. "=0 >1;0405B <=>38<8 DC=:F8O<8, 2:;NG0O ?>445@6:C 
70?@>A>2 SQL 8 <=>3>?>B>G=>ABL, GB> 45;05B 55 >G5=L 381:>9 8 <0AHB018@C5<>9. 

3. ArangoDB - MB> <=>3><>45;L=0O 1070 40==KE, :>B>@0O ?>445@68205B 3@0DK, 4>:C<5=BK 
8 :;NG-7=0G5=85. "=0 ?@54>AB02;O5B C4>1=K9 8=B5@D59A 4;O @01>BK A 3@0D>2K<8 40==K<8 8 
8<55B <>I=K5 8=AB@C<5=BK 4;O >1@01>B:8 70?@>A>2 8 0=0;870 40==KE. 

 

2. !5>@85=B8@>20==K5 3@0D>2K5 107K 40==KE 
!5>@85=B8@>20==K5 3@0D>2K5 107K 40==KE (Undirected Graph Databases) E@0=OB 40==K5 2 

2845 =5>@85=B8@>20==KE 3@0D>2. "=8 ?@54=07=0G5=K 4;O E@0=5=8O 8=D>@<0F88 > A2O7OE <564C 
C7;0<8 157 C:070=8O =0?@02;5=8O. &0:85 107K 40==KE >1KG=> 8A?>;L7CNBAO 4;O @5H5=8O 7040G, 
A2O70==KE A 0=0;87>< A5B59 2708<>459AB28O, =0?@8<5@, 2 18>;>388 8 A>F8>;>388. 

� =5>@85=B8@>20==KE 3@0D>2KE 1070E 40==KE :064K9 C75; <>65B A>45@60BL <=>65AB2> 
0B@81CB>2 8;8 A2>9AB2, 0 @51@> <>65B A>45@60BL 4>?>;=8B5;L=K5 40==K5, B0:85 :0: 25A, <5B:C 
8;8 B8? A2O78. !5>@85=B8@>20==K5 3@0D>2K5 107K 40==KE G0AB> 8A?>;L7CNBAO 2 @07;8G=KE 
>1;0ABOE, B0:8E :0: 18>;>38O, A>F8>;>38O, 35>3@0D8O 8 8=D>@<0F8>==K5 A8AB5<K, 345 A5B8 
2708<>459AB28O =5 8<5NB >?@545;5==>3> =0?@02;5=8O. 

"4=8< 87 ?@8<5@>2 =5>@85=B8@>20==KE 3@0D>2KE 107 40==KE O2;O5BAO Neo4j. "= 
?@54>AB02;O5B 8=AB@C<5=BK 4;O E@0=5=8O 8 0=0;870 =5>@85=B8@>20==KE 3@0D>2KE 40==KE, B0:85 
:0: O7K: 70?@>A>2 Cypher, 0;3>@8B<K <0H8==>3> >1CG5=8O 8 287C0;870F8N 40==KE. �I5 >4=8< 
?@8<5@>< O2;O5BAO OrientDB, :>B>@K9 B0:65 ?>445@68205B O7K: 70?@>A>2 SQL 8 8<55B 
<=>65AB2> DC=:F89 4;O @01>BK A 40==K<8. 

!5>@85=B8@>20==K5 3@0D>2K5 107K 40==KE <>3CB 8A?>;L7>20BLAO 4;O @5H5=8O @07;8G=KE 
7040G, A2O70==KE A 0=0;87>< 8 <>45;8@>20=85< =5>@85=B8@>20==KE 3@0D>2. "=8 <>3CB 1KBL 
8A?>;L7>20=K 4;O 0=0;870 A>F80;L=KE A5B59, ?>8A:0 A>>1I5AB2 8;8 2KO2;5=8O F5=B@0;L=KE 
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C7;>2. "=8 B0:65 <>3CB 1KBL 8A?>;L7>20=K 4;O <>45;8@>20=8O 18>;>38G5A:8E A5B59, =0?@8<5@, 
4;O 0=0;870 A2O759 <564C 35=0<8 8;8 15;:0<8. 

� F5;><, =5>@85=B8@>20==K5 3@0D>2K5 107K 40==KE O2;ONBAO <>I=K< 8=AB@C<5=B>< 4;O 
E@0=5=8O, >1@01>B:8 8 0=0;870 =5>@85=B8@>20==KE 3@0D>2KE 40==KE. "=8 ?>72>;ONB 
MDD5:B82=> @01>B0BL A 1>;LH8<8 >1J5<0<8 40==KE 8 ?@8<5=OBL @07;8G=K5 0;3>@8B<K 4;O 
0=0;870 AB@C:BC@K 3@0D>2 8 2KO2;5=8O 70:>=><5@=>AB59 2 40==KE. 

 

3. �@0D>2K5 107K 40==KE A <=>65AB25==K<8 3@0D0<8 

�@0D>2K5 107K 40==KE A <=>65AB25==K<8 3@0D0<8 (Multi-Graph Databases) ?@54=07=0G5=K 
4;O E@0=5=8O 8 >1@01>B:8 =5A:>;L:8E 3@0D>2 2 >4=>9 1075 40==KE. "=8 ?>72>;ONB MDD5:B82=> 
@5H0BL 7040G8, A2O70==K5 A 0=0;87>< =5A:>;L:8E A5B59 2708<>459AB28O, =0?@8<5@, 2 >1;0AB8 
18>8=D>@<0B8:8 8 <0H8==>3> >1CG5=8O. 

&0:85 107K 40==KE <>3CB 1KBL ?>;57=K<8 4;O @07;8G=KE ?@8;>65=89, 345 40==K5 <>3CB 
8<5BL =5A:>;L:> 0A?5:B>2 8;8 :>=B5:AB>2, :>B>@K5 <>3CB 1KBL ;CGH5 ?@54AB02;5=K 2 2845 
>B45;L=KE 3@0D>2. !0?@8<5@, 2 A>F80;L=KE A5BOE :064K9 3@0D <>65B ?@54AB02;OBL ?@>D8;L 
?>;L7>20B5;O, 53> A2O78 8 0:B82=>ABL 2 A5B8. 

"4=8< 87 ?@8<5@>2 3@0D>2KE 107 40==KE A <=>65AB25==K<8 3@0D0<8 O2;O5BAO 1070 40==KE 
Amazon Neptune. "=0 ?>72>;O5B A>74020BL 8 C?@02;OBL =5A:>;L:8<8 3@0D0<8 2=CB@8 >4=>9 107K 
40==KE 8 ?@54>AB02;O5B 2>7<>6=>AB8 4;O 2K?>;=5=8O A;>6=KE 70?@>A>2 =0 <=>38E 3@0D0E 
>4=>2@5<5==>.[4] 

&0:65 ACI5AB2CNB 4@C385 3@0D>2K5 107K 40==KE A ?>445@6:>9 <=>65AB25==KE 3@0D>2, 
B0:85 :0: ArangoDB 8 OrientDB. 

 

Neo4j, OrientDB 8 ArangoDB - MB> =081>;55 ?>?C;O@=K5 3@0D>2K5 107K 40==KE, :>B>@K5 
?@54>AB02;ONB <>I=K5 8=AB@C<5=BK 4;O E@0=5=8O, >1@01>B:8 8 0=0;870 3@0D>2KE 40==KE. "=8 
8<5NB @07;8G=K5 ?@58<CI5AB20 8 =54>AB0B:8, :>B>@K5 <>3CB >?@545;OBL, :0:CN 107C 40==KE 
A;54C5B 8A?>;L7>20BL 2 :>=:@5B=>< A;CG05. 

 

!865 ?@82545=K >A=>2=K5 A@02=8B5;L=K5 E0@0:B5@8AB8:8 Neo4j, OrientDB 8 ArangoDB: 
1. /7K: 70?@>A>2: 
• Neo4j 8A?>;L7C5B O7K: 70?@>A>2 Cypher, :>B>@K9 ;53:> G8B05< 8 8=BC8B82=> ?>=OB5=. 
• OrientDB 8A?>;L7C5B SQL 4;O 3@0D>2KE 107 40==KE, 0 B0:65 8<55B A>1AB25==K9 O7K: 

70?@>A>2 Gremlin. 
• ArangoDB 8A?>;L7C5B AQL (ArangoDB Query Language), :>B>@K9 A>G5B05B 2 A515 SQL, 

Cypher 8 Gremlin, ?>72>;OO 8A?>;L7>20BL @07;8G=K5 O7K:8 4;O 70?@>A>2. 
2.  >45;L 40==KE: 
• Neo4j 8A?>;L7C5B ?@>?@85B0@=CN <>45;L 40==KE, :>B>@0O A>AB>8B 87 C7;>2 8 A2O759. 
• OrientDB 8 ArangoDB 8A?>;L7CNB 381@84=K5 <>45;8 40==KE, :>B>@K5 <>3CB 1KBL 

8A?>;L7>20=K :0: 4;O 3@0D>2KE, B0: 8 4;O 4>:C<5=B=KE 107 40==KE. 
3. $0A?@545;5==>ABL: 
• Neo4j ?>445@68205B B>;L:> <0AB5@-A;592 @5?;8:0F8N, 0 H0@48=3 2  @50;87C5BAO G5@57 

4>?>;=8B5;L=>5 ?@>3@0<<=>5 >15A?5G5=85. 
• OrientDB ?>445@68205B :0: <0AB5@-A;592 @5?;8:0F8N, B0: 8 H0@48=3 40==KE. 
• ArangoDB 8<55B 2AB@>5==CN ?>445@6:C 4;O <0AB5@-A;592 @5?;8:0F88 8 H0@48=30 

40==KE. 
4.  0AHB018@C5<>ABL: 
• Neo4j 8<55B >3@0=8G5=8O =0 3>@87>=B0;L=CN <0AHB018@C5<>ABL 87-70 A2>59 <>45;8 

40==KE 8 @50;870F88 @5?;8:0F88. 
• OrientDB 8 ArangoDB ;CGH5 <0AHB018@CNBAO 3>@87>=B0;L=>, B0: :0: >=8 ?>445@6820NB 

@0A?@545;5==K5 2KG8A;5=8O 8 H0@48=3 40==KE. 
5. #@>872>48B5;L=>ABL: 

 
2 ,0@48=3 - <5B>4 @0745;5=8O 8 E@0=5=8O 548=>3> ;>38G5A:>3> =01>@0 40==KE 2 2845 <=>65AB20 107 40==KE 
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• Neo4j >1KG=> AG8B05BAO =081>;55 ?@>872>48B5;L=>9 3@0D>2>9 107>9 40==KE 87-70 A2>59 
?@>?@85B0@=>9 <>45;8 40==KE 8 <=>38E >?B8<870F89. 

• OrientDB 8 ArangoDB >15A?5G820NB E>@>HCN ?@>872>48B5;L=>ABL 1;03>40@O A2>59 
381@84=>9 <>45;8 40==KE 8 2>7<>6=>AB8 @0A?@545;5==KE 2KG8A;5=89.[3] 

#@8 2K1>@5 <564C Neo4j, OrientDB 8 ArangoDB A;54C5B CG8BK20BL 8E A8;L=K5 8 A;01K5 
AB>@>=K, 0 B0:65 B@51>20=8O : ?@>5:BC, GB>1K >?@545;8BL, :0:0O 1070 40==KE ;CGH5 2A53> 
?>4E>48B 4;O :>=:@5B=>9 7040G8. 

�A;8 ?@>5:B B@51C5B ?>;=>ABLN 3@0D>2>9 107K 40==KE A ?>445@6:>9 ACID-B@0=70:F89 8 
A8;L=K< D>:CA>< =0 3@0D>2KE 0;3>@8B<0E, B> Neo4j <>65B 1KBL =08;CGH8< 2K1>@><. Neo4j 
8<55B 1>30BK9 =01>@ 8=AB@C<5=B>2 4;O @01>BK A 3@0D0<8, B0:8E :0: Cypher Query Language, 8 
H8@>:> 8A?>;L7C5BAO 2 >1;0ABOE, B0:8E :0: A>F80;L=K5 A5B8, @5:><5=40B5;L=K5 A8AB5<K 8 
18>8=D>@<0B8:0. 

"4=0:>, 5A;8 ?@>5:B B@51C5B 1>;55 381:>9 107K 40==KE, :>B>@0O <>65B E@0=8BL :0: 
3@0D>2K5, B0: 8 =5AB@C:BC@8@>20==K5 40==K5, OrientDB 8 ArangoDB <>3CB 1KBL ;CGH8<8 
2K1>@0<8. OrientDB 8<55B 4>:C<5=B>-3@0D>2CN <>45;L 40==KE, GB> ?>72>;O5B E@0=8BL 40==K5 
:0: 3@0DK, B0: 8 4>:C<5=BK 2 >4=>9 1075 40==KE. ArangoDB 8<55B <=>3><>45;L=CN 0@E8B5:BC@C, 
GB> ?>72>;O5B E@0=8BL 40==K5 :0: 3@0DK, 4>:C<5=BK 8 :;NG-7=0G5=85. 

�@><5 B>3>, ArangoDB ?>445@68205B 0A8=E@>==K5 70?@>AK, GB> <>65B 1KBL 206=> 4;O 
?@8;>65=89 A 2KA>:>9 =03@C7:>9, 0 OrientDB 8<55B 2AB@>5==CN ?>445@6:C SQL, GB> <>65B 1KBL 
?>;57=K< 4;O ?@>5:B>2, :>B>@K5 C65 8A?>;L7CNB SQL-70?@>AK. 

�K1>@ <564C Neo4j, OrientDB 8 ArangoDB 7028A8B >B :>=:@5B=KE ?>B@51=>AB59 ?@>5:B0. 
#@8 2K1>@5 A;54C5B CG8BK20BL B@51>20=8O : <>45;8 40==KE, B@51>20=8O : ?@>872>48B5;L=>AB8 
8 4>ABC?=>AB8, 0 B0:65 B@51>20=8O : 381:>AB8 8 @0AH8@O5<>AB8. 

�@0D>2K5 107K 40==KE O2;ONBAO <>I=K< 8=AB@C<5=B>< 4;O E@0=5=8O 8 0=0;870 A;>6=KE 
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