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Pa3paborunk (-u) paboueil mporpamMmmsi:

K.T.H. JIOLICHT / A.B. Kycaiikus /
IIOAITHNCH

CTapILUi NpernoaaBaTeb / A.E. KameHckoB /
oAU Ch

VYTBepxkneHa Ha 3aceqanuu Kadeapsl nHpopMauoHHbIX cucteM u TexHosoruii (MCT) mporokon ot
27.11.2025 1. Ne 3

3aBeayromuit kadeapoit UCT /.. Bypym6aes /
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1. MECTO JUCHUILJIMHBI B CTPYKTYPE OBPA3OBATEJbHOM ITPOI'PAMMBI

Jucuumuna b1.0.22 OcHoBbI HH(OpMAIIMOHHON 0€30IaCHOCTH OTHOCUTCS K YacTH, 00s3aTeIbHON

94acTH 00pa30BaTeIbHOMN MPOrPaMMBI.

OIIK-3 CnocoGeH mpuUMEHSATh METOJbI IMOMCKa, XpaHEeHus, 00padOTKH, aHAIM3a U TIPEICTABJICHHS B
TpebyemoM (opmare nHGOPMALIMK U3 PA3THYHBIX UCTOYHUKOB M 0a3 JaHHBIX, COOIOAst TIPU STOM
OCHOBHBIC TpeOOBaHMS HHPOPMAITMOHHON OE30ITaCHOCTH

[IpenmectByromue
IIPAKTUKU

NUCHUILIINHBI u

b1.0.07 UadopmaTuka

b1.0.13 Hudposast 06paboTka cUrHaaoB

b51.0.18 KommnbroTepHOE MOIETUPOBAHUE

b1.0.24 OcHOBBI TEIEKOMMYHHKAILINI

52.0.01(Y) YuecOHas (03HAKOMHTEIbHAS) TPAKTHKA

JIMCIMTUIMHBI W TPAKTUKH, H3y4aeMble
OJIHOBPEMEHHO C JAHHOW JUCIUILIMHOMN

[Tocnenyromuye TUCIUTIINHBI U PAKTHKA

b3.01(Z1) BwmoaHeHue wu
KBUTH(DUKAIIMOHHOM pabOThI

3aiuTa BLIHYCKHOﬁ

I[I/ICI_[I/IHJ'II/IHB. MOKET pC€aIn30BbLIBATLECA C IMPUMCHCHHUEM JUCTAHIIMOHHBIX 06pa3OBaTeJ'IBHLIX

TEXHOJIOTHUH.

2. TPEBOBAHMS K PE3YJIIBTATAM OCBOEHUSA JUCIIUITJIMHbI

B pesynbTare 0cBOEHUS AUCUMILIMHBI O0YYaIOUIUICS AOKEH JTEMOHCTPUPOBATH PE3YJIbTATHI
00y4yeHHs, KOTOPbIe COOTHECEHBI C MHMKATOPaMU IOCTHKEHUS KOMITETCHIIMH:

KOMIIETEHITUH

KOI[ U HAMMCHOBAHUC UHUKATOPA NOCTHIKCHUA

Pesynbrarel 00ydeHust Mo JUCITUTITMHE

OIIK-3 CniocobeH mpruMeHSTh METO/IbI IOUCKA, XpaHeHHsI, 00pabOoTKHU, aHAIN3a U
npecTaBieHus B TpedyeMoM popmare nHpOpMaluy U3 pa3IMYHbIX UICTOYHUKOB U 0a3
JAHHBIX, COOJII01asl PU ATOM OCHOBHBIE TpeOOBaHUs HMHPOPMAIIMOHHOMN 0€30MacHOCTH

OIIK-3.3 VYmeer pemarb

nH(MOPMAIIMOHHON OE€30MMaCHOCTH

3a/la4d  aHAJIN3A,
00pabOTKH JaHHBIX C MOMOIIBI0 COBPEMEHHBIX
cpenctB mUGppPOBON BBHIYUCIUTEIBHON TEXHHUKH,
uX TmpexactaBieHuss B TpeOyemoM (dopmare,
cobmroiass MpU STOM OCHOBHBIE TpPEOOBaHUS

YmMeer pemaTh 3aJauyd  aHAIMU3a,
00paboTku JaHHBIX c IIOMOII[BIO
COBPEMEHHBIX CPEICTB 1 poBoi
BBIUHCIIUTEIIHHOM TEXHHKH, X
npeAcTaBieHus B TpeOyemom ¢dopmare,
coOroaas npu 3TOM OCHOBHEIC
TpeOOBaHMS uH()OpPMAITMOHHOM
0€30IMacHOCTH




3. OFBEM JIJUCIATIIMHBI

OO61ast TpyA0€MKOCTh TUCHUTUTHHBI COCTABISAET 3 3a4ETHBIX SMHHII.
JucuuniHa u3yqaercs:

10 OYHOH opMe 00yueHusi — B 7 ceMecTpe

dopma TPOMEKYTOUYHOU ATTECTALMU 110 JTUCIUIUIMHE — 3a4€eT

3.1 Ounas ¢popma odyuenus (O)

. Bcero Cemectp

Buapr yaeOHO# paboThI 4ACOB 7
AyautopHasi pabora (Bcero) 52 52
Jlexnuu (JIK) 34 34
[TpakTnueckue 3anstus (I13) 18 18
B ToM uncie B HHTEpakTUBHOM opme 2 2
CamocrosiTesibHasi padoTa (Bcero) 47 47
PaboTa Ha/i KOHCIICKTaMHU JICKIIHH 20 20
[ToaroToBka K NPpaKTUYECKUM 3aHITUIM 27 27
KonTpoas (Bcero) 9 9
IToaroToBka Kk ciaye 3a4yera 2 2
Crnaua 3auera 7 7
O0masi TPYA0€eMKOCTh AMCIUTIIMHBI 108 108




4. COAEP KAHUE JUCHUIJIAHBI IO BUJIAM YUEBHBIX 3AHATHUI

4.1 Conepxxanme JeKIHMOHHBIX 3aHATHI

No O0BeM B yacax
a3):[ena_ HaumeHnoBaHMe JEKIIMOHHBIX TEM (pa3aesoB)
P JUCHMIUTMHBI M UX COJIEPKAHUE O 3
JUCIUILINHGI
1 KomniexkcHsblii MOXXO0M K o0ecrevYeHNI0

HH(OPMAIMOHHOH 0€30IaCHOCTH

Baenenue B punocoduro nHbopMaimoHHOH 6€30MacHOCTH.
VYnpasienue puckamMu HHHOPMAITMOHHOH 0€301TacHOCTH. 12
[omuTukK 1 cTanAapTHl HHPOPMAITMOHHON 6€30MaCHOCTH.
[IpaBoBbIE M1 HOpMaTHBHBIE OCHOBHI Mb.

[TocTpoenue cucrtembl MeEHEIKMEHTAa HH(GOPMALMOHHON
6ezonacuoct (CMUB)

2 3ammTa 0T HECAaHKIMOHHPOBAHHOIO [OCTyHma K
HH(OpPMaALH B KOMIIBIOTEPHBIX CHCTEMAaX

OcCHOBHBIE KOHIIETIIIMA KOHTPOJISI TOCTYyIA.
Wnentudukanys, ayreHTHQHUKANNS, aBTOpU3anus U ayauT | 10
(momens IAAA).

3amuTa nepuMeTpa U CErMEHTALUS CETH.
be3onacHOCTh onepanoOHHbIX CUCTEM.
NHxeHepHO-TeXHUYEeCKas 3allluTa HHPOPMAaIIIH.

3 Kpunrorpadpunueckne meroasl 3aluTel HH(POPMALIUH
Ucropus u ocHoBbl kpunrorpaduu. Kpunrorpapuyeckue
IPUMUTHUBBI.

CHUMMeTpHUYHbIE KPUITTOCUCTEMBI.

AcuUMMeETpUYHBIE  KPUIITOCHCTEMBl W yHpaBieHWe | 4

KITFOYaMH.
Wndpactpykrypa otkpbIThix kitouei (PKI) m mudpossie
CepTU(HKATEHI.

Kpunrorpaguyeckne  MpOTOKONBI M TPHUKIAJHOE
NpUMEHEHHE.
4 3ammTa oT BPeIOHOCHBIX POrPaMM

TakcoOHOMUS ¥ SBOITIOLIUST BPEJIOHOCHBIX TIPOTPAMM.
TexHuku paboThl U CKpBITHS BpegoHocHoro I10.
Metonpl 0OHapyKeHUST W 3alMThl (KJIaccUyeckue u | §
COBpPEMEHHBIE).

[Iporpammebl-BeiMorarenu (Ransomware) kak rioOanbHast
yrposa.

[Tpaktrkym no ananuzy BpegonocHoro I10 (BBeneHwue).

BCEI'O | 34




4.2 Copep:xaHue NPaAKTHYECKUX 3aHATHI

No Ne paznena . O0bemM B yacax
HaumeHoBaHue nMpakTHYECKUX 3aHITUI
n/a JUCIHUIIINHBI O 3
1 1 3amuTa HHGOPMAITUH C TIOMOIIBIO TTAPOJIS 2
2 Peanuzanus cereBoil cerMeHTallMd W HAaCTpOMKa )
MEKCETEBOI0 dKpaHa
3 2 AHanu3 cereBoro Tpaduka 2
4 2 HccnenoBanmne ys3BUMOCTEH CeTEBBIX CIyKO Ha 4
npumepe OWASP Mutillide u Metaspoitable
5 4 OCHOBBI BUPYCOJOTHHI 2
6 4 H3ydenue ys3BuMocteit antupupycHoro I10 2
7 3 [IpakTHyeckoe IpUMEHEHHUE XAII-(DYHKIHH 2
8 3 [IpakTnueckoe NPUMEHEHHE CHUMMETPUYHBIX )
mudpoB
BCEI'O | 18

4.3 CopnepxxaHue JJa00PATOPHBIX 3aHATHI
[I;manoM HE IpPeayCMOTPEHO

5. MIEPEYEHb UHHOBAILIMOHHBIX ®OPM YUEBHBIX 3AHATUI

No O0BeM B Bun Hcnonb3yemsbie
0 /;1 Tema yacax y4eOHBIX | HMHHOBAIMOHHBIE
O 3 | 3aHATUi (hOpMBI 3aHITHIA
Jleknusa C
. WHTEPAKTHBHBIM
KoMIiekcHplli  MoaxoA K 00ECHedeHHUIo .
1 N 4 2 Jlekinii  |TecToM TUIA
nH(GOPMaIlMOHHOMN 0€30MacHOCTH
MPOBEPKU yCBOCHUS
MaTepuasa
. [IpakTrue
Peanu3anusi  ceTeBOil  CerMEHTAllUU | .
2 o 2 CKOe Mo3roBoii mrypm
HACTPOIKa MEKCETEBOTO IKpaHa
3aHITHE
BCEI'O 6 2




6. IEPEYEHb YUEBHBIX 3AHATHI, PEAJIN3YIOIUX IPAKTUYECKYIO
IHOAI'OTOBKY

[limanoMm He peayCMOTPEHO

7 YYEBHO-METOJAUYECKOE U UTHOOPMALIMOHHOE
OBECIIEYEHHME 110 JMCIIUITJIMHE

6.1 Cnucox 0OCHOBHOI JTUTEPATYPBHI

1. ®omun, [1. B. Unpopmanmonnas 6€30macHOCTD [ DIEKTPOHHBIN pecypc]: yueo.- MeTo 1. mocooue
/ A.B. ®omun; AMI'Y, ®Mul. — bnaroemenck: M3n-Bo Amyp. roc. ys-ta, 2017. - 60 c.
http://irbis.amursu.ru/DigitalLibrary/AmurSU Edition/7371.pdf

2. Opnoga, U. B. Undpopmaruka. Ilpaktuueckue 3aganus / Y. B. OpnoBa. — 2-e uzn., crep. —
Cankr- IletepOypr : Jlanb, 2024. — 140 c. — ISBN 978-5-507-47294-9. — TekcT : 3JIEKTPOHHBIH //
Jlanp : snekTpoHHO- Oubnmoreuynas cucrema. — URL: https:// e.lanbook.com/ book/358664 (mara
obpamenus: 10.02.2026). — Pesxxum gocTyna: A aBTOPHU3. MOJIB30BATENCH.

3. Baykos, A. A. 3amura undpopmanuu : yueOHUK U1t By30B / A. A. BHykoB. — 3- e u3n., nepepad.
u non. — Mocksa : U3narensctBo IOpaiit, 2025. — 161 ¢. — (Bricmiee o6pa3oBanue). — ISBN 978-
5-534-07248-8. — Texkcr : anekrponnbiit // ObpaszoBatenbHas 1iardgopma FOpaiit [caiir]. — URL:
https:// urait.ru/ bcode/561313 (naTa oopamenns: 10.02.2026).

4. Ilernos, A. 0. 3amuTa uHGOpPMALIMU: OCHOBBI TeOpHH : yueOHUK 1uig By30B / A. 1O. Illernos,
K. A. IllermoB. — Mocksa : U3marensctBo Opaiit, 2025. — 349 ¢. — (Bricmee obpa3oBanue). —
ISBN 978-5-534-19762-4. — Texkct : anekTpoHHbli // Obpa3oBarenbHas miatdopma FOpait [caiir].
— URL: https://urait.ru/bcode/561077 (nata obpamenus: 10.02.2026).

5. Kazapun, O. B. IIporpammuO- ammapaTHble CpeICTBA 3alIUThl HHPOpPMAIMH. 3aliuTa
MpOrpaMMHOTO obecrieueHus : y4eOHUK U mpakTukyM ais By3oB / O. B. Kazapun, A. C. 3a6a0ypuH.
— Mocksa : U3natenbctBo FOpaiit, 2025. — 312 ¢. — (Bricmee obpazoBanue). — [ISBN 978-5-9916-
9043-0. — Texkcr : amekTpoHHBIN // O6pa3oBatenpHas tatrgopma FOpaiit [caiit]. — URL: https://
urait.ru/ bcode/562070 (mara obpamenus: 10.02.2026).

6. Kopab6enbankos, C. M. Ilpectymienus B chepe nHPOPMAIMOHHONW 0€30MacHOCTH : yuyeOHOe
nocobue g By3oB / C. M. KopabGenbHukoB. — MockBa : M3narensctBo FOpaiit, 2024. — 111 ¢. —
(Bricmiee o6pazoBanue). — ISBN 978-5-534-12769-0. — Texkcr : anexTpoHHbIi // Obpa3oBaTenbHast
wiatgopma FOpaiit [caiit]. — URL: https:// urait.ru/ bcode/543351 (nara obpamenus: 18.03.2025).

6.2  Cnucok 10NOJHUTEIbHON JTUTEPATYPHI

1. Infosec Training and Penetration Testing | Offensive Security. [DnexkTpoHHbIl pecypc] —
OnexrpoH. Jlan. — Pexum mocryna: https://www.offensive-security.com/ - 3ari. ¢ 3kpaHa.

2. Kali Linux | Penetration Testing and Ethical Hacking Linux Distribution [DnexTpoHHBbIi
pecypc] — Dnekrpon. [an. — Pexxum nocrymna: https://www .kali.org/ - 3ari. ¢ skpaHa.

3. Unctpymentst Kali Linux — Cincok MHCTpYMEHTOB Ul TECTHPOBAHMS HA TIPOHUKHOBEHHE
Y WX ONMCcaHue. [DIEKTPOHHBIN pecypc| — DiekTpoH. naH. — Pexxum pocryma: https://kali.tools/ - 3arm.
C 9KpaHa.

6.3 UndopmannonHoe obecneyenue (B T.4. UHTEPHET-PECYPCHI).
1. Enunas snexTpoHHas oOpazoBarenbHast cpeaa unctutyra: URL:http://aup.uisi.ru
2. Enunas nHayuHo-oOpa3oBarenbHas dnektporHas cpena (E-HODC) YpTUCH http://aup.uisi.ru/

3. OnexrponHsli katanok ABK ASBOOK
4. Hayunas snektponnast oubnuoreka (HOB) elibrary http://www.elibrary.ru
5. EnuHoe okHO jocTyma kK 00pa3oBaTeNbHEIM pecypcam http://window.edu.ru/


http://aup.uisi.ru

7 MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JJUCIHHUIIJINHBI U TPEBYEMOE
ITPOI'PAMMHOE OBECIIEYEHUE

HaunmenoBanue ayautopui,
KaOMHETOB, 1abopaTopuit

Bun zaparui

O6opynoBanue,
IIpOrpaMMHOE 0OecreueHne

ayn. 408 (V pumckast)
VHuBepcaibHast UHTEPAKTUBHAS
aymuropus kadeapst U'T u MC

JCKIIMOHHBIC
3aHATUA

VYueOHast ay TUuTOpHS ISl IPOBEICHUS YUeOHBIX
3aHATHH (3aHATUN JIEKIIMOHHOTO THUTIA),
OCHAII[EHHAs! 000PYI0OBaHUEM U TEXHUYECKUMU
cpeacTBaMu o0ydeHus: KomriekT
CHEIMAM3UPOBAHHON yueOHON Mebenu (CTOIIbI
U CTYJIbS - pabouure MecTa 00yqarouXxcs |
npernoaaBaTens), 10CKa ay JuTOpHasi;
NIEPCOHAIBHBIN KOMIBIOTEP, TPOEKTOP, KpaH
JuUts ipoekTopa; Beixon B IHTEpHET M nocTyn B
3JICKTPOHHYIO MH(GOPMAIIMOHHO-
00pa30oBaTeNbHYIO CPEy OpraHU3aIIH.
[IporpamMmmMHoOe obecrieueHue:

Kaspersky Endpoint Security; Google Chrome;
PDF24; Foxit PDF Reader, FastStone; VLC;
7Z1P; MoiOduc;

AnyLogic Education; Koncynsrant+; DjVU
Reader; DosBox; SMathStudio; VirtualBox;
Kowmnac 3D; MongoDB Compass; Microsoft
SSMS; Sublime Text; VirtualBox; Virtual
Studio; Visual Studio Code; SWI-Prolog;
Teams; WampServer; WinDjView;
Koncynprant+; Onepannonnas cucrema Linux
(cBoOOIHO pacnpocTpanseMas, tutieH3ust GNU
GPL).

ayn. 420

VYueOHnas nabopaTopus Kadeapbl
UTuMC

«BrranciurenpHas TEXHUKA H
UH(POPMALIMOHHBIE TEXHOIOTUID)

IMPAKTUYCCKUC
3aHATUA

YyeOHast ayiuTOpus AJIs MPOBEIEHUS Y4EOHbBIX
3aHATUH (3aHATHI J1abOPaTOPHOTO,
CEMHHAPCKOT0 THIIA, TPYIIOBBIX U
WHIMBUTYJIBHBIX KOHCYJIBTAINH, TEKYIIETO
KOHTPOJISI U TPOMEKYTOYHOM aTTeCTaInm),
OCHAIIEeHHas 000pyIOBaHHEM U TEXHUYCCKIMHU
cpenctBamu oOyueHusi: Komruiek
CIeNMaTU3UPOBAHHON yueOHOUM Mebenu (CTOIBI
U CTYJbs — paboure MecTa 00yJarommxcs 1
npernoaBaTess), J0CKa ayAuTOpHasl,
MEPCOHAIBHBIE KOMITBIOTEPHI.

Jlabopatopnoe o60opy10BaHuE:

—IIK DEXP Atlas H370 ;

— IIpoexrop VIEWSONIC PG706HD.

Brixon B IHTepHET U JOCTYM B 3JIEKTPOHHYIO
UH(POPMAIMOHHO-00Pa30BaTENBHYO CPELy
OpraHHU3aIliy, B TOM YUCIE ¢ PA0OUYUX MECT
oOyyJaronuxcsi.

[IporpamMmHoOe obecrieueHue:

Kaspersky Endpoint Security; Google Chrome;
PDF24; Foxit PDF Reader; FastStone; VLC;




7Z1P; MoitOduc;

Android Studio; AnyLogic Education; Arduino
IDE; Eclipse; Eclipse; Koncynbrant+;
Beekeeper Studio; DjVU Reader; DosBox;
GNS3 (Graphical Network Simulator); GPSS
World Core (Ctynenueckas Bepcus); GPSS
Studio; SMathStudio; VirtualBox; Kommac 3D;
InkScape; Multisim. IntellijIDEA; OpenJDK;
Krita; LISP; MicroSIP; MongoDB Compass;
Mozilla Firefox; MySQL Server; MySQL
Workbench; Node.js; Notepad++; Postman;
PostgreSQL; PuTTY; PyCharm Community;
QT Designer; Ramus; Scilab; Microsoft SSMS;
Sublime Text; Teams; VirtualBox; Virtual
Studio; Visual Studio Code; WampServer;
WinDjView; WireShark; NanoCAD +; XAMPP;
FileZilla; Blender, OmnepanuoHHas cuctema
Linux (cBo60HO pacnpocTpaHsieMasi, TULEH3Hs
GNU GPL).

ayn. 420

VYuebnas naboparopus Kadeaps
UTuMC

«BbruncnaurenbHas TEXHUKA U
UH(QOPMALIMOHHBIE TEXHOJIOTUID)

IMPAKTUYCCKUC
3aHATUA

VYueOHas ayuTOpHS I IPOBEACHUS yUeOHBIX
3aHATHHN (3aHATUH Ta00PaTOPHOTO,
CEMHHAPCKOT0O THIIA, TPYIIIOBBIX U
WHMBUIYAIbHBIX KOHCYJBTAINH, TEKYIIETO
KOHTPOJISI ¥ IPOMEKYTOUHOW aTTECTAIIHNN),
OCHaIlleHHasi 000pyI0BaHHEM U TEXHUYECKUMHU
cpeacTBaMu o0ydeHus: Komrek
CHEIMAM3UPOBAHHON yueOHON Mebenu (CTOIIbI
U CTYJIbs — pabodre MecTa 00yJaroIuxcs 1
IpernoaaBarte’s), T0cka ay JuToOpHasl,
NIePCOHATBHBIC KOMITBIOTEPHI.

JlaGopaTopHoe 06opynoBaHuUE:

—TIK DEXP Atlas H370 ;

— IIpoexrop VIEWSONIC PG706HD.

Brixon B IHTEpHET M AOCTYII B AJIEKTPOHHYIO
UHGOPMAITMOHHO-00Pa30BaTEIBHYIO CPEMY
OpraHu3aIiy, B TOM YUCIIe C pab0dnX MECT
00ydJaromuxcs.

[IporpamMmmMHoe obecrieueHue:

Kaspersky Endpoint Security; Google Chrome;
PDF24; Foxit PDF Reader; FastStone; VLC;
7Z1P; MoiOduc;

Android Studio; AnyLogic Education; Arduino
IDE; Eclipse; Eclipse; Koncynbrant+;
Beekeeper Studio; DjVU Reader; DosBox;
GNS3 (Graphical Network Simulator); GPSS
World Core (Ctynenueckas Bepcusi); GPSS
Studio; SMathStudio; VirtualBox; Kommac 3D;
InkScape; Multisim. IntellijIDEA; OpenJDK;
Krita; LISP; MicroSIP; MongoDB Compass;
Mozilla Firefox; MySQL Server; MySQL
Workbench; Node.js; Notepad++; Postman;
PostgreSQL; PuTTY; PyCharm Community;




QT Designer; Ramus; Scilab; Microsoft SSMS;
Sublime Text; Teams; VirtualBox; Virtual
Studio; Visual Studio Code; WampServer;
WinDjView; WireShark; NanoCAD +;
XAMPP; FileZilla; Blender; Oneparnmonnas
cucreMa Linux (cBoO0OIHO pacrpocTpaHsemas,
munen3us GNU GPL).

ayza. 310

KabuneT camocTosTenpHON
paboThl oOyJaronuxcs Kadeapsl
UT u MC

CaMOCTOSTEITh
Hasi pabora

VYyeOHast ayiuTopus AJis IPOBEICHUS Y4eOHbIX
3aHTHI (JTA0OPATOPHBIX, TPYIITIOBBIX
WHAMBUIYAJIbHBIX KOHCYJIBTAIN, TEKYIIETo
KOHTPOJISI U TPOMEKYTOYHOM aTTeCTaInN),
OCHAIIIEeHHAasi 000py/I0BaHUEM U TEXHUYECKUMU
cpenctBamu oOyudeHus: KoMruiek
CrenuaaIbHON yueOHOM MeOenu (CTOBI U
CTYJbs — paboune MecTa 00yJaroUIuXCs 1
IpernoaaBaTeis), MarHUTHO-MapKepHas JocKa.
JlaboparopHoe o6opynoBaHueE:

— Kommbrotep B kommiektre AMD Athlon 1T X3
450 AM3;

— TeneBuzop LED 42" LG 42LN570V .

Beixon B MIHTEpHET U JOCTYII B SJIEKTPOHHYIO
nH()OPMAITMOHHO-00Pa30BATENBHYIO CPETY
OpraHM3aIliy, B TOM YUCIIE ¢ Pa00YUX MECT
oOyyJaronuxcs.

[TporpammHoe obecrieueHue:

Kaspersky Endpoint Security; Google Chrome;
PDF24; Foxit PDF Reader; FastStone; VLC;
7Z1P; MoitOduc;

AnyLogic Education; Arduino IDE; Eclipse;
Eclipse; Beekeeper Studio; DjVU Reader;
DosBox; GNS3 (Graphical Network Simulator);
GPSS World Core (Ctynenueckas Bepcusi);
GPSS Studio; SMathStudio; VirtualBox;
InkScape; IntellijIDEA; OpenJDK; Krita; LISP;
MicroSIP; MongoDB Compass; Mozilla
Firefox; MySQL Server; Node.js; Notepad++;
Postman; PostgreSQL; PuTTY; PyCharm
Community; QT Designer; Ramus; Scilab;
Microsoft SSMS; Sublime Text; Teams;
VirtualBox; Virtual Studio; Visual Studio Code;
WampServer; WinDjView; WireShark;
NanoCAD +; XAMPP; FileZilla; Blender;
OnepanuonHas cuctema Linux (cBo6oaHO
pacrpoctpansemas, auniea3nss GNU GPL).




8. METOANYECKUE YKA3ZAHUA JJISA OBYYAIOIIUXCSA 110 OCBOEHUIO
JANCHUIIMH

8.1 IloaroroBka K JIeKIIHOHHBIM, IPAKTHYECKUM H JIA0OPATOPHBIM 3aHATHAM

8.1.1 IToaroroBKa K JJeKIUAM

Ha nexuusax He0OX0MMO BECTH KOHCIIEKTUPOBAaHHE y4eOHOro MaTepuasa, o0paiiate BHUMaHHe
Ha KaTteropuu, GopMyJIUPOBKH, PACKPHIBAIOLINE COJIEPKaHNE HAYUHBIX SBJIEHUH U NIPOLIECCOB, HAYYHbIE
BBIBOJIbI M ITPAKTUYECKUE PEKOMEHIALINN.

KoncnexktupoBanue JeKUUd — CIOXHBIM BUA ayAUTOPHOM palOTHI, Npeanoararomui
MHTEHCUBHYIO YMCTBEHHYIO JEATENIbHOCTh CTyAeHTa. llemecooOpa3Ho cHayalla HMOHATh OCHOBHYIO
MBICJIb, U3JIATa€MYI0 JIEKTOPOM, a 3aTeM 3amucaTh ee. JKenaTenbHO OCTABIIATH MOJA, HA KOTOPBIX MPU
CaMOCTOSITENIbHOW paboTe C KOHCIEKTOM MOKHO CJIelaTh JIOTOJIHUTENbHbIE 3allUCH U OTMETUTh
HETIOHSATHBIE BOIIPOCHI.

KoHcnekr iekumu stydie noapasaeisaTh Ha IIyHKTHI B COOTBETCTBUH € BOIIPOCAMH IUIaHA JIEKIIUH,
MpeIoKEeHHbIMU TpenojaBaTesnieM. CreayeT oOpaliaTh BHUMaHHWE Ha aKIIEHTHI, BBIBOJBI, KOTOpHIE
JIeNIaeT JEKTOp, oTMedasi HanboJjiee BaXKHbIE MOMEHTHI B JICKIIMOHHOM MaTepuae.

Bo Bpems nexuumu MOXKHO 3a/1aBaTh MPENOAABATEN0 YTOYHSOMINAE BOIIPOCHI C LIEIBIO OCBOCHUS
TEOPETUUECKUX ITOJI0KEHUHN, Pa3pPEILICHNs CIIOPHBIX BOIIPOCOB.

8.1.2 IloaroroBka K NPAKTHYECKUM 3aHATHAM

IloaroroBky K MNpaKkTUYECKUM 3aHATHSAM CJIEIAyeT HauMHAaTh C O3HAKOMJIGHHs IUIaHa
MIPAKTUYECKOTO 3aHATHS, KOTOPBI OTPakaeT COAEpKaHUE MPEUIOKEHHON TeMbl. V3yueHne BonpocoB
IUTaHA OCHOBBIBAETCSI Ha MPOpabOTKe TEKYLIero mMarepuaia JIEKLIUH, a 3aTeM M3YyYeHUU OCHOBHOU U
JIOTIOJIHUTENBHOMN JInTepaTypbl. HOBbIe MOHSTHS 1O M3y4aeMOl TeMe HEOOXOAMMO BBIYUHTh U BHECTU
B TJI0cCapuii, KOTOPBIH 11e71ec000pa3HO BECTU C CAMOI0 Hauajla U3yuyeHHs Kypca.

PesynbTar Takoil paboThl 10JIKEH MPOSBUTHCS B CIIOCOOHOCTH CTYJI€HTa CBOOOJAHO OTBETUTH Ha
TEOPETUYECKHE BOIIPOCHI IPAKTUKYMa,

8.2 CamocTosiTesibHasA padoTa CTY/1€HTOB

VYcnemHoe OCBOEHHE KOMIETEHIMH, (opMupyembIX JaHHOW y4eOHOM JUCHMIUIMHOM,
IIpeoJiaraeT ONTUMAJIbHOE UCIIOJIb30BAHNE BPEMEHH CaMOCTOSATEIbHON paboThI.

Ienecoobpa3Ho 1opabaTeiBaTh CBOM KOHCIIEKT JIEKIUH, JIe1as B HEM COOTBETCTBYIOIIUE 3aIIUCH
W3 JIUTEepaTyphl, PEKOMEHIOBAHHOM MPETOo/IaBaTesIeM U MPEAYyCMOTPEHHON y4eOHOU MporpaMMoii.

Bce 3amaHus K IpakTUYECKUM 3aHATUSAM, a TAK)KE 3aJjaHMsl, BHIHECCHHBIE HA CAMOCTOSTENBHYIO
paboTy, PEKOMEHyETCS BBIIOJIHATh HETIOCPEICTBEHHO MOCIE COOTBETCTBYIONIEH TEMBbI JIEKIIMOHHOTO
Kypca, 4TO CHOCOOCTBYET Jy4llleMy YCBOEHHUIO MaTepuaia, MO3BOJSIET CBOEBPEMEHHO BBISBUTH U
YCTPAHUTh «IPOOEIbl» B 3HAHUAX, CUCTEMATU3UPOBATh paHEe MPONUJCHHBIN MaTepHrall, Ha €r0 OCHOBE
IMPUCTYIUTH K MOJTYYEHUIO HOBBIX 3HAHUM U OBJIAJICHUIO HABBIKAMM.

CamocrosiTenpHas paboTa BO BHEAYJUTOPHOE BPEMsI COCTOHT M3:

- IOBTOPEHUE JIEKIIMOHHOTO MaTepHala;

- MOJATOTOBKH K MPAKTHYECKUM 3aHATHUSAM padboTam;

- U3y4eHUus y4eOHO-METOANYECKON 1 HayYHOH JINTepaTyphl;

- pelieHus 3a/1a4, BbIAAHHBIX HA PAKTUUECKUX 3aHATHUSX;

- IOJATOTOBKH K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T. [1.;

- IPOBEJIEHNE CAMOKOHTPOJIS IIyTEM OTBETOB Ha BOIPOCHI TEKYILETO KOHTPOJIS 3HAHWUM, pEeLICHUS
MIPEJCTABICHHBIX B y4eOHO-METOANYECKHX MaTepHuaIax AUCIUILIMHBI 3a/1a4, TECTOB, .

8.3 [loaroroBka Kk NPOMEKYTOYHOM ATTECTALUM

[Ipu noAroToBKe K NPOMEKYTOUYHON aTTECTALIUN HEOOXOIUMO:

- BHMMATEJIBHO M3YYMTbH IIEPEUEHBb BOIPOCOB U OINPEAEIUTH, B KAKUX MCTOYHUKAX HAXOIATCS
CBE/ICHUs, HEOOXOAUMBIE Uil OTBETA HA HHX;

- BHUMATEJIBHO [IPOYUTATh PEKOMEHIYEMYIO JINTEPATYPY;

- COCTaBUTb KPATKHE KOHCIIEKTHI OTBETOB (IIJIaHbI OTBETOB).

OcBocHME TUCUUILUIMHBI NPEAYCMAaTPUBAET MOCEIIECHUE JICKIIMOHHBIX 3aHSATUH, BBIIOJIHEHUE U
3alIUTy 1a00PaTOPHBIX, TPAKTHYECKUX paboT, CAMOCTOSTEILHON PabOTHI.



Tekymuii KOHTPOJIb TOCTHIKEHHS PE3yIbTaTOB 00YUYCHUS MO AUCIHUILTMHE BKIIOYACT CICAYIOIINE
HPOLE Y PhIL:

-pelleHre HHANBUAYAIbHBIX 33/1a4 Ha MPAKTHUECKUX 3aHSATHSIX;

-KOHTPOJIb CAMOCTOSITEIEHON Pa0OThI, OCYIIECTBISIEMbII Ha Ka)KIOM IIPAKTHYECKOM 3aHSTHH.

[TpoMexXyTOUHBIN KOHTPOJIb JTOCTH)KEHHS PE3YJIbTATOB O0YUEHHS 110 TUCIUILTUHE TPOBOAMUTCS B
cienyomux Ghopmax:

- 3a4er.

JInst IpoBeICHUS TEKYIIETO KOHTPOJISI U TPOMEKYTOYHOM aTTeCTAIlMU UCTIONB3YIOTCS OIICHOUHbBIC
CpeZCTBa, OIUCaHNE KOTOPBIX MpeacTaBieHo B [Ipunoxenun 1 u Ha caiite (http://www.aup.uisi.ru).

9. OCOBEHHOCTH PEAJ/IMBALIINU JUCHUIIIMHBI IJIA JIUI C OT'PAHUYEHHBIMUA
BO3MOXKHOCTSAMMU 310POBbA

JUia  peann3anMM  JUCUUIUIMHBL  MCHOJB3YKOTCS ~ MaTEpUAlIbHO-TEXHUYECKUE  YCIIOBMUS,
MporpaMMHOe OOecHedyeHrne W JOCTyIHas Cpela, CO3/laHHble B MHCTUTYTE. YueOHbIe MaTepHabl
MIPEJOCTABIIAIOTCS 00yUaroMMes B 10cTynHOM Gopme (B T.4. B DMOC) ¢ nprMeHeHHeM IPOrpaMMHOT0
o0ecrnieueHus:

banaGonka — mporpamma, KOTopas NpelHa3HaueHa JJIs BOCIIPOM3BEJCHUS BCIYX TEKCTOBBIX
(haiimoB cambIXx pazHoobOpaszHeix ¢opmartos, cpeaun Hux: DOC, DOCX, DjVu, FB2, PDF u muorue
npyrue. Ilporpamma banaGonka ymeeT BOCHPOM3BOJOUTH TEKCT, HaOWpaeMblii Ha KJaBUAType,
OCYLIECTBIISIET MPOBEPKY opdorpaduu;

OKpaHHas Jiyna — IporpaMma 3KpaHHOT'O YBEJIUYECHHUS.

JlJis KOHTaKTHOM U CAMOCTOSATEIbHOW pabOThl UCHOJB3YIOTCS MYJIbTUMEIUNHBIE KOMILIEKCHI,
JIEKTPOHHBbIE YYEOHUKH U Yy4yeOHble IOCOOMs, aJaNTHUPOBAHHbIE K OrPAaHUYEHUSIM 310POBBS
o0ydJaronmxcsi UMEIONIMECss B AJIEKTPOHHO-OMOmmoTeunsix cucremax «IPRSMART//IPRbooksy,
«O6pazoBatenbHas miardopma FOpaiT.

[IpoMexyTouHas aTTecTalus M TEKyIIMH KOHTPOJb MO JAWCHUUIUIMHE OCYIIECTBISETCS B
COOTBETCTBUM € (DOHJIOM OLIEHOUHBIX CPEACTB B (hopMax, alalTUPOBAHHBIX K OTPAaHUYEHUSIM 310POBbS
U BOCTIpUATHUS HTHPOPMAIUU 00YUaOIINXCS.

3aaHus IpeaoCTaBIsAETCS B JOCTYIHOM Gopme:

IUTSL JTAI] ¢ HAPYUICHUSIMHU 3PEHUS: B yCTHOW (opMe Win B popMe dIEKTPOHHOTO JOKYMEHTA C
WCIOJIb30BaHUEM CHEIHATU3UPOBAHHOTO IPOrPAMMHOTO 00eCTIeUeHUS;

IUTSL JIAT C HApYIIEHUSIMH CITyXa: B TIeYaTHOH (popMe Win B GOpMe AIEKTPOHHOTO JOKYMEHTA;

JUIS JIAL ¢ HAPYIIEHUSIMU OMOPHO-JBUTATEIBLHOTO ammapaTa: B YCTHOW ¢opMe WU B TIEUaTHOM
¢dopme, nin B GopMe MEKTPOHHOTO JOKYMEHTA.

OTBeThl Ha BOMPOCHI U BBITIOJHEHHBIC 3a7aHus 00ydJaroImuecs MpeJoCTaBIsIOT B TOCTYITHOM
dopme:

JUIS JIUIl C HAPYUICHUSIMHU 3pEHUS: B YCTHOM (opMme WM B MHUCHbMEHHON (OpME C MOMOIIBIO
accucTeHTra, B (opMe DJIEKTPOHHOTO JIOKYMEHTa C HCIOJBb30BAaHUEM CIICIHATU3UPOBAHHOTO
MIPOrPaMMHOTO OOECTIeUeHUs;

IUTSL JIAT C HApYIIEHUSIMH CITyXa: B 3JIEKTPOHHOM BHJIE HJIH B MIMCBMEHHOU (hopme;

JUISL JIUI] C HAapYUICHUSIMH OMOPHO-IBUTATEIILHOTO afiapara: B yCTHOU (hopMe MiIH MUCbMEHHOM
¢dbopme, Wi B hopMe AMEKTPOHHOTO JOKYMEHTA (BO3MOXHO C TIOMOIIIBIO ACCHCTEHTA).

[Tpu npoBeneHNHN TEKYIIEro KOHTPOJIS U TPOMEKYTOUHOM aTTecTalii 00yJaronumMcs U3 Yncia
MHBAJUIOB U JIMI C OTPAaHUYEHHBIMH BO3MOKHOCTSIMM 37J0POBbSI IIPEIOCTABIISAETCS JOMOIHUTEIBHOE
BpeMsl JIJIsl IOJrOTOBKHU M OTBETA (110 MX 3asBIICHUIO).

JUJ1 MTHBAJIMIOB U JIUL] C OTPAaHUYEHHBIMHU BO3MOKHOCTSIMU 3/10pPOBbsl YUEOHBIE 3aHATHSA 10 TUCLUIUINHE
npoBozsaTcs B JIOT u/unu B cnernuanbHo 000pyI0BaHHON ay TUTOPUH (10 MX 3asBICHUIO).



