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!4@BEFBSF9?PA4S D45BF4, 
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!F974AB7D4H<S
 

!4@BEFBSF9?PA4S D45BF4, 
>BAEC9>F ?9>J<= 

�EE?98B64A<9 GS;6<@BEF9= E9F96OI GEFDB=EF6 A4 CD<@9D9 
Metasploitable

 

!4@BEFBSF9?PA4S D45BF4, 
>BAEC9>F ?9>J<= 

�EE?98B64A<9 GS;6<@BEF9= 695-CD<?B:9A<= A4 CD<@9D9 
OWASP Mutillidae

 

!4@BEFBSF9?PA4S D45BF4, 
>BAEC9>F ?9>J<= 

�EAB6AO9 CD<AJ<CO CBEFDB9A<S E<EF9@ ;4M<FO <AHBD@4J<<
 

!4@BEFBSF9?PA4S D45BF4, 
>BAEC9>F ?9>J<= 

"D95B64A<S > E<EF9@4@ ;4M<FO <AHBD@4J<<
 

!4@BEFBSF9?PA4S D45BF4, 
>BAEC9>F ?9>J<= 

�?7BD<F@O L<HDB64A<S
 

!4@BEFBSF9?PA4S D45BF4, 
>BAEC9>F ?9>J<= 

�4M<F4 <AHBD@4J<< E CB@BMPR C4DB?S
 

!4@BEFBSF9?PA4S D45BF4, 
>BAEC9>F ?9>J<= 

�?7BD<F@O Q?9>FDBAAB= J<HDB6B= CB8C<E<
 

!4@BEFBSF9?PA4S D45BF4, 
>BAEC9>F ?9>J<= 

�4EFDB=>< 59;BC4EABEF< E<EF9@O
 

!4@BEFBSF9?PA4S D45BF4, 
>BAEC9>F ?9>J<= 

3.2. &8?>2O5 <0B5@80;O B5:CI53> :>=B@>;O CA?5205<>AB8 >1CG0NI8EAO 
 

"#�-3 %?>A>15= @5H0BP AB0=40@B=O5 7040G8 ?@>D5AA8>=0;P=>9 45OB5;P=>AB8 =0 
>A=>25 8=D>@<0F8>==>9 8 181;8>3@0D8G5A:>9 :C;PBC@O A ?@8<5=5=85< 8=D>@<0F8>==>-
:><<C=8:0F8>==OE B5E=>;>389 8 A CG5B>< >A=>2=OE B@51>20=89 8=D>@<0F8>==>9 
157>?0A=>AB8  

�D<@9D ;484A<S A4 CD4>F<K9E>B9 ;4ASF<9 

1 Ц9?P D45BFO: CDBF9EF<DB64FP D4;?<KAO9 6<DGEO A4 6<DFG4?PAB= @4L<A9. 



2 �B87BFB6>4 > 6OCB?A9A<R CD4>F<>< 

�?S 6OCB?A9A<S D45BFO A9B5IB8<@B <ECB?P;B64FP 6<DFG4?PAGR @4L<AG. #EF4AB6<F9 A4 
A99 Windows / Linux (CB :9?4A<R). 

3 �484A<9 
�BE?9 GEF4AB6>< �! A4 6<DFG4?PAGR @4L<AG, A9B5IB8<@B CBCDBE<FP G CD9CB8464F9?S 

H?9L>G E 6<DGE4@<. �;GK<F9, >4><9 6<DGEO A4IB8SFES A4 H?9L>9. � BFK9F9 A9B5IB8<@B 84FP 
BC<E4A<9 QF<@ 6<DGE4@. 

�BE?9 FB7B, >4> <;GK<?< EB89D:<@B9 H?9L><, A4K<A4=F9 F9EF<DB64FP <I D45BFG. �B C9D98 
QF<@, E89?4=F9 D9;9D6AGR >BC<R 6<DFG4?PAB= @4L<AO, F.>. A9 6E9 6<DGEO @B:AB 6O?9K<FP. 

�48B>G@9AF<DG=F9 4>F<6ABEFP 6<DGE4 (K9D9; 8<EC9FK9D4 ;484K, E<A<= Q>D4A E@9DF< <?< 
9Mё K97B). 

4 КBAFDB?PAO9 6BCDBEO 

4.1 К4><9 5O64RF >B@CPRF9DAO9 6<DGEO? 
4.2 �D<698<F9 CD<@9DO CBCG?SDAOI 6<DGEB6. 
4.3 К4> @B:AB ;4@4E><DB64FP 6<DGE? 
 

"<CB6O9 6BCDBEO < ;484A<S > Q>;4@9AG 

1. �CD989?9A<9 4GF9AF<H<>4J<<. �C<L<F9 @9FB8O 4GF9AF<H<>4J<<, >BFBDO9 
<ECB?P;GRFES 8?S ;4M<FO <AHBD@4J<< 

2. �9FB8O L<HDB64A<S <AHBD@4J<<. !<@@9FD<KAB9 L<HDB64A<9. 
3. Ш<HD Ц9;4DS. �ECB?P;GS L<HD Ц9;4DS, ;4L<HDG=F9 EBB5M9A<9 "�D<69F, S EFG89AF" E 

L47B@ 2 6CD46B. 
 

�4A> >BAFDB?PAOI 6BCDBEB6, ;484A<= < <AOI @4F9D<4?B6, <ECB?P;G9@OI 6 CDBJ9EE9 
CDBJ98GD F9>GM97B >BAFDB?S < CDB@9:GFBKAB= 4FF9EF4J<< A4IB8<FES 6 GK95AB-@9FB8<K9E>B@ 
>B@C?9>E9 8<EJ<C?<AO </<?< CD98EF46?9A 6 Q?9>FDBAAB= <AHBD@4J<BAAB-B5D4;B64F9?PAB= 
ED989 CB URI: http://www.aup.uisi.ru.  

 

3.3.  5B>48G5A:85 <0B5@80;O ?@>2545=8O B5:CI53> :>=B@>;O 8 ?@><56CB>G=>9 
0BB5AB0F88 >1CG0NI8EAO 

�9D9K9AP @9FB8<K9E><I @4F9D<4?B6 8?S CB87BFB6>< > F9>GM9@G >BAFDB?R < 
CDB@9:GFBKAB= 4FF9EF4J<<: 

1. �9FB8<K9E><9 G>4;4A<S CB 6OCB?A9A<R CD4>F<K9E><I ;4ASF<= CB 8<EJ<C?<A9 
«�4M<F4 <AHBD@4J<<». –URL: http://aup.uisi.ru/4226937/ 

 


