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3. Hepeqem, KOMIIeTeHIIHIi 1 HHAUKATOPOB UX JOCTHKCHUSA

[Tporiecc n3yueHust TUCIMIUIMHBI HAIIPaBJIeH HAa (OPMUPOBAHUE CIETYIONUX KOMIECTECHIUIA:

Ko n naumenoBanue

Kox u naumenoBanue WHMKaTOpa Sran [IpeniecTByrolue 3Tarnbl
KOMITCTCHITHH JOCTHKEHUS (c yka3zaHHeM JUCIUILINH/TIPAKTHK)
KOMIIETEHIINH
b1.B.13 Cetu cBs3u U CUCTEMBI
KOMMYTalluu
[IK-1.2 3naer (Oram 3)
TPUHIIUIIBI b1.B.15 MuorokanaibHEIE
MMOCTPOCHUS, TEJICKOMMYHUKAIIMOHHBIC CUCTEMBI
CTPYKTYPHBIE CXEMBI, (Oram 3)
COCTaB U b1.B.17 CniyTHUKOBBIE U
XapaKTePUCTHKU azuopeneiiHble CUCTEMBI CBS3H
IIK-1 — Cnocoben k PaKTep PazHop
TEJIEKOMMYHUKAIITMOHHO (Oram 3)
nposeodeHU
ro o0opynoBaHus b1.B.18 TexHnonoruu mudppoBoro
npouUIaAKMUYECKUX .
TIEPBUYHOMN CETU CBS3H 4 TeJepaIuOBEIAHUS
pabom na .
Y BTOPUYHBIX CETEH, (Oran 3)

0bopyoosanuu cés3u,

IIPHUHIHIIBI
OpraHu3anuu
CUTHAJIM3alluu U
CUHXPOHHU3AallUU B
TCJIICKOMMYHHUKAIIMOHH
BbIX CCTAX

b1.B.21 BosiokoHHO-ONITHYECKHE
CUCTEMBI IIepeIaun

(Oran 4)

b1.B.22 TpaHcnopTHbIE CETH CBSA3U
(Oran 4)

b1.B.28 TexHonoruu
IIUPOKOIIOJIOCHOTO JTOCTYIIa

(Otan 4)

Popma NpOMEKYTOYHON aTTECTALUHU 110 AUCLUIUIMHE — 3a4eT




4. Tloka3aTeu, KPUTEPUHU U MIKAJIBI OLEHMBAHUS KOMIETEHIHIt

4.1. TlokazaTeneM OLIEHUBaHHMS KOMIIETEHUMH Ha dTane ux (OPMHUPOBAHUSA MpPHU HU3YYCHUH
JVCLUIITIUHBI SBJISICTCS YPOBEHb UX OCBOCHHS.

HNuaukarop ocBoeHUs
KOMIIeTeHIIMH

Iloka3aTep OleHUBAHUA

Kpurepuii onennBanus

[T1K-1.2 3HaeT npuHIUIIBI
IIOCTPOEHUSI,
CTPYKTYpPHBIE CXEMBI,
COCTaB U XapaKTEPUCTUKU
TEJIeKOMMYHUKALIMOHHOTO
000pyIOBaHUS TIEPBUYHOM
CEeTH CBSI3U M BTOPHUUHBIX
ceTeH, IPUHIIMIIBI
OpraHu3aluu
CUTHAJIM3aLUU U
CUHXPOHU3AIINH B
TEJIEKOMMYHUKAIIMOHHBIX
CeTsIX

3namo:

- TPHUHIHIBI  [TOCTPOCHHS,
CTPYKTYpHBIE CXEMBbI, COCTaB
U XapaKTepUCTUKU
TEJIEeKOMMYHUKAIIMOHHOTO
000pyIOBaHUS  MEPBUYHON
CEeTH CBS3M U BTOPUYHBIX
cerel, IIPUHLUIIBI
OpraHMU3alil CHUTHAIHU3AINU
u CUHXPOHM3AINH B
TEJIeKOMMYHUKAIIMOHHBIX
CeTsX

Ymemn:

- TPUMEHSTh  TPUHIUIIBI
MOCTPOCHUS, COCTaBJISITh
CTPYKTYpHBIE CXEMBI,
YUUTHIBAs COCTaB u
XapaKTepUCTUKU
TEJIEeKOMMYHUKAIIMOHHOTO
000pyI0OBaHUS  MEPBUYHOMN
CeTH CBS3M U BTOPUYHBIX
cered, yMeTb NPHUMEHSATh
MIPUHIIUIIBI OpraHu3aIu
CUTHAJIU3aLuU u
CUHXPOHH3ALMH B

TEJIEeKOMMYHUKaLHOHHBIX
CeTsX

Braoemy:

- NPHUHLHUIIAMU ITOCTPOCHMS,
HaBbIKaMU COCTaBJICHUS
CTPYKTYPHBIX CXEM,
YUUTBIBast COCTaB u
XapaKTEpUCTUKU
TEJIEeKOMMYHUKAIlHOHHOTO
00OpyJOBaHUSI  MEPBUYHOU
CEeTH CBS3M U BTOPUYHBIX
ceren, IIPUHLUIIAMHA
OpraHM3alil CHUTHAIU3ALNU
u CUHXPOHM3ALNH B
TEJIEeKOMMYHUKALMOHHBIX
CETSX

B nosiHO# Mepe 3HaeT NpUHIUIIBI
MOCTPOCHHUS, CTPYKTYPHBIE CXEMBI,
COCTaB U XapaKTEePUCTUKH
TEJIEKOMMYHUKAIITMOHHOTO
000py/I0BaHUs IEPBUYHOM CETU CBS3H U
BTOPUYHBIX CETEH, MPUHIIUTIBI
OpraHM3aly CUTHAIM3ALUN U
CUHXPOHHU3AINH B
TEJIEKOMMYHUKAIIMOHHBIX CETAX

Bo BpeMsi BBINOJNHEHUS J1a0OPATOPHBIX
paboT IEeMOHCTPUPYET HABBIKK PaOOTHI C
TEJIEKOMMYHHUKAIIHOHHBIM

o0opyIoBaHHMEM, BJIAJIEET  HaBBIKAMHU
paboThl C TEXHUYECKOW JOKYMCHTAIUCH

00Opy/I0BaHUsl, YBEPEHHO HCIOJIb3YET
HOPMAaTHUBHYIO JIOKYMEHTAIUIO u
PEKOMEH1allUu.




MIxana oueHUBaHUA.

3auer

bunapnas mkanaa KpHTepHH oLeHKH

Ha BOIIPOCHI K 3a4YCTy JaHbl IOJHBIC apryMCHTHUPOBAHHBIC OTBCTHI, HO C
3aMEeYaHUAMH IpenoaaBaTeIs. CryneHr JIEMOHCTPUPYET
c(OPMHPOBAHHOCTH TUCHUIUIMHAPHBIX KOMIIETEHIIMH Ha CPeTHEM YPOBHE:
OCHOBHBIC 3HAHUS, YMCHHS OCBOEHBI, HO JIOITYCKAIOTCSl HE3HAUUTEIbHBIC
OH_H/I6KI/I, HCTOYHOCTH, 3aTpyYAHCHHA IIpH OTBETC HA MOCTABJICHHBLIC
BOIIPOCHI, IO TEMaTHKE: ITaKEeTHBIE DPaAMOCETH, OCOOEHHOCTH pabOThI
cranaapros |[EEE 802.11, 802.15, 802.16, 0co6eHHOCTH pacipoOCTpaHEHUs
pPaIuOCUTHAJIOB, MOJICIH pacueTa JaJbHOCTH PACIPOCTPAHEHUSI CUTHAJIOB,
QITOpUTMBl  MHU(POBAHUS,  CIOCOOBI  MOIYJSALUH,  TOIOJIOTHH
OECIIPOBOIHBIX CETEH.

«3a4dreHo»

CtymeHT  AeMOHCTpUpyeT  C(HOPMHPOBAHHOCTh  JAMCIMILTMHAPHBIX
KOMIIETEHIIMM ~ HAa  YpPOBHE  HHXKE€  IMOpPOTOBOIO,  MPOSBISAETCA
HEJIOCTaTOYHOCTh  3HAHWW.  JIUCUMIUIMHApHBIE  KOMIETECHLIMU  HE
chopmupoBanbl. [lposBigercs NOTHOE WIM TNPAKTHUYECKA IMOJHOE
OTCYTCTBU€ 3HAHUW MO TEMaM JUCUUILUIMHBI, OTCYTCTBYIOT HaBBIKH
pelIeHus 3a/1a4.

«He 3auteno»

5. MeToauuyecKkue MaTepuaJbl, ONPpEaACHAIOIINE NTPOUCAYPHI OCHUBAHUSA 10 JUCHUIIIUHE

5.1. B xoze peamu3anyy TUCHHUIUIMHBI HCIOJB3YIOTCA CleAyroue (GpopMbl M METOJBI
TEKYILEro KOHTPOJIA

Tema u/unu pazaen DopMbI/METOIbI TEKYIIETO
KOHTPOJIsI YCIIEBAEMOCTHU

IIK-1.2 3Haer NpUHOMIBI NMOCTPOCHHMSA, CTPYKTYPHbIE CXEMbl, COCTAB M XapaKTEPHCTHKH
TeJICKOMMYHHKAIIMOHHOTO 000PYI10BAHHMSl NEPBHYHOH CeTH CBS3M M BTOPHYHBIX CceTelii,
NPUHIHUIBI OPTraHU3ANMH CHTHAJIN3ANMH U CHHXPOHHM3AMHU B TEJICKOMMYHHKANMOHHBIX CETHAX

Pa3znen 1 Benenue B OecripoBOAHbBIE TEXHOJIOTUH TIEpeadn 3auer

JAHHBIX ITpakTHueckoe 3aHATHE — 3a4€T
JlabopartopHnast pabora - 3auer

Paznen 2 [IpuHnuns! 6ecpoBOJHOM Mepeaun JaHHBIX 3ayer

[TpakTHdeckoe 3aHsITHE — 3a4YeT
JlaGopaTopHas pabora - 3a4eT

Paznen 3 [IpunHiuns! nocTpoeHus 6ecipoBOIHBIX ceTel nepenayuu | 3ader

JTAHHBIX [TpakTHdeckoe 3aHATHE — 3a4eT
JlabopartopHnast pabora - 3auer
Paznen 4 becripoBoHbIE TEXHOIOTHH U CETH 3auer

[TpakTHyeckoe 3aHsITHE — 3a4eT
JlaGopaTopHas pabora - 3a4eT

Paznen 5 [lepcriekTuBBI pa3BUTHUSL OECTIPOBOIHBIX TEXHOJIOTUI 3auer
JlaGopaTopHas pabora - 3a4er




5.2. TumnoBble MaTepHaJibl TeKYIIEr0 KOHTPOJISA YCIEBAEMOCTH 00y4AIOIIMXCS
IIK-1 — CnocoGeH k npoBeeHNI0 NPOGUIAKTHYECKUX Pa0oT HA 000PY10BAHUM CBSI3H;

Hpakmuqecme 3arAmue no meme ((HOCTHpOCKTHOG O6CJ'ICI[OBaHI/Ie U TECTUPOBAHUC 6eCHp0BOHHOﬁ
CETHU»

1 ens paboThI:
1.1 TT03HAaKOMUTBCS € TIPOTPAMMHBIM 00ECIICUCHUEM TSl aHAJIN3a M TECTUPOBAHUSI
OECIPOBOHBIX CETEH.

2 Jlutepatypa:

2.1 Cmupnosa E.B., Pomamkuna E.A., IIponerapckuii A.B. «TexHOMOrHM COBpeMEHHBIX
oecnipoBoHbIX ceteit Wi-Fi». — Mockga.: U3patensctBo MI'TY um. H.D. baymana, 2017. — 448 c.: C
WL

2.2M.C. Hewmwmposckuii, O.A. Ilopun, A.M. babun, A.JL. CaprakoB «becnpoBogHbIE
TEXHOJIOTMH OT MOCJIEIHEW MUJIU J0 mociieHero aroma» — M.: Oko-Tpenns, 2010. — 400c.

2.3 A.B. Ilponerapckuii u ap. «becnpoBoaubie cetu Wi-Fi: yuedbHoe mocooue» — M.: MuTepHeT-
Yuusepcuretr Uudopmarnmonnsix Texnonoruit; BUHOM. Jlabopatopus 3nanuit, 2007. — 215c.

3 [MoaroToBka k padore:

3.1 V3yuuTh TCOPETHUSCKUN MaTeprai, OTHOCSAIINICS K JaHHOW paboTe 10 KOHCIIEKTY JICKITHIA 1
auTeparype.

3.2 TloaroToBUTH OJIAHK OTYETA.

4 OcHoBHOE 00OpyAOBaHHE:
4.1 Tlepconanpubiii KomIbtoTep PC ¢ 6ecripoBOIHBIM aIalITEPOM.
4.2 TlporpammHoe oOecrieueHure JiJIsl aHalli3a U TECTUPOBAHUS OCCIPOBOAHBIX CETEH (Hampumep

WireShark, inSSIDer, Wi-Fi Scanner)

5.3amanue Ha 1abOpaTOPHYIO padoTy:

5.1 OpranuszoBats mpocreiiiryio 6ecripoBoaayo Wi-Fi ceTh, 1Mo THIY: «KJIMEHT — TOYKA JOCTYyIa
— BBIXOA B ceTh MHTepHeT». VYdecTb MpEeAbIAYIIMA OMNBIT HACTPOMKM TOYEK JOCTyma U
MoJIb30BaTeIbCcKoro TepmuHana (IP-ampecanus, 3amura coeiMHEHUS, U JIp.)

5.2 U3y4uth untepdeiic u dpyHkiponan nporpammsl inSSIDer, kpaTtko pe3roMUPOBATh UTOTH B
OTYeT.

5.3 HeoOxoaumo mpoaHaTU3UpOBATh PAJUOUYACTOTHYIO OOCTAHOBKY B 30HE MOKPBITHUS TOUKH
noctyna. C momonsio yruautkl iINSSIDer mpoBecTH pajrovacTOTHBINA aHAIH3 3allyMJIEHHOCTH BCEX
oecnipoBoHbIX KaHanoB cBsi3u Wi-Fi (2.4 Ghz) u u3aMepuTh CKOPOCTh MEpefadyn JaHHBIX B KaKIOM
cirydae, JTJFOObIM N3BECTHBIM CIIOCOOOM, JIOCTaTOYHO OJTHOTO H3MEPEHHSL.

5.3.1 IlpuBecTu OaUH MpUMEP U3MEPEHUSI CKOPOCTH (YTOOBI OBLIO MOHSATHO, B KAKOH yTUIIUTE
MIPOBECHBI U3MEPECHHUS).

5.3.2 TlpuBectu 3arpy3Ky KakJoro OECIIpOBOJIHOTO KaHaia, B MOMEHT U3MEPEHUH (CKPUHILIOT U3
InSSIDer).

5.3.3 OO0paboTaTh MONY4YCHHBIE [aHHBIC, MPUBECTH PEUTHUHT KaHAJIOB, B BUJIE TaOJHIIbI,
rpaduKoB, CACNATh BBIBO/I.

5.4 Ucxonsa u3 pe3yiabTaToB MPEIBIIYIIETO 3aJaHusl, HACTPOUTH ONTHUMAIBHBIN IS Mepeaayn
OecripoBoTHOM KaHall. MccitlenoBarh, Kak BIUSET MONTHOCTh M3JTyUEHUSI TOUKH JIOCTYIIA Ha ITapaMeTphl
0ecrpoBOTHOTO COCTUHEHUS (HAIPUMEP YPOBEHb MPUHATOTO KIUEHTOM CHUTHANIA, CKOPOCTh TMepeaadn
JAHHBIX).

5.5 TMocTtpouth KapTy TOKpPBITHS TOYKHM Joctyma «Heatmapy, mo m3aMepeHHOW CKOpOCTH U
MOIIIHOCTH B ONPEJCICHHOH TOYKE CETH MOYKHO IOCTPOUTH 3aBUCHUMOCTH M CJHIEIaTh BBIBOJBI O
paaunyce IeHCTBUS OECTIPOBOTHOM CETH.



3.3 TunoBble MaTepHaJIbI 1Jisl IPOBeIeHUS POMEKYTOUYHON aTTECTAUH 00y4YaI0LIUXCs
Ipumepnwiii nepeyeHb 60NPOCOB K YCMHOMY 3a4emy:

1.  Hasuauenue Bluetooth, oOmme npunmne! nmocrpoenus Bluetooth cereii;

2. Bbazosasg mozaenb ceteii WiMAX;

3. Tunsl coequnenus B Bluetooth;

4, Kiaccudukanms cereit 6ecripoBOIHOTO JOCTYIIA;

5.  Crpykrypa makera Bluetooth;

6.  Apxurektypa cereit WiIMAX;

7. [Tepenaya nanubix B ceTsix Bluetooth;

8. [Tognepxka MoomnbHOCTH B ceTsx WiMAX;

9.  Palora Bluetooth: coenunenue, pexum 0XKuaaHus, CyOCOCTOSHUS.

10. KauvectBo o6cimyxuBanus B ceTsix WiMAX.

11. TIIporoxomsl Bluetooth: kopHeBbIe, 3aMeHbI Kabems, yIpaBiIeHUs TeaePOHUEH, 3aMMCTBOBaHHBIE;
12. Cnenuanbshble ciyx061 WiIMAX;

13. Hudopmarmonnas 6e30nacHOCTh B ceTsx Bluetooth, mpoGiemsr 6e3o0macHoCTH;

14, Metoabl MHOXKECTBEHHOI'O IOCTYIA K OECIIPOBO/IHBIM CpeJaMm;

15. Xapakrepuctuku 6ecripoBoaHbix TexHojdoruii: IrDA, UWB, HomeRF, IEEE 802.11b;

16. TIlonsrue 30ub1 @peHens, o0IIKe IPUHIMIIBI pacyeTa 30H Dpenens;

17. Tlporokosnsl 6e30nmacHocTH OecrpoBOAHbIX ceTerr Wi-Fi;

18. TexHnousorus ZigBee: craHaapT, TEXHUUECKUE XapaKTEPUCTUKH, IPUMEHEHHE, OCOOCHHOCTH;

19. Apxurexrypa IEEE 802.11: cTtex npoTtokosios, kagp MAC-ypoBHS;

20. Mero bl MHOXECTBEHHOI'O IOCTYIA K OECIIPOBOHBIM CpeJaMm;

21. Crangapte! IEEE 802.11 a/b/g/n/ac;

22. Yrpo3sl u pucku 6e3onacHoctu 6ecripoBogHbIx Wi-Fi cereil;

23. Pexwumbl paboTsl Touek nocryna Wi-Fi 1 0cOOEHHOCTH UX OpraHu3aIimg;

24. MHoroanteHHble cucTeMsbl nepenadn AaHHelx MIMO: Buibl, akTyalbHOCTh, OCHOBHBIE TIOHATHS;
25. Drarmbl opraHu3aiyy 1 INIAaHUPOBaHUs OecripoBOIHBIX ceteit Wi-Fi;

26. Curnansl ¢ OFDM: BpeMeHHBIE M CIIEKTPaJbHbIE XapaKTEPUCTUKU, (POPMHUPOBAHUE U NPUEM
curnanoB ¢ OFDM;

27. becnpoBoanas texHonoruss WiMAX 2.0: ocHOBHbIE TEXHHYECKHE OCOOCHHOCTH;

28. TexHONOTHUHM PaCIIMPEHUs CIIEKTPa B OECIIPOBOIHBIX CETSX;

29. Ayrentudukanus B 6ecrpoBoaHbIX ceTsax Wi-Fi;

30. TIIporoxomsl 6e30macHocTH OecripoBonHbIX Wi-Fi ceteii;

31. BecnpoBoanas TexHonorus WiMAX : enu u 3a1a4u, IPUHIMI paboThl, PEXUMbI paboThI;

32. BecnpoBoanas TexHonorust WiMAX : menu v 3a1a4u, IPUHIAI PabOThI, PEKUMBI paObOTHI;

33. AHTeHHBI: AUarpamMMma HamnpaBJI€HHOCTH, NOJIpU3anus, K03QPUIueHT ycunenus;

34. TloHstTHE O MOJAENSIX pACIPOCTPAHEHHs pPATUOCUTHANA, Ha3HAYeHHWE, MpPHUMEP MOJeNN
pacnpoctpanenus paauocursana Wi-Fi;

35. TlocTpoeHune aHTEHHO-(PHIEPHBIX TPAKTOB U PAAMOCHCTEM C BHEITHUMH aHTCHHAMU;

36. CucreMbl 0OHapyKE€HUs BTOPKEHHSI B OECITPOBOIHBIE CETH;

37. llepemaya naHHBIX B OECHPOBOTHBIX CETSAX: BHUIBl MOJIYISINH, OCOOCHHOCTH IPOITYCKHOM

CHOCO6HOCH{6eCHpOBOHHON)KaHaﬂaCBH3H,KOHHpOBaHHeI{3mHHTaOT(HHH6OK.

38.

Yacrotusle kaHanbl Wi-Fi B nuanmazonax 2.4 u 5 ITu. Ilonsitue o HemepekpbIBarOIIMXCs

KaHaJlax.



baHK KOHTPOJIBHBIX BONPOCOB, 3aJlaHUM W HWHBIX MaTEpPHAJIOB, HCIOJIL3YEMBIX B TIpoliecce
MPOIIEAYP TEKYIIIETO KOHTPOJS M MPOMEKYTOUHON aTTeCTAllMM HAXOAWTCS B y4eOHO-METOJIUYECKOM
KOMIUICKCE JUCIUIUIMHBI W/WIM TPEACTABICH B O3JCKTPOHHOW WH(GOPMAIMOHHO-00pa30BaTEeIbHOM
cpeae no URI: http://www.aup.uisi.ru/.

3.4 MeToanueckne MaTepuajbl TMPOBEAEHHS TEKYHIEro KOHTPOJsI M MNPOMEKYTOYHOMH
arrecTauvu 00y4arommxcst

[lepeueHbr METOAMYECKHX MATEPUAIOB JJIsi TIOJTOTOBKM K TEKYIIEMY KOHTPOJIO W
IIPOMEKYTOYHOM aTTeCTaIuu:
1. Meronuyeckue YyKa3aHUST K BBINIOJHEHUIO MPAKTHYECKUX 3aHATHH MO JTUCIUIUIMHE
«Cucrembl noaBmwkHOU cBs3u». —URL: http://aup.uisi.ru/4044536/.
2. Meroauueckue yka3zaHus K BBITIOJHEHUIO JJA0OPATOPHBIX padoT Mo auciuIuimae « CHCTEMBI
noaBkHOM cBs3u». —URL: http://aup.uisi.ru/4044536/.


http://www.aup.uisi.ru/

