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1. MECTO JUCIHUAILIAHLI B CTPYKTYPE OBPA3OBATEJIbHOM ITPOI'PAMMBI

Hucnunnmuna b1.B.24 «3amuTta nHGOpMay OT HECAHKITMOHUPOBAHHOTO JOCTYIa» OTHOCHTCS
K yacT (popMHUpyeMoi y4aCTHUKaMHU 00pa30BaTEeIbHBIX OTHOIIEHUH 00pa30BaTeIbHOM MTPOTPAMMEI.

[IK-5 — CniocoOeH BBIABIATH U YCTPAHATh COOM M OTKa3bl BO3HUKAIOIIMX B CETEBBIX YCTPOWCTBAX
MH(POPMALMOHHO- KOMMYHHUKAIIMOHHBIX CUCTEMaX

[IpeamecTByOmMe JUCITUATITUHBI
Y TIPaKTUKHU

b1.B.11, CereBble TEXHOJIOTUH BBICOKOCKOPOCTHOM Tmepeaadyun
nauublx, bl1.B.14 Cetu wu cucremsl paauocssizu, bI1.B.15
AIMUHUCTpUPOBaHHE B HWH(DOKOMMYHUKAIIMOHHBIX CHCTEMaXx,
b1.B.17 Apxutekrypa © NOpOrpaMMHOE OOECIEUEHUE CETEBBIX
MH(POKOMMYHHUKAITMOHHBIX YCTPOMCTB, b1.B.22 Teopus
tenerpaduka, 51.B.J[B.02.011TpoexTrpoBanne JIOKAIBHBIX CETEH

JIMCLIMILIMHBI u MPaKTUKH,
M3y4aeMble  OJHOBPEMEHHO C
TAHHOW OUCIUAILIMHON

B3.01(INIloaroroBka K cmade W caada TOCYAapCTBEHHOIO
JK3aMeHa.

[Tocnenyromye AUCUUIUIAHBL H
MIPAKTUKU

I[I/ICI_II/IHJ'H/IHB. Mmootcem PCalIM30BbIBATLCA C IMPUMCHCHHCM AUCTAHIMUMOHHBIX 06p830BaTeJIBHBIX

TEXHOJIOTHMU.

2. TPEBOBAHMA K PE3YJIBTATAM OCBOEHMUSA JUCHUITVIMHBI

B pesynbrare ocBOEHMS AUCUMILIMHBI OOy4arOUIUIiCS JODKEH JEMOHCTPUPOBATH PE3YJIbTaThl
00y4eHHUs, KOTOPble COOTHECEHBI C MHUKATOPAMU JTOCTUKEHUS KOMITETECHIIUN:

Koa n HauMeHoBaHKE MHIUKATOPA JOCTUKEHUS
KOMIIETEHIIUU

Pe3y.]'IBTaTBI 06yquH;1 IO JUCIHHMITIIMHE

[TK-5 — CriocoGeH BBIABIATH U YCTPAHATH COOU M OTKA3bl BOZHUKAIOIIUX B CETEBBIX
YCTpONCTBaX MH(POPMAIIMOHHO- KOMMYHHKAIIMOHHBIX CHCTEMax

IIK-5.4 VYwmeer aHanu3uMpoBaThb COCTOSIHHE U
BBISIBJISITH COOM, YCTPaHATH IMOCIEACTBHUS cOOEB
U OTKa30B CETEBBIX YCTPONCTB

3Haer:

-BHIIBI CETEBBIX YIPO3 W METOJBI
peanu3anum;

- METOAbl KPHUNTOTpaHuUeKoi 3aIluThI
uHpoOpMaInH;

- METOJbI 3allUThI OT CETEBBIX Yrpo3 Ha
pasHBIX YPOBHSIX 3TAJOHHON MOJEIH;

ux

- METOJbl OpraHu3allud BUPTYATHHBIX
JACTHBIX CeTel;
- METOAbl 3aluThl HWHPOPMAIMA HA

OKOHEYHOM 000pYyI0OBaHHH.

VYMmeer:

- HacTpauBaTb(yHKIIHIOPOrtSecurity;

- cozmaBatpAccessControlList;

-3allUINATh CETh Iepelauyd JaHHBIX C
MTOMOIIIBIO0 MEXCETEBOTO IKPAHA;

- 3alMINaTh CceTeBoe OO0OpYyJIOBaHUE OT
HECaHKIMOHUPOBAHHOTO JIOCTYTIA;

- co3maBatk VPN coenunenus.




Bnaneer:
- HaBBIKaMM PEUICHUS MPOU3BOACTBEHHBIX
3a/a4 [0 3allUTe CETEBOI 0E30IMaCHOCTH.

3. OBFBEM JUCIATLIIAHBI

OO01mast TpyA0€MKOCTh JUCIUTIIMHBI COCTABISET 3 3aYETHBIC ¢IUHUIIBL.
JlucuuruimHa u3yJdaercs:

1o oyHoO opme oOyueHus— B 8 cemecTpe

dopma IpoOMEKyTOUHOW aTTECTAIMU IO AUCIUTLINHE — SK3aMCH

3.1 Ounas ¢opma odyuenus (O)

Bupl yue6HOM pabOoTHI Beero 4acos CCMSeCTp
AynutopHasi pa6ora (Bcero) 64 64
Jlexuuu (JIK) 18 18
Jlaboparopusie paboTs (JIP) 34 34
[Tpaktuyeckue 3ansatus (I13) 10 10
B ToM umcIie B MHTEpaKTHBHOM opme 16 16
B TOM umciie B popme nmpakTHUECKOU
MIOJITOTOBKH
CamocrosiTesbHasi padora (Bcero) 26 26
PaboTa Hag KOHCTIEKTaMU JICKIIHI 4 4
[ToAroToBKa K MPaAKTUICCKUM 3aHATHSIM 5 5
[ToaroToBka K J1abopaTopHBIM paboTam 17 17
KonTtpoJsn(Bcero) 18 18
ITonroroska K cmade 3K3aMeHa 9 9
Cnaua 5K3aMeHa 9 9
[Tpendk3aMeHaIMOHHBIC KOHCYIbTAIIMH 2 2
(1K)

OO0uasi TPy10€eMKOCTh M CUMIINHBI 108 108




4, COJEP KAHUE JUCHHUIIJIMHBI 110 BUJIAM YYEBHbIX 3AHSITUI
4.1 Cogepxanme JJeKIIMOHHBIX 3AHATHH

Ne paznena
TUCIAILINHEI

HaunmenoBanue JIEKIIMOHHBIX 3aHATUN

O0BeM B yacax

O

1

CeteBble YIpo3bl

OcHOBHBIC TPUYUHBI HEOOXOIMMOCTH 3aIIUTHI HHOOPMAIIUH U
naHHbpix. OOmMe NPUHLMIBI  3alIMThl  MHPOpPMAIMK B
Pa3IUYHBIX CETSX.

OcHoBHBIE  TOHATHS ~ Yrpo3  0€30MacHOCTH:  yrposa,
VSI3BUMOCTh, PUCK, XaKep. BUbpl XakepoB U 1X 0COOCHHOCTH.
OcHOBHbBIE THCTPYMEHTHI IPOHUKHOBEHHUS B ceTh. VX 3amaun.
BpenoHocHble mporpamMmbl, WX OCOOCHHOCTH W TMPHUHIIHII
paboTHI.

Tumbel ceTeBbIX aTak, HX XapaKTEPUCTUKU U TPUHIIUI
pean3aluu.

2

OOue NPUHUMIIBI 3AIIUTHI OT CETEBBIX aTaK
[Tonutrka cereBoii Oe3omacHocTH. CpencTBa TECTHUPOBAHUS
ceTeBOM 0€30I1aCHOCTH, X Ha3zHaueHne. MeTonbl CMITYeHus
MOCJIEACTBUM pacIpOCTPAHEHHBIX CETEBbIX aTak.

3ammTa ceTeBbIX YCTPOWCTB OT HECAHKIHMOHHPOBAHHOIO
aocTyna

Metonsl  aAMUHUCTPATUBHOTO JIOCTYIAa K  MEKCETEBBIM
YCTPONCTBAM: JIOKAIBHBIA M yHalleHHbIH. MIX 0COOCHHOCTH U
00acTe MCHONB30BaHMA. [IpPOTOKONBI YHANEHHOTO TOCTYyIIA:
Telnet u SSH. X cpaBHuTEIbHAs XapaKTEPUCTHKA.
TpeOoBanusl K MapoisM JUIsi 00ECIICUCHHS] WX HAIC)KHOCTH.
AJNTOPUTMBI X3IIMPOBAHUS IMApOJIei. 3amuTa mnapoiieil ot
nooopa.

HacTpoiika mOBBbIIIEHHON 0€30MacHOCTH  JIOKAIbHOTO U
YIAJIEHHOTO JOCTYIa K YCTPOWCTBAM.

AyTeHTH(UKANNS, ABTOPU3ALUSA U yUeT

[TonsTHe ayTeHTH(HKANK, aBTOPU3ALMU W ydera. Bupsl
ayTeHTHU(UKalMu: JOKalbHAasi W Ha OCHOBe cepBepa. Mx
CpaBHUTENbHAsA XapakTepuctuka. [Iporoxon cepBepHOU
ayTeHTU(UKALUU RADIUS. Ero XapaKTepUCTHKA.
[TponienypHble XapakTepUCTUKUA. [IpUHIMIBI OpraHU3auu
CEpBEPHOIl aBTOpU3aIIUH U yUeTa.

3amuTa ceTeil HAa KAHAJLHOM YPOBHeE

Bunpl arak Ha kaHanbHOM ypoBHe OM BOC: arakum Ha
tadbymubel MAC, VLAN, DHCP, ARP, STP, anpecHbie ataku ¢
noMeHOM. MexaHu3Mbl UX pealn3alyi.

Hcnons3oBanue byHKIIN PortSecurity. Mertoapl
OTpaHHYEHUS KOJIMYECTBA PACTIO3HABAEMBIX aJIPECOB. PexMBbI
HapylIeHHUs 0€30IacHOCTH.

3amuta ot atak Ha VLAN, DHCP, ARP, STP, aapecHsbie

aTaKHu C MOAMEHOM.

3amuTa ceTeil HA OCHOBE CIIUCKOB KOHTPOJISI 0CTyNAa
[Tonsitme crmckoB koHTpoyis goctyma (ACL). Mx 3amaum.
Buner cniuckoB u ux ocobenHoct. OO TPUHIIUTT paOOTHI.
ITousgtre murabnoHHOM Macku. Buapl maOJOHHBIX MAacoOK H
METOAMKA €€ BLIYMCIICHHS.

MeToauKy CO3/IaHus CTaHIAPTHBIX U PACHIMPEHHBIX CITHUCKOB




KOHTPOJIA JIOCTYTIA. MeTtoas! N3MEHEHUS ACL.
Hcnons3oBanne ACL mis 3amutsl ot atrak ICMP u SNMP.
Hcnonp3oBaHne CIMCKOB KOHTPOJISL Aoctyna st |PV6.
Hacrpoiika pa3HOTUITHBIX CIIMCKOB KOHTPOJIS AOCTYIIA.
[Tonstue NAT. Haznauenwe. Bumbt NAT u npuHmun wux
peanu3zauuu. Hactpoiika paznotunnoro NAT. CpaBHuTenbHas
xapakTepucTukaNAT u PAT. OcoO0eHHOCTH TNPUMEHEHHS
PAT. Ero nactporika.

BupryanbHble YacTHbIE CeTH

IlonsTue BUPTYAJIbHBIX YaCTHBIX ceren (VPN).
[IpeumymiecTBa HX HCIOJIB30BaHUA. MeToIbl MOCTPOEHUs
VPN: ¢ ynanennsim goctynom, SSL, IPSec. Ix ocobenHocTH.
OcHoBHbIE (yHKIIMKM Oe3omacHOCTH TpoTokoia IPSec.
[Tporoxomnsr IPSec: AH, ESP, IKE. ®opmarel npoTOKOIOB 1
MPUHLINI UX PAOOTHL.

[Tpuntun nactpoiiku VPNIPSec.

Opranusanusi cereBOi 0€30MACHOCTH HAa MeXKCeTeBbIX
IKpaHax

Haznauenne MexcereBOro JsKpaHa. Buabsl MeKCeTeBBbIX
9KPaHOB M HMX OCOOEHHOCTH, JOCTOMHCTBA MU HEIOCTATKH.
Mecto MEKCETEBBIX JKpaHOB B OpraHu3aIuu
MHOTOYPOBHEBOM CUCTEMBbI CeTeBOM 0€3011aCHOCTH.
ApXUTEKTYypbl 0€30MaCHOCTH Ha MEXKCETeBBIX JKpaHax:
YacTHbIE M TOCYJapCTBEHHBIE, JEMWIMTAPU30BAaHHBIE 30HBI
(DM2Z), na ocuose 30H (ZPF).

[TpeumymectBa ucnonb3oBanust ZPF. Drtanbel ux co3gaHus.
Hacrpoiika ZPF Ha MexceTeBbIX KpaHax.
Hactpoiika pasnuunbix (QyHKOUI ceTeBoi
MEXKCETEBBIX JKpaHaX.

3alluThl Ha

3ammTa OKOHEeYHBIX YCTPOHCTB ceTel

OCHOBHBIE CETEeBBIE YIPO3bI Ui OKOHEYHOIO 00OpYyI0BaHHUS.
Metonpl ataku Ha Hero. OCHOBHbIE NpPHU3HAKU HaJIUYUA
pas3IMYHbBIX aTak Ha 000pyJOBaHUE.

MeToapl 3alMTHl OKOHEYHOTO OOOPYMOBaHHS OT CETEBBIX
aTak.

3amuTa CeTH OT HECAaHKIMOHMPOBAHHOIO JOCTyNa IO
nporokonry  |IEEE  802.1X. Pomum  ycrpoiictB  mpu
ayreHTudukanuu. [IponenypHas xapaKTepuCTHKA MTPOTOKOIIA.
Hacrpoiika ayrentudukanuu no npokony |IEEE 802.1X

BCEI'O
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4.2 CopepxxaHue NPaAKTHYECKUX 3aHATHI

Ne | Nepaszpena . O0BeM B yacax
HaumeHoBaHHETIPaKTUYECKUX 3aHITHIA

/11 | AUCIUAILINHEL O

1 3 W3ydeHne TNPUHIUIIOB YIpaBICHHUS KOHPUTypanued u 6
obpazamu 10S

2 8 [Touck wm ycTpaHeHHE HEHWCHPABHOCTEH B 00ECTICUCHUH 4
0€30IaCHOCTH ceTel nepeaayy JaHHbIX

BCEI'O 10




4.3 Copnepxanue Ja0OPATOPHBIX 3aHATHI

Ne | Nopazmena . O0beM B yacax
HanmeHoBaHME TIPAaKTUYECKUX 3aHATUH
/1 | AMCUUIUINHBI )
1 4 UccnepoBanue METOJIOB 3alIUTHI CETEBBIX YCTPOMCTB OT 6
HECAHKIIMOHMUPOBAHHOTO JIOCTYTIA
2 5 Hacrtpoiika cereBoii 0e30macHOCTH € MOMOUIbIO (YHKIUU 4
PortSecurity
3 6 VccnenoBanue NpUHIUMIIOB HAaCTpOoiKku crangapTHbix ACL 6
4 6 WccnenoBanue npuHIIMIOB HACTPOUKH cITy>kOb1 NAT 6
5 7 Wccnenoanue npuamunos opranu3anuu VPNIPSec 6
6 8 HccnenoBanue  3aluThl  KOPIOPAaTHBHBIX  CeTe ¢ 6
WCIIO0JIH30BAHUEM MEKCETEBOT0 IKpPaHa
BCEI'O 34
5.TIEPEYEHb MHHOBAIIMOHHBIX ®OPM YUYEBHBIX 3AHATUM
Ne O0beM B Bun Hcnonb3yemblie
0 /;1 Tema gacax® | ydeOHBIX | HWHHOBAIMOHHBIC
0] 3 3aHATUN bopMbI 3aHATUI
1 OO01re TPUHIIUIIBI 3aIIUTHI OT CETEBhIX aTaK | 2 Jlexnus I'pynmoBeie
JIMCKYCCHH
M3yueHre MpUHIMIIOB O€3011aCHOTO 2 [IpakTuue OO6cyxneHue
o YTPaBIeHHs yCTpoiicTBaMu CKOE npodiem
3aHSTHE NPUKJIAJHOTO
XapakTepa
VccnenoBaHue METO/OB 3alllUThl CETEBBIX | 6 JlaGopato Macrep-kiacc
3 |yCTpoiicTB  OT  HECAHKIIMOHHPOBAHHOTO pHast
ocTyna pabora
VccnenoBanne  NMPUHIWIOB — HACTPOWKH | 6 Jlaboparo Macrep-knacc
4 |cmyx0Ob1 NAT pHast
paborta
BCEI'O | 16




6 YYEBHO-METOJNYECKOE 1 UTH®OPMALIMOHHOE
OBECIHIEYEHHME 11O JMCIHUIIVIMHE

6.1 Cnicok OCHOBHOI JIUTEPATYPbI

1. llanerun, B. @. 3ammuTa koMnbroTepHO nHpOpMaIuu. IhPEeKTUBHBIC METOIBI U CpECTBA /
B. ®@. lIlanprun. — 2-¢ u3a. — Caparos : IIpodoOpazoBanue, 2019. — 543 ¢. — ISBN 978-5-4488-
0074-0. — Texkct : snexrponHsiid // Lludposoii odpazoBarensHblii pecypc IPR SMART : [caitt]. —
URL.: https://www.iprbookshop.ru/87992.html (marta obpamenus: 18.05.2023). — Pexxum gocryma: s
ABTOPH3HP. MTOJIb30BATEIICH.

6.2 CiHCOK JONMOJTHUTEIbLHOM JIUTEPaTypPbl

1. MHCTpyMCHTAIBHBIM KOHTPOJIb M 3alluTa HHGOPMAIUMU [DIEKTPOHHBIN pecypc]: ydeOHOe
nocoone/ H. A. CsunapeB [u ap.].- OnektpoH. TexctoBble naHHbIe.- Boponex: Boponexckuit
rOCy/lapCTBEHHbI YHHUBEPCUTET WH)KEHEpHbIX TexHojorui, 2013.- 192 c.— Pexum npocryna:
http://www.iprbookshop.ru/47422.html.

2. bammer I1. H. Madpopmanmonnas ©Oe30macHOCTh W 3ammTa WHQOpManuu [DIeKTPOHHBIN
pecypc]: yuebHoe mocobwe/ bamuter I1. H., badamr A. B., bapanoa E. K.- Dnekrpon. TekcrtoBbie
nanHsle.- M.: EBpasuiickuii  oTkpeITBIi  uHCTHTYT, 2012.- 311 c¢. Pexum pocryna:
http://www.iprbookshop.ru/10677.html.

6.3 UndopmanunonHoe odecnevyenne (B T.4. HHTEPHET- PECYPCHI).

1 Enunas snexrponHas oopa3oBareiabHas cpeaa uHetuTyta: URL:http://aup.uisi.ru

2 XKypnan «2neKTpocBs3by. [ DNeKTpoHHBIH pecypc]| — Pexxum noctyma: http://www.elsv.ru/.

3 Xypuan «BecTHHK CBs3M». [DNeKTpoHHBIA pecypc] — Pesxxum moctyma:  http://www.vestnik-
sviazy.ru/.

4 Hayunas snextpoHHasi OuOnmoreka elibrary. [Onextponnsiii pecypc] — Pexum nocryma:
http://www.elibrary.ru.

5. DOnextpoHHo-6nOaMoTeuHas cucrema «IPRbooks» —(http://www.iprbookshop.ru/, noctyn no
IIapOoJIIo)

6. TlomHoTtekcroBas 6aza mamnpix YMII Cubl'YTMU — Pexum  poctyma:
(http://ellib.sibsutis.ru/cgi-
bin/irbis64r_plus/cgiirbis_64 _ft.exe?Z211D=GUEST&C21COM=F&I21DBN=AUTHOR&P21DBN=E
LLIB&Z21FLAGID=1, nocTym 1o JOruHy- MapoJito)

7. TonmnotekctoBast 0a3za manHbIX [IIT'YTU — Pexum moctyma: (http:/ellib.sibsutis.ru/cgi-
bin/irbis64r_plus/cgiirbis_64 ft.exe?Z211D=GUEST&C21COM=F&I21DBN=AUTHOR&P21DBN=P
GUTI&Z21FLAGID=1, noctyn o napo:ito)

8. ApXUBbBI HHOCTpPAHHBIX HAy4HbIX XypHaioB Ha miuatpopme HOMKOH — Pexum nocrymna:
(http://arch.neicon.ru/, ceoboausrii noctyn c [1IK By3a — goctyn no [P-agpecy)

6.4 HopMaTuBHbIE IPaBOBbIE IOKYMEHTHI H HHAs NpaBoBasi HHGopManus

1. Cextop crangaptuzammu d3aekTpocBssn  (MCD-T),  http://www.itu.int/rec/T-REC-G.
CBOOOIHBIHI TOCTYTI.

2. ®enepanpubiid 3ak0H OT 01.05.2019 1. Ne 90-®3 «O BHeceHnu n3MeHeHu B DenepalibHbII
3akoH "O cBsu" u Penepanbublii 3akoH "OO6 MHPOpManUU, WHOPMAIMOHHBIX TEXHOJOTHSIX U O
3amute napopmarum» https://77.rkn.gov.ru/law/p1815/


http://www.iprbookshop.ru/47422.html
http://www.iprbookshop.ru/10677.html
http://www.itu.int/rec/T-REC-G
http://pravo.gov.ru/proxy/ips/?docbody=&nd=102547397&intelsearch=%F4%E5%E4%E5%F0%E0%EB%FC%ED%FB%E9+%E7%E0%EA%EE%ED+%EE%F2+1.05.2019+%E3%EE%E4%E0+%B9+90-%F4%E7

7 MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCIIUIIVIMHBI U
TPEBYEMOE IPOI'PAMMHOEOBECIIEYHEHHUE

HaunmenoBanue aynuropuii,
KaOMHETOB,JTa00paTOPHiA

Bun zaparuit

ObopynoBanue,
nporpaMMHoOe o0ecreueHue

YueOHast ayuTopus s
MIPOBEJICHUS 3aHATUN
JEKIIMOHHOI'O TUIIA

JICKIIMOHHBIC
3aHATHA

OcHanlenue:

46 1ocaJOYHBIX MECT;

— IIpoekTop;

— Hoyr6yk LenovoG500;
— Jlocka menoBasi;

[TporpammHuoe oOecrieueHue:

- Microsoft Windows 7. Kommepueckoe 110
(ITopmucka  Microsoft  Imagine  Premium
RenewedSubscription Ha 1 rom (NeJ105-17/311
or 23.01.2017, NeJ105-17/3L1 ot 23.01.2017,
Ne53293/EKT3830 ot 26.10.15, Ne367 ot
16.09.2014, Ne 43189/EKT21 ot 11.10.2013))
- Kaspersky Endpoint Security 10 s
Windows, AreHt aJIMUHUCTPUPOBAHHUS
Kaspersky Security Center 10: Kommepueckoe
MO (muuensus Kaspersky Endpoint Security
s ousHeca - Pacmupennsiii Russian Edition
500-999 Node 1 Year RenewallLicense
oxumaemass pgata okxoHvaHus: 2019.01.03 (
I'K149-17/2A ot 25.12.2017, A131-16/3L] ot
23.12.2016, 216-15 ot 14.12.2015, 381 or
26.09.2014, 250 ot 15.07.2013))

- GoogleChrome. Becrutataoe I10

VYyeOHas aynuTopus Ass
IPOBEIECHUS MPAKTUUECKUX
3aHATUH.

IIPaKTUYECKHE
3aHATUSA

46 mocamo4yHbBIX MecT; KoMIIekT crienuaiabHon
yueOHOIl Mebenu (CTOJBI U CTYJIbs — paboune
MecTa 00yJaroluXxcsl U MperoaBaTess ),10cKa
MeJoBa;

— IIpoexTop ViewSonic LS700HD;

— Hoyt6yk Lenovo G500;

Beixon B MIHTEpHET M JOCTYII B JIEKTPOHHYIO

WH(POPMAIIMOHHO-00Pa30BaTEIbHYIO cpeny
OpraHu3allii, B TOM YHCIE C pabO4YMx MeCT
oOyJaromuxcs.

[IporpamMmmHoe obecrieueHue:
Kaspersky Endpoint Security 12.1 mis
Windows, AreHT aMHUHUACTPHPOBAHHSI
Kaspersky Security Center 14.2, PDF24,
Microsoft Visual Studio ,

Adobe acrobat reader. becratroe 10,
Google Chrome. becrutataoe I10,

Gnu Octave. becumataoe I10,

Scilab. Becrmarnoe I10,

Smathstudio. becmnatnoe I10,

Apache OpenOffice. becriatnoe I10.




YueOHast aymuTopust AJis nabopatopubeie | OcHaleHue:

MPOBEJCHUS J1A00PATOPHBIX 3aHSATHS 24 moca0uHBIX MECT

3aHSATHI. — Kommbrorep nepconanshsiii Intel Core 2 Duo

JlaGoparopus kadeapsl (12 mmr.)

MH(OKOMMYHUKAIIMOHHBIX —TeneBuzop

TEXHOJIOTHI U MOOUITEHOU CBS3U — Jlocka nepeHocHasi MapKepHas
— KoMmyTarnmoHHsIi mkad
— Mapmupyruzarop Cisco (16 mr.)
— Kommyrarop Cisco (8 mir.)
JlaboparopHoe obopyoBaHUE:
- MicrosoftWindows 7. Kommepueckoe I10
(ITonmucka
MicrosoftimaginePremiumRenewedSubscriptio
n ma 1 rox (Nel05-17/3L or 23.01.2017,
NeJ105-17/3L] oT 23.01.2017,
Ne53293/EKT3830 ot 26.10.15, Ne367 ot
16.09.2014, Ne 43189/EKT21 ot 11.10.2013))
- KasperskyEndpointSecurity 10 mis Windows,
AreHT aJIMUHHUCTPHPOBAHUS
KasperskySecurityCenter 10: Kommepueckoe
ITO (nmuuensus KasperskyEndpointSecurity ms
ousHeca - Pacmupennsiii RussianEdition500-
999 Node 1 YearRenewallicense oxunmaemas
nata okoHvanus: 2019.01.03 ('K149-17/3A ot
25.12.2017, 1131-16/311 ot 23.12.2016, 216-15
or 14.12.2015, 381 ot 26.09.2014, 250 or
15.07.2013))
- GoogleChrome. Becrutataoel10
- PUTTY. becrunatnoe 110
-Ciscopackettracer. becrutataoellO.

[Tomemenue nms Camocrtosarens | OcHaieHue:

CaMOCTOSITENIbHOM pabOThI Has pabota 14 — pabouux mect

— OducnHas mebenb

— Kommbrorep AMD A6 X2 6400K (14 r.)
— MarnuTtHo-MapKepHast JocKa

— TeneBuzop LED 42" LG 42LN570V (1 wt.)

[TporpammHoeobecieueHue:

- Microsoft Windows 7. Kommepueckoe I1O
(ITonmucka Microsoft Imagine Premium
RenewedSubscription Ha 1 rog (NeJ105-17/311
ot 23.01.2017, NeJ105-17/311 ot 23.01.2017,
Ne53293/EKT3830 ot 26.10.15, Ne367 ot
16.09.2014, Ne 43189/EKT21 ot 11.10.2013))
- Kaspersky Endpoint Security 10 s
Windows, AreHT aAMUHUCTPUPOBAHHUS
Kaspersky Security Center 10: Kommepueckoe
ITO (nmuuen3zus Kaspersky Endpoint Security
nist 6usHeca - MultisimEducationEdition 10.0.
Kommepueckoe 10 (I'K Ne14-07 ot
25.01.2007, 6eccpouno)

- Adobeacrobatreader. becrimatroe I10




- GoogleChrome. becrutataoe 10

- GnuOctave. becumataoe 110

- Scilab. Becrmaraoe ITO

- Smathstudio. Becrinatnoe I1O

- Intellijidea. becrutatroel1O

- ApacheOpenOffice. becrmatroe 10

YuebHas ayuTopus 1is
IIPOBEJCHUS IPYIIIOBBIX,
WHIVBHUYAJIbHBIX KOHCYJIbTALUM,
TEKYILEro KOHTPOJIS U
IIPOMEXKYTOYHOM aTTECTALIUU

['pyninoBsie u
WHUBU]TyaJIbH
ble
KOHCYJIbTAIIH1
TeKYIIUH
KOHTPOJIb,
MIPOMEKYTOUH
asl aTTecTanus

OcHanlenue:

24 mocag0uHbIX MECT

— Kommbrorep nepconanbhsiii Intel Core 2 Duo
(12 mr.)

—TeneBuzop

— Jlocka nIepeHOoCHast MapKepHast

— KoMmyTarnmoHHsIi mkad

— Mapmupyruzarop Cisco (16 mr.)

— Kommyrartop Cisco (8 mir.)

JlaGopatopHoe 06opyroBaHKE:

- MicrosoftWindows 7. Kommepueckoe I1O
(ITogmucka
MicrosoftimaginePremiumRenewedSubscriptio
n wa 1 romx (Nel05-17/3L or 23.01.2017,
NeJ105-17/3L] oT 23.01.2017,
Ne53293/EKT3830 ot 26.10.15, Ne367 ot
16.09.2014, Ne 43189/EKT21 ot 11.10.2013))
- KasperskyEndpointSecurity 10 s Windows,
AreHT aJIMUHUCTPUPOBAHUS
KasperskySecurityCenter 10: Kommepueckoe
1O (muuensus KasperskyEndpointSecurity ms
Ousneca - Pacmmpennsiii RussianEdition 500-
999 Node 1 YearRenewallicense oxumaemas
nata okoHuanus: 2019.01.03 (I'K149-17/9A ot
25.12.2017, A131-16/311 ot 23.12.2016, 216-15
or 14.12.2015, 381 ot 26.09.2014, 250 ot
15.07.2013))

- GoogleChrome. becruatHoel1O

- PUTTY. becrinatnoe [10

-Ciscopackettracer. becrutataoellO.




8 METOJUYECKUE YKA3AHUS JJISI OBYUAIOLIUXCS [TO
OCBOEHMIOIMCLHUIIIAHDBI

8.1 IloAroToBKA K JIEKIIHOHHBIM, IPAKTHYECKUM U J1a00PATOPHBIM 3aHATHAM

8.1.1 IToaroToBKAa K JIeKIUAM

Ha nexuusx HEoOXOIMMO BeCTHM KOHCIIEKTHPOBAaHHE Y4eOHOTO Marepuaia, oOpamarh BHUMaHUE
Ha KaTeropuu, GopMyIHpoBKH, PACKPHIBAIOIINE COJIEPKaHUE HAYYHBIX SIBJICHHUM U MPOLIECCOB, HAYYHbBIE
BBIBOJIbI M IPAKTHYECKUE PEKOMEHIALINH.

KoHcniektupoBaHue JEKIMA — CIIOKHBIA BHUJ ayJAUTOPHOM pabOThI, MpeAnoJiararouui
MHTCHCUBHYIO YMCTBEHHYIO ESATEIBHOCTh CTyAeHTa. lLlemecooOpa3Ho cHavaia MOHSITH OCHOBHYIO
MBICIb, U3JIaTa€MYI0 JIEKTOPOM, a 3aTeM 3amucarh ee. JKenareabHO OCTaBIATH MOJs, HA KOTOPHIX MPHU
CaMOCTOSITENIbHOW paboTe ¢ KOHCHEKTOM MOXKHO CJIeNlaTh JONOJHHUTENbHBIE 3allUCd U OTMETHTH
HEMOHSTHBIE BOIIPOCHI.

KoHcnekT nexnuu mydiie noapasesiaTh Ha IMYHKTHI B COOTBETCTBUHU C BOIIPOCAMH IUIAHA JIEKIIHH,
MpeIoKEHHBIMU TIpernofaBaTeneM. Crienyer oOpamiaTb BHUMaHHE Ha aKIIEHTBI, BBIBOJBI, KOTOPHIE
JIeTIaeT JIEKTOp, OTMeuasi HanOoJiee BayKHbIE MOMEHTHI B JICKIIMOHHOM MaTepuae.

Bo Bpems neknuMu MOXHO 3a/1aBaTh MPENOIABATENI0 YTOUYHSIIOIINE BOMPOCH! C LEIbI0 OCBOCHHUS
TEOPETUYECKHX TOJ0KEHUH, pa3pelIeHnsl CIIOPHBIX BOIIPOCOB.

8.1.2 IToaroroBka k J1abopaTopHBIM padoTam

[ToxroToBky K snaboparopHoil paboTe HEOOXOIMMO HadaTh C O3HAKOMIJICHHS IUIaHA M 1Oa0O0pa
PEKOMEH1yeMOM JTUTEePATYPHI.

Henpto mabopaTopHbIX palbOT sBIAETCS YriayOJeHHWE M 3aKpeIUICHHUE TEOPETUYECKUX 3HAHWM,
MOJIYUEHHBIX CTYIACHTAMHM Ha JIEKIHMSIX M B IMPOILECCE CAMOCTOSITENIbHOTO H3y4YeHHs Y4eOHOTo
Marepuaa, a, cJIe10BaTeIbHO, JOPMHUPOBAHUE Y HUX ONPEACICHHBIX YMEHHUIA U HABBIKOB.

B pamkax »THX 3aHSTHIl CTyIEHTHl OCBAaMBAIOT KOHKPETHBIE METOJbl M3YyUEHUS IUCIMILTUHBI,
00y4aroTcs SKCIIepUMEHTATFHBIM crioco0aM aHaln3a, YMEHHIO paboTaTh ¢ MPUOOpaMu M COBPEMEHHBIM
obopynoBanueM. JlabopatopHble 3aHATHS JAIOT HATJISIIHOE MPEACTaBIeHHEe 00 M3yd4aeMbIX SIBJICHHIX U
mporieccax, CTy/IGHThl OCBaWBAIOT IMOCTAHOBKY M BEJICHHE DKCIIEPHMEHTA, yUaTcsl YMEHUIO0 HaOJIr0/1aTh,
OLIEHUBATh MOJyYEHHbIE PE3YJIbTAThI, A€1aTh BBIBOABI K 0000IICHHUS.

8.1.3 IloAroToBKa K NMPAKTHYECKHUM 3aHATUIM

[TonroToBKy K TNPaKTHYECKUM 3aHATHSAM CJEIyeT HauyWHATh C O3HAKOMJICHHUS TUIaHA
MIPAKTUYECKOTO 3aHATHS, KOTOPBIA OTpaskaeT CojAep)KaHUe MperIokKeHHOH TeMbl. V3ydyeHue BompocoB
TUTaHA OCHOBBIBAETCS Ha MPOpabOTKE TEKYIIero MaTepualia JIGKIWH, a 3aTeM HM3YYeHWH OCHOBHOHU H
JOMOJTHUTENBbHOM nuTepaTypsl. HoBbIe MOHATHS MO M3y4aeMoil TeMe He0OXO0MMO BbIyYUTh U BHECTH B
riIoccapuii, KOTOPBIN 1eNIecO00pa3HO BECTH C CAMOT0 Havaja U3y4eHHus Kypca.

Pesynbprar Takoil paboThl JOKEH MPOSIBUTHCSA B CIIOCOOHOCTU CTYAEHTa CBOOOJHO OTBETUThH Ha
TEOPETHYECKHE BOTIPOCHI MPAKTHKyMa

8.2 CamocTosiTe/IbHASA pad0oTa CTY/ICHTOB

VYcnemHoe OCBOGHME KOMIIETEHIMHM, (OpMUpPYEMbIX JaHHOM Yy4eOHOM  JMCHUIUIMHOM,
IpernosiaraeT oNTUMaIbHOE UCTIONIb30BaHUE BPEMEHU CAaMOCTOSITEIbHONU PaObOTHI.

[TomroToBka K JEKIMOHHBIM 3aHATHAM BKJIIOYAeT BBIOJHEHWE BCEX BHIOB 33JIaHUMH,
PEKOMEHIOBAaHHBIX K KKJIOW JIEKIMH, T. €. 3aJJaHUs BBIMOIHAIOTCS elle J0 JEKIMOHHOTO 3aHATHS T10
cooTBeTcTByIOIIEeH Teme. llemecoobpasHo mopabaTbiBaTh CBOM KOHCHEKT JIEKIMH, Jejlasi B HEM
COOTBETCTBYIOIIME 3allUCH U3 JIUTEpaTyphbl, pEKOMEHJOBAHHOW MpernojaBareieM U MpeayCMOTPEHHON
y4eOHOM MporpaMmMoi.

Bce 3anmanus, BbIHECEHHBIE Ha CaMOCTOSATEIbHYIO paboTy, pPEKOMEHAYEeTCS BBIOIHATH
HETIOCPEJICTBEHHO IOCJIE COOTBETCTBYIOIIEH TEMBI JICKIIMOHHOTO Kypca, Y4TO CHOCOOCTBYET JydIIeMy
YCBOCHHMIO MaTepuaia, IO3BOJIIET CBOEBPEMEHHO BBIIBUTh M YCTPAHUTh «IIpOOENbD» B 3HAHMSAX,
CHCTEMAaTH3HPOBATh paHee MPONACHHBI MaTepual, Ha €ro OCHOBE MPUCTYMUTHh K IMOJYYEHHIO HOBBIX
3HaHUH 1 OBJIA/ICHUIO HABBIKAMH.

CamocrosTenbHast padoTa BO BHEAYAUTOPHOE BPEMSI COCTOHT 3.



- IOBTOPEHUS JICKIIMOHHOI'O MaTepHaa;

- IOJATOTOBKH MPAKTUYECKUM 3aHATUAM U J1a00paTOPHBIM padoTam;

- U3y4eHUs y4eOHO-METOANYECKON M HayYHOH JINTepaTyphl;

- U3y4YCHMS] HOPMATUBHO-IIPABOBBIX AKTOB;

- peleHue 3a7a4 BBIAAHHBIX Ha MIPAKTUYECKYIO padoTy;

- IOATOTOBKH K TECTUPOBAHHUIO U T. II.;

- IIPOBEACHUE CAMOKOHTPOJISL ITyTEM OTBETOB Ha BOIPOCHI TEKYIIErO0 KOHTPOJIS 3HAHUM, PELICHUS
IIPEJCTABICHHBIX B y4eOHO-METOAMUYECKUX MaTepraiax JUCLUIUIMHBI 3a7a4 U TECTOB.

8.3 IloAroToBKAa K MPOMEKYTOYHOMH aTTecTAlMHU

[Tpu mOArOTOBKE K IPOMEKYTOUHOI aTTeCTalluK HEOOXOIUMO:

- BHUMATEJIBHO HM3YYUTh IEPEYCHb BOINPOCOB U ONPEICIUTh, B KAKMX MCTOYHHKAX HAXOISTCS
CBE/ICHHS, HCOOXOMMBbIE JJIsl OTBETA HA HUX;

- BHUMATEJIbHO MPOYHUTATh PEKOMEHIYEMYIO JIUTEPATYPY;

- COCTaBHUTh KPaTKUE KOHCIIEKThI OTBETOB (ILIAHBI OTBETOB).

[TpoMeKyTOUHBIH KOHTPOJb JOCTHXKCHUS Pe3yIbTaTOB O0YYEHUS M0 JUCIUILIMHE TPOBOIUTCS B
cheayromux Gopmax:

- DK3aMeH;

JIs1st TPOBEICHUSI TEKYIIEro KOHTPOJISL U MPOMEKYTOUHOM aTTeCTALMH UCIIONIB3YIOTCS OILICHOYHBIC
CpEICTBa, ONKCaHKEe KOTOPBIX MpuBeieHo B [Ipunoxenun 1 u Ha caiite (http://www.aup.uisi.ru.).

9. OCOBEHHOCTH PEA/IMBALIUA JUCHUTIJINHBI AJ15 JIAL C
OI'PAHUYEHHBIMH BO3MOXKHOCTAMMU 310POBbA

Jns  peanu3anuu  JUCHUIUIMHBI  UCHOJNB3YIOTCS  MaTe€pHAbHO-TEXHUYECKHE  yCIIOBHS,
IporpaMMHOE OOecreuyeHue M JIOCTyIHas cpefa, CO3JaHHble B HHCTUTYyTE. Y4eOHble MaTepHhalibl
NpeOoCTaBIsAOTC  oOydaromumess B jgoctynHod ¢opme (B T.u. B DOHMOC) ¢ mnpuMeHeHHEM
MIPOTrpaMMHOTO 00€CTICUeHHUS:

banabonka — mporpamma, KoTopasi NMpeAHa3HauYeHa JJs BOCIPOU3BEICHUS BCIYX TEKCTOBBIX
(aiinoB caMmbIx pazHooOpaszHbix (GopmaroB, cpeaun Hux: DOC, DOCX, DjVu, FB2, PDF u muorue
apyrue. Ilporpamma bamabonka ymeer BOCHPOM3BOJIUTH TEKCT, HaOuUpaeMblii Ha KJaBHAaType,
OCYILIECTBIISIET MPOBEPKY opdorpaduu;

OKpaHHas J1yna — IporpaMMa 3KpaHHOIO yBEJINYECHMUS.

JI1sl KOHTaKTHOW M CaMOCTOATEIbHOW pabOThl MCHOIB3YIOTCS MYJbTUMEAUNHBIE KOMILIEKCHI,
JJIEKTPOHHBbIE YYEOHMKM M ydeOHble IOCOOMs, aJalNTHUPOBaHHbIE K OrPaHUUYCHHUSM 3]I0POBbS
0o0yJaronuxcsi HUMEIONIHECS B d3JEKTpOHHO-OuOnmoreunbix cucreMax «IPR SMART//IPRbooksy,
«ObpazoBatenbHast miardopma FOpaiiTy.

[TpomexyTouHass arrecTanusi W TEKYIIMH KOHTPOJIb IO JUCHHUIUIMHE OCYUIECTBIAETCS B
COOTBETCTBHUH C (DOH/IOM OIICHOUHBIX CPEJCTB B (popMax, afanTUPOBAHHBIX K OrPAaHUUYEHHSIM 3/J0POBbS
1 BOCTIpUATHUS HHPOPMAIIUU 00yUarOIINXCS.

3agaHus MPeJoCTaBIIAETCs B JOCTYIHON (hopme:

JUISL JIML] C HapyUIeHUsIMU 3pEHUs: B YCTHOM (popme uinu B opme 3JIEKTPOHHOIO JOKYMEHTa C
MCMOJIb30BAHUEM CIIEIMATN3UPOBAHHOTO POTPAMMHOI0 00eCIIeUeHuS;

JUTSL JIUI] C HapYIICHUSIMU CJIyXa: B MeyaTHO! (opme Ui B opMe 2JIEKTPOHHOTO IOKYMEHTA;

JUISL JIMI] ¢ HAPYIICHUSIMU OMOPHO-ABUIaTebHOIO anmapara: B yCTHOW (opMe WM B ME€YaTHOU
dbopme, uiu B popme IEKTPOHHOTO JOKYMEHTA.

OTBeThl Ha BOIPOCHI W BBHINOJHEHHBIE 33JaHHUs OOydarolIhecs MPeIOCTaBISIOT B JOCTYIMHON

dbopwme:


http://www.aup.uisi.ru/

JUTSL JTAL] C HAPYIICHUSMU 3PEHUS: B YCTHOW (hopMe WM B MUCHMEHHOW (PopMe ¢ MOMOIIBIO
acCHCTeHTa, B (OpME OJJIEKTPOHHOTO JOKYMEHTa C HCIOJb30BAaHHEM CIICIHAIU3HUPOBAHHOTO
MPOrPaMMHOTO O0ECTICUeHUS;

JUTSL JTAIL C HAPYIICHUSIMH CITyXa: B 3JICKTPOHHOM BHJIE WJTU B MIMCBMEHHOU (hopMe;

JUTSL JTAI] C HAPYIICHUSIMU OTIOPHO-BUTATEIHLHOTO afmapara: B YCTHON (opMme Wi muChbMEHHON
dbopme, wim B GopMe AIEKTPOHHOTO JOKYMEHTa (BO3MOKHO C IIOMOIIbIO aCCUCTEHTA).

[Tpu mpoBeIeHUH TEKYIIET0 KOHTPOJISI U MPOMEKYTOYHOU aTTeCTallii OOYJArOIIMMCS U3 YHClia
WHBAJIUJIOB U JIMIl C OTPAaHMYECHHBIMH BO3MOXXHOCTSIMU 3JIOPOBbSI MPEIOCTABISICTCS JAOMOTHUTEIBHOE
BpEMS JIJIsl TIOJTOTOBKY U OTBETA (10 WX 3asBIICHUIO).

Jlis MHBAJIMIOB W JIMI] C OTPAaHMYEHHBIMH BO3MOYKHOCTSIMH 3JIOPOBbsI y4COHBIC 3aHSATHS IO
muctuminHe mpoBoaarcs B JJOT w/unm B crieniuanbHO 000pyIOBAaHHOM ayTUTOPUH (TIO UX 3asIBICHHUIO).
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