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1. [lepeyeHb KOMNETEHIIMA M HHAUKATOPOB UX JOCTHKEHUS
[Tporecc n3yueHus TUCUMIIMHBI HAlIPaBJIeH HAa (OPMUPOBAHHUE CICTYIOIUX KOMIECTECHITHA:

Kon u Kox u HaumenoBanue
[IpenmecTByromye 3Tamnbl
HAaUMEHOBAHHE WHANKATOPA TOCTHKEHUS Oran
. (c ykazaHueM JUCIHTLINH )
KOMIIETEHIINH KOMIETSHIIUH
MK-1 - [IMK-1.1 3HaeT TIPUHITUTIBI OcHoBbI Teopuu 1ienei (1 srarm),
Criocoben K [IOCTpOCHUSI U PabOTHI CETH CBSI3H, OBM u nepudepuiineie
DKCIUTyaTallid  [MPOTOKOJIOB oOMeHa WHpopmaIruei YCTpOWCTBA (3 JTarn),
u Pa3BUTHIO [ CUTHAIM3AIMH, HCIOJIb3YEMBIX B BroruncnuTtenbHas —TeXHUKA U
CETEeBBIX CEeTsIX CBSI3HM, CTaHAAPTHl KadyecTBa WH(OPMAIIMOHHBIE TEXHOJOTUU
maThopm, repeaadn JaHHBIX U T0JIOCa, (3 oTan),
cuctem u cereil IIK-1.5 VYmeer »skcmmyatupoBarh DneMeHTHas 6aza
nepenavn o0opy/s0BaHWE  KOMMYTAI[MOHHOM TEJIeKOMMYHHUKAIIMOHHBIX
TAHHBIX MMOJCHUCTEMEI, COMYTCTBYIOIIETO cucrteM (3 sranm),
00opy10BaHUS " CETEBBIX S3piku  porpammupoBanus (4
mathopm; JTar),
I1K-1.6 Bnaneer HaBBIKAMH 5 [IporpammupoBanue CETEBBIX
pa3paboOTKU CXEMbl OpraHU3aluu MPUIOKEHU N 4 JTan),
CBSI3U, MOCTPOECHUSI U PACIIUPEHUS CxeMOTexXHUKa
KOMMYTAIIHOHHOW TOJICUCTEMBI U TEJICKOMMYHHUKAIIMOHHBIX
ceTeBbIX IIaTGopMm, HaBBIKAMH YCTPOWCTB (4 3Tam),
paboTel Cc 0azaMu JaHHBIX U ba3nl AHHBIX B
aJIMUHHUCTPUPOBAHUS TeJIeKOMMYHUKauuax (4 otam),
00Opy/ZOBaHUS ~ KOMMYTAI[HOHHOM Teopus cBsi3u (4 dTan),
[OJICHCTEMBI. CereBble TEXHOJIOTUU
BBICOKOCKOPOCTHOM  Tepemayu
TAHHBIX (5 JTan),
Hanpasnsironiue cpenbl
PJIEKTPOCBSI3H (5 ATam).
I1K-8 - IIK-8.1 3Haer apXuTeKTypy H [IporpaMMupoBaHue  CETEBBIX
CniocobeH oOmue TIPUHITUTIBI MIPUITOKEHU T (4 JTar),
CaMOCTOSITENIbH |(DYHKIIMOHUPOBAHHUSI, AaIIapaTHBIX, CxeMOTexXHUKa
O  TPOBOJAUTH [IPOTPAMMHBIX U  HPOrPaMMHO- TEJIeKOMMYHHUKAIIMOHHBIX
HKCIIEPUMEHTAJl |allllapaTHBIX CPEICTB yCTPOUCTB (4 3Tamn),
bHEBIE aIMUHUCTPUPYEMOI CETH; ba3rl TAHHBIX B
WCCIICIOBAHUSL  [YCTAHOBKY U OKCIUTyaTauuo TEeJIEKOMMYHUKaIusAx (4 9ranm),
U HCIOJIb30BaTh [a[IMUHUCTPUPYEMBIX CETEBBIX Teopus cBsizu (4 sTan),
OCHOBHBIE YCTPOICTB, YCTaHOBKE u CereBblie TEXHOJIOTUHU
MIPUEMBbI DKCIUTyaTaluss aIMUHUCTPUPYEMOTO BBICOKOCKOPOCTHOM  Tepenayu
00paboOTKM W [MPOTpaMMHOTO 0OECIIeYCHNS, TTAaHHBIX (5 JTan),
npenctaBieHus ([[poTOKOJIbI KaHAJIBHOTO, CETEBOTO, Hanpasnsromue Cpelibl
MOJlyYEHHBIX  (TPAHCHOPTHOTO W  MPUKIATHOIO 6 AIIEKTPOCBS3U (5 3Tam).
MAHHBIX YPOBHEUW MOJEIN B3aUMOICHCTBUS

OTKPBITEIX CUCTEM,

Mogens ISO gns  ympaBiieHus
CEeTeBBIM TpaduKoM;

Monenu IEEE;

Moneaun nH(OPMaIMOHHO-
TeIEKOMMYHHUKAITMOHHOU ceTH
"Unrtepuer",

PernaMeHTEI MIPOBEACHUS
npopMIaKTHYeCKUX  paboT  Ha
AIMUHUCTPUPYEMOI

H(POKOMMYHUKALMOHHON CHCTEME.




IK-8.2 Vmeer HCIIOIL30BaTh
COBpeMeHHbIe CTaH,Z[apTBI HpI/I
aJIMUHHCTPUPOBAHUU YCTPOWCTB U
[IPOrPaMMHOTO obecrieueHus;
[PUMECHSTh INTAaTHBIC W BHENTHUE
[POrpaMMHO-AIAPATHRIE CPEACTBA
TUTSE KOHTPOJISL IIPOU3BOIUTEIIBHOCTH

ceTeBoi UHPPACTPYKTYPHI
AIMUHUCTPUPYEMOI CETH;
lcrons30BaTh COBPEMEHHBIE
CpeacTBa aJMUHHUCTpUpOBaHUsA 0a3
TTAHHBIX;

I1K-8.5 Bianeer HaBbIKaMu
[UTAHUPOBAHHUS CTpaTeruu

BOCCTAHOBJICHUSI CETEBOM CHCTEMBbI
U OpOrpaMMHOrO  oOecredeHus
1H()OKOMMYHUKAIIMOHHOW CHCTEMBI

®opma(bl) MPOMEKYTOUHOM aTTECTALMU 110 TUCIUILIMHE: YK3aMeH (6 cemectp).

2. IToka3aTeu, KpUTEPUH W HIKAJIbI OLlCHUBAHUS KOMIIETEHIIUI
2.1 Tloka3arenem OICHMBAaHUS KOMIIETEHIMH Ha dTame WX (OPMHPOBAHUS TPU HU3YyUYCHUU
JUCHHUIIIMHEL SIBJISACTCA YPOBCHB UX OCBOCHHA.

[Ikana €CKPUIITOPBI YPOBHEU
Pesynbrarel o0ydeHus Hleckp PblyP .
OLICHUBAHMUS OCBOEHHSI KOMIIETEHIIUH

IIK-1 — Cnoco0eH K 3KkcnIyaTaliii M pa3BUTHIO CeTeBbIX IIaT(OpM, CHCTEM U ceTel
nepefayYm JaHHbIX

MK-1.1 3HaeT NPUHIUIBI (3HAET OCHOBHBIE METOJABl IMOCTPOCHHS
MMOCTPOCHUSI W pabOTHl CETH CBS3M, [CETEH Mepeaaydl JaHHBIX, WX CTaHIapTHI,
MPOTOKOJIOB 0OMeHa MHpOpMaIuei U [MPOTOKOJHI. dopmynupyer TIOHSTHE
CUTHQJIM3AIIMU, HCIOIB3YEMBIX B [CETEBOM CITy>KObI, IX BUJIBI M HA3HAYCHUE.
CeTsIX CBSI3U, CTaHAApPThl KadecTBa
repeaadn JaHHbBIX U T0JI0Ca;

IIK-1.5 VYmMeer »skcmilyaTupoBaTh |[YMEET  YCTaHaBIMBaThb  ONEPALlMOHHYIO

o0opynoBaHue KOMMYTaIMOHHOH [cuctemy  Windows,  BBIONHATE €€
[MOJICHCTEMBI, COIYTCTBYIOIIETO [HACTPOIKY, CO37]a€T JOMEHBI, HACTPAUBACT
Huzkuii 000pYyIOBaHUS U CETEBBIX TUIATPOPM; [KOHTPOJUIEPHl goMeHa, ciayk0bl DNS,
(moporoBbIit) DHCP, mnacrpauBaer oOwmmMii JOCTYHn K
YPOBEHD ManKam u (atinam. [Tonkmroyaer
000pyI0BaHUE K CETH.
IK-1.6 Bnaneet HaBbIKaMHU |BlaneeT HaBBIKAMU CO3aHUS TEXHHUUYECKOH
pa3paboOTKU CXEMBbl OpraHU3alUU |TOKYMEHTAIHH Ha o0opyoBaHue,

CBSI3H, TMOCTPOCHUS W PACIIMPEHUS [HACTPOWKH OMEPAIIMOHHONW CHCTEMBI M CETH
KOMMYTAIIMOHHON  TIOJICHCTEMbI M [[IEpeayuu JTaHHBIX.

ceTeBbIX  IaTGopMm,  HaBBIKAMH
paboTel ¢ 0a3aMu  JaHHBIX U
aIMHHUACTPUPOBAHUST 000Dy IOBAHHSI
KOMMYTAIIMOHHOH MO/ICHCTEMBI.

MK-1.1 3Haer MPUHIUIBI (3HAET OCHOBHBIE METOJbI IMMOCTPOCHHUS
MOCTPOCHHUST M PabOTBHI CETH CBSI3M, [CETEH Mepedaud MaHHBIX, MX CTaHAAPTHI,
MMPOTOKOJIOB 0OMeHa MHGOPMAITUEH U [TIPOTOKOJBI. dopmynupyet MOHSATHE
CHUIrHajaIu3anuu, I/ICHO.HI:ByeMBIX B CeTeBOfI C.Hy)KGI:I, X BUJbBI U HA3HAYUYCHUC.
CeTSAX CBSI3U, CTAHJAPTHI KadecTBa [3HAET OCHOBEI PO UITAKTHIECKOTO
rnepegayu JaHHBIX U T'0JIOCA; oOCITy’)KMBaHUSI ceTei U 000pynOBaHMS,
DTanbl MOKCKA u YCTpaHCHUS

Cpennuit
YPOBEHB




HEHCIPAaBHOCTEN B HUX.

IIK-1.5 VYwMeer »sKkcruryaTupoBaTh
obopymoBaHue KOMMYTallMOHHOU
MOJICICTEMBI, COITyTCTBYIOIIIETO

000pYIOBaHUS M CETEBBIX IIATHOPM;

YMeer  ycTaHaBIMBaTb  ONEPALMOHHYIO
cucremy  Windows,  BBINOJNHATH  ee
HAcCTPOWKY, CO3JA€T JOMEHbI, HaCTpauBaET
KOHTpOJUIepHl  JoMeHa, ciayxkO0bl  DNS,
DHCP, wnactpaumBaer oOmmii moCTym K
nankam u ¢aiiam. Beimonmusier 0Gozee
TOYHYIO HaCTPOUKY onepanvoOHHON
cucTeMbl M ceTeBbIX ciyx0. ITonkmrodaer
o0opynoBaHue K ceTH. MOXET OnpenesnsiTh
[IPOCTHIE  HEUCIPAaBHOCTH B CETH U
WCTIPABIIATh UX.

IK-1.6 Bnageer HaBBIKAMHU
pa3pabOTKH  CXEMBI  OpraHU3aluu
CBSI3M, TIOCTPOCHUS W PACIIUPECHUS
KOMMYTAIIHOHHOW  TOJACHCTEMBI |
ceTeBbIX  IuIaTGopMm,  HaBBIKAMH
paboTel ¢ 0azaMM JaHHBIX U
aJIMUHUCTPUPOBAHUS 000PYIOBAHUS
KOMMYTAIIHOHHOM TOJICHCTEMBI.

Brnaneer HaBBIKaMU CO3JaHUA TEXHUUESCKOU
NOKyMEHTAlUU Ha o0opyoBaHue,
HAaCTPOWKHU OIEPALlMOHHON CUCTEMBI U CETH
nepenaun  gaHHbIX. Co3naer rpaguk U
TEXHUYECKYIO JIOKYMEHTAIUIO
MPOPUIAKTUYECKOTO 00CITYKUBAHUSI.

BrIicokuit
YPOBEHD

MK-1.1 3HaeT MIPUHLIUIIBI
[OCTPOCHUsI U PabOThl CETH CBSI3H,
MPOTOKOJIOB 0OMeHa nHpopManuen u
CUTHQJIN3alUM, HUCMONb3YEeMBIX B
CeTAX CBS3M, CTAHIAPTHl KauecTBa
nepeaayy JaHHbIX U T0JI0Ca;

3HAeT OCHOBHEIE MCTOABI TTOCTPOCHUA
ceTeil mepenaydl JaHHBIX, UX CTaHIAPTHI,
[IPOTOKOJIBI. ®opmynupyer IIOHATHE
ceTeBOM CiIyKObI, UX BUJABI M Ha3HAuUCHUE.
3Haer OCHOBBI POQUTAKTUIECKOTO
oOcimy>)kuBaHUsA ceTed W 000pyIOBaHWS,
DTaIbI IIOKCKa u yCTpaHEHU
HEHCIIPAaBHOCTEM B HHUX. 3HAET MOPSIOK
MOWCKAa ¥ YCTPAaHCHUS HEUCIPABHOCTEH

Pa3HOTUITHOTO o0opypoBaHus U
oopMIIeHHUS JOKYMEHTAIHH.
IK-1.5 VYwMeer »sKkcruryaTupoBaTh [YMEET  YCTaHABIMBATH  OMNEPAIMOHHYIO
o0opyaoBaHue KOMMYTaIlMOHHO#H [cuctemy  Windows,  BeIIONHATH €€
[1O/ICHCTEMBI, COITYTCTBYIOILIETO |HACTPOIKY, CO3/]a€T JOMEHbI, HaCTpauBaeT
000pYIOBaHUS M CETEBBIX IUIAT(OPM; [KOHTPOJUIEPHl  J0oMeHa, ciyx0sl  DNS,
DHCP, wnactpaumBaer oOmmii mOCTym K

nankam u ¢aiiam. Beimonmuser 0Gozee
TOYHYIO HaCTPOMKY onepanvoOHHON
CHCTEeMBl M ceTeBbIX ciyx0. [Tomkmouaer
o0opyaoBaHue K ceTd. MOKeT OnmpenensTh
o0bIe HEUCIIPAaBHOCTH B CETU W
ucnpaBiATh ux. [IpoBogut nmpoduaakTuKy
000pyIOBaHUs, ONEPAIIMOHHONW CHCTEMBI U
CETH.

IK-1.6 Bnageer HaBBIKAMHU
pa3pabOTKH  CXEMBI  OpraHU3aluN
CBSI3M, TIOCTPOCHUS W PACIIUPECHUS
KOMMYTAIIHOHHOW  TOJACHCTEMBI |
ceTeBbIX  IuIarGopMm,  HaBBIKAMH
paboTel ¢ 0azaMM JaHHBIX U
aJIMUHHUCTPUPOBAHUS 000PYIOBAHUS
KOMMYTAIIHOHHOW TTOJICHCTEMBI.

Brnaneer HaBBIKAaMU CO3JaHUA TEXHUUCCKOU
NOKyMEHTAlUU Ha o0opyoBaHue,
HAaCTPOWKHU OIEPALlMOHHON CUCTEMBI U CETH
nepenaun  gaHHbIX. Co3naer rpapuk U
TEXHUYECKYIO JIOKYMEHTAIUIO
MPOPUITAKTHIECKOTO 00CITy )KBaHUA.
OdopMiser 3asBKM Ha HEHUCIPABHOCTU H
odopmiser JIOKYMEHTaLUI0 o
pe3yJbTaTaM yCTPaHEHUU HEUCTIPABHOCTEH.




IIK-8 - CniocobeH caMoCcTOosITe/IbHO MPOBOANTD IKCIIEPUMEHTATbHbIE HCCIeTOBAHUS U
HCNO0Jb30BATHh OCHOBHBIE IPHeMbl 00Pa00TKH M NPeCTABJICHNS MOJTY4YeHHBIX IaHHBIX

I1K-8.1 3HaeT apxuTeKTypy U 00IIHe
MTPUHITUTIBI (GYHKIIMOHUPOBAHUS,
anmapaTHBIX,  MPOTPAaMMHBIX |

[TPOrPaMMHO-AIaPaTHBIX
aAMUHUCTPUPYEMOH CETH,

CPEICTB

YCTAaHOBKY U OKCIUTyaTaluuio
aAMUHUCTPUPYEMBIX CETEBBIX
YCTPOMCTB, YCTaHOBKE u

DKCIUTyaTallusl aJMHUHUCTPHPYEMOTO
MPOrPaMMHOTO OOeCTIieueHus,
[IpoTOKOJIBI KaHAJIBLHOTO, CETEBOTO,
TPAHCIIOPTHOTO M IIPUKJIATHOIO
YPOBHEUM MOJEIN B3aUMOJCHCTBUSA
OTKprTI:IX CUCTEM,

3HAET OCHOBHBIE METOJBI IOCTPOCHUS
ceTel Mmepenadyd MaHHBIX, UX CTAaHAAPTHI,
[IPOTOKOJIBI. dopmynupyer IIOHATHE
CETEBOM CITy)ObI, UX BUBI 1 HA3HAUYCHHE.

Mogens ISO nmna  ynpaBneHus
CEeTEBbIM Tpa(uKOM;
Monenu IEEE;
Monenun nH(OPMAIMOHHO-
TE€JICKOMMYHUKAIMOHHON CeTH
Huskuii "Unrepuer",
(moporoBbiii) [PermamMeHTEI MIPOBEACHUS
YPOBEHBb MPOPUIAKTUIECKUX pabot Ha
aIMUHUCTPUPYEMOI
MH()OKOMMYHUKAIIMOHHOW CHUCTEME.
I1K-8.2 Ywmeer WCIIOJb30BaTh |[YMEET  YCTAaHABIMBATh  OINEPALUOHHYIO
COBPEMEHHBIE CTaHJapThI npu cucremy  WIindows,  BBIMOJTHITE €€
aAMUHUCTPUPOBAHUM YCTPOMCTB U [HACTPOMKY, CO3JACT JOMEHBI, HACTPAUBAET
MMPOTPaMMHOTO obecrieueHus; [KOHTPOJUIEPhl 1goMeHa, ciayk0bl  DNS,
npuMeHsATh mrTatHele W BHemHue [DHCP, nactpamBaer oOmmii jgoctynm K
[MPOrpaMMHO-aNMNapaTHbBIE CPENCTBA [MalKaM " daitnam. [Topxmrouaer
JUISE KOHTPOJISL MPOU3BOIUTEIHHOCTH [000PYI0BAaHHE K CETH.
CETEeBOM HH(PpaCTPyKTypHI
aAMUHUCTPUPYEMOH CETH;
Hcnonb30Barh COBPEMEHHBIE
CpeICcTBa aJIMUHUCTPHpPOBaHUS 0a3
JTAHHBIX;
I1K-8.5 Biageer HaBbIKaMu Brnaneer HaBBIKAaMU CO3JaHUA TEXHUUESCKOU
[JIAHUPOBAHUS CTpaTeruu |[JOKyMEHTAlUU Ha o0opyoBaHue,
BOCCTAHOBJIEHUSI CETEBOW CUCTEMBI U |[HACTPOMKHU ONEPALMOHHOM CUCTEMBI U CETH
[IPOrPaMMHOI'0 oOecrnieueHus [epefayu JaHHBIX.
MH()OKOMMYHUKAIIMOHHOW CHCTEMBI.
I1K-8.1 3naer apxutTekTypy 1 oOnue [3HaeT OCHOBHBIE METOABl IOCTPOCHHS
[IPUHIIATIBI (YHKITMOHUPOBAHMSI, [CETEH TMepenaydl MaHHBIX, UX CTaHIAPTHI,
anmnapaTHbIX, MIPOTPAMMHBIX U |[IPOTOKOJIBI. ®opmynupyer MTOHSATHE
MPOrPaMMHO-AIIAPATHBIX ~ CPEACTB [CETEBOU CIY>KOBI, MX BUJIBI U HA3HAYCHUE.
Cpemuii aAMUHUCTPUPYEMOH CETH; 3HaeT OCHOBBI Unpoqmnaxmqecxoro
yPOBCHb YCTaHOBKY M DKCIUTyaTaluio [00CIyKMBaHHsSI CeTell u 000pyJOBaHUS,
aMUHUCTPUPYEMBIX CETEBBIX [ITaIIbI MTOUCKA u YCTpaHEHUS
YCTPOMCTB, YCTaHOBKE U [HEHUCIPAaBHOCTEW B HUX.

PKCIUTyaTalusi aJMUHHCTPUPYEMOTO
MPOrPaMMHOTO OOecTIeueHus,
[IpoTOKOJIBI KaHAJIBHOIO, CETEBOTO,




TPAHCIIOPTHOTO W MPHUKIATHOTO
YPOBHEUW MOJEIH B3aUMOJCHCTBUSA
OTKPBITBIX CUCTEM,;

Mognens ISO s ynpaBneHus

CETEBBIM TpaPuKOM;

Monenu IEEE,;

Monenn nH(pOpMaIMOHHO-

TEJICKOMMYHUKAIIHOHHOM ceTu

"UnTepuer";

PermaMeHThI MIPOBEACHUS

MPOPUITAKTHIECKUX pabor Ha

aIMUHUCTPUPYEMOU

H()OKOMMYHUKAIIMOHHOW CHCTEME.

I1K-8.2 Ymeer WCIIOJB30BaTh |[YMEET  YyCTaHABIMBATh  OINEPALMOHHYIO
COBpPEMEHHBIE  CTaHAApThl  mpH [cuctemy  WINdOws,  BBINOJNHATH  ee
aJIMUHHUCTPUPOBAHUU YCTPONCTB U [HACTPOMKY, CO3/Ia€T IOMEHbI, HACTpauBaET
[IPOrPaMMHOTI0 oOecreyeHus; [KOHTPOJUIEpbl  JoMeHa, ciyx0sl  DNS,
npuMeHaTh mrTaTtHble W BHemHue DHCP, nHactpamBaer o0mmii mocTtym K
MpOrpaMMHO-aIapaTHele CpeAcTBa [mankam u  (aiimam. Beimonaser Oornee
JUIE KOHTPOJISL MPOU3BOIUTENBHOCTH [TOUHYIO HACTPOIKY OTepaIMOHHON
CEeTeBOM UHPPACTPYKTYPHI [CUCTEMBI U ceTeBbIX ciayxk0. Iloakmouaer
aJIMUHHUCTPUPYEMOH CETH; o0opyaoBaHue K ceTh. MOKeT OnmpenensTh
Vcrnonb30BaTh COBpPEMEHHBIC [IPOCThIE  HEHUCIPABHOCTM B CETU H

CpeacTBa aJIMUHUCTpHpOBaHUS 0a3
JTAaHHBIX;

HCITPABJIATH HUX.

I1K-8.5 Bianeer HaBbIKaMu
HHaHI/IpOBaHI/I}I CTpaTeI‘I/II/I
BOCCTAHOBJICHUS CETEBOM CHUCTEMBI U
MIPOrPaMMHOTO obecrieyeHust
WH()OKOMMYHHUKAIIHOHHOW CHCTEMBI.

BraneeT HaBBIKaMU CO34aHUS TEXHHUUECKOU
TOKyMEHTAIUU Ha obopyoBaHue,
HACTPOMKHN OTNEPAIMOHHON CUCTEMBI U CETH
nepenaun  gaHHBIX. Co3maer rpaduk U
TEXHUYECKYIO JOKYMEHTAIUIO
npoduIakTHIeCKOro 00CIyKUBaHUS.

Bricokuit
YPOBEHB

I1K-8.1 3naer apxuTekTypy u obiue
[TPUHIIHAITBI (yHKITMOHUPOBAHHSI,
anmnapaTHBIX, MPOrPaMMHBIX U
[pOrpaMMHO-aNMNapaTHbIX  CPEACTB
aIMUHUCTPUPYEMOI CETH;

YCTaHOBKY U OKCIUTyaTaluo
aJIMUHHUCTPUPYEMBIX CETEBBIX
YCTPOMCTB, YCTaHOBKE u
DKCIUTyaTalusi aJMUHHCTPUPYEMOTO
MPOrPaMMHOTO OOeCTIeueHus,
[IpoTOKOJIBI KaHAJIBHOIO, CETEBOTO,
TPAHCIIOPTHOTO W MPHUKIATHOTO
YPOBHEUM MOJEIN B3aUMOJICHCTBUSA
OTKPBITBIX CUCTEM,;

Mogens ISO nmna  ynpaBneHus
CEeTEBBIM TpaUKOM;

Monenu IEEE;

Monenun uH(OPMAIMOHHO-
TeJIEKOMMYHHUKAITMOHHOU ceTH
"Unrepuer",

PernaMeHThI MIPOBEACHUS
MPOPUIAKTUIECKUX pabot Ha

AIMUHUCTPUPYEMOI

3HAaeT OCHOBHBIC METOABI MOCTPOCHUS
ceTel Iepenauyd JaHHBIX, UX CTaHIAPTHI,
MPOTOKOJBI. @opmynmupyer  TOHSTHE
CETEeBOM CIIy>KOBbI, MX BHJbl U HAa3HAYCHHE.
3HaeT OCHOBEI npo(HUIAKTHIECKOTO
oOCITy’)KMBaHUSI ceTei U 000pynOBaHMS,
ATaIbI MIONCKA " yCTpaHEeHHUs
HEHCIIPAaBHOCTEH B HHUX. 3HAET MOPSI0K
MOWCKAa W YCTPaHEHHS HEUCIIPABHOCTEH
Pa3HOTUITHOTO 000pyI0BaHUS U
o(hopMIICHHS JOKYMEHTAIHH.




MH(POKOMMYHUKALMOHHOW CUCTEME.

IK-8.2 VYmMeer HCHOJIb30BATh
COBpEMEHHEIE CTaHIapThI pU
aJIMUHUCTPUPOBAHUHU YCTPONCTB H
MIPOrPaMMHOTO obecreyeHus;
MPUMCHITh INTaTHBIE M BHEIITHUE
[IPOrpaMMHO-AIMapaTHBIE CPEACTBa
JUIST KOHTPOJIS MPOHM3BOIUTEIIBHOCTH

YMeeT  yCTaHaBIMBaTh  OINEPAMOHHYIO
cucremy  Windows,  BBINOJNHATH  ee
HACTPOMKY, CO3/1aeT JOMEHBI, HaCTPanBacT
KOHTpOJUIepHl  JoMeHa, ciayxkObl  DNS,
DHCP, wnactpaumBaer oOmmii moCTym K
nankam u ¢aiiam. Beimonmuser 0Gozee
TOYHYIO HaCTPOMKY onepanuoOHHON

ceTeBoit UH(QPACTPYKTYPHI |[CUCTEMBI M ceTeBbIX ciyk0. [logkmouaer
aIMUHUCTPUPYEMOM CETH; obopyoBaHue K ceTdu. MOXKeT OmpeneNsTh
M cmons30BaTh COBPEMEHHBIC |TIOOBIC HEUCIIPAaBHOCTU B CETH H
CpeICTBa aJIMUHUCTPHUpPOBaHHS 0a3 [MCHpaBisATh uX. [IpoBOIUT NPOPUIAKTHKY
TaHHBIX, 000pyI0OBaHUs, ONEPAITMOHHOW CHCTEMBl U
CETH.
I1K-8.5 Biageer HaBbIKaMu Brnaneer HaBBIKaMU CO3JaHUA TEXHUUCCKOU
[JIAaHUPOBAHUS CTpaTeruu |[MOKyMEHTaluu Ha obopynoBaHue,
BOCCTAHOBJIEHUSI CETEBOW CUCTEMBI U |[HACTPOMKHU ONEPALMOHHON CUCTEMBI U CETH
[MPOrPaAaMMHOIO obOecrieuenus [mepegaun naHHbIX. Co3maer rpaduk
WH()OKOMMYHUKAIIMOHHOW CUCTEMBL.  [TEXHHYECKYIO JOKYMEHTALUIO
MPOPUITAKTHIECKOTO 00CITy )KHUBaHUS.
OdopMiser 3asBKM Ha HEHUCIPABHOCTU H
odopmIsieT JIOKYMEHTAILIUIO 10

pe3yabpTaTaM yCTPaHEHHUH HEHCIIPABHOCTEH.

2.2 Tabnuia cOOTBETCTBUS Pe3yIbTATOB MPOMEXKYTOYHOM aTTECTAIlMH 1O AUCLUILIUHE YPOBHIO
sTana GOpMHUPOBAHUS KOMIIETCHIIUI

[IIxana Kon unymiaropa YpoBeHb OCBOEHHUS
dopma KOHTPOJIA JOCTHKCHHUS
OIICHUBAHHUS N KOMIIETEHITHN
KOMIIETEHITHH
IIK-1.1 HU3KHAH
3auer 1o [IK-1.5 CpeHMit
1a60paTOPHBIM . I1K-1.6 CpeIHMI
pabotam 3auer I1K-8.1 HU3KUN
I1K-8.2 BBICOKHI
[1IK-8.5 CpEeITHHI
IIK-1.1 HHU3KHI
[1IK-1.5 CpEeITHHI
Y 10BIETBOPUTETHLHO ITK-1.6 HU3KHi
IIK-8.1 HU3KHAH
[1K-8.2 CpEeTHHI
I1IK-8.5 HU3KHUH
[IK-1.1 CpEeITHHI
IIK-1.5 CpeaHui
DK3aMeH Xoporiro gi_é? zg :iﬁﬁg
[1K-8.2 CpEeTHHI
[1IK-8.5 CpEeITHHI
IIK-1.1 BBICOKHM
[1IK-1.5 CpEeITHHI
OO I1K-1.6 BBICOKHI
IIK-8.1 BBICOKMI
[1K-8.2 CpeHMit
[1IK-8.5 BBICOKHI




3. MeToguveckne MaTepuaJIbl, ONpeaesolue NpoueIypbl OHeHUBAHUS
[Ipomiecc  omneHuBaHWs 3HAHWW, YMEHM, HABBHIKOB U (WJM) ONBITAa JCATEIHHOCTH,
XapaKTepU3yIOMUX dTanbl (OPMUPOBAHUS KOMIIETEHLMH, MPEACTaBICH B TabmUIax mo Qopmam

oOydJeHwUsI:

Tun 3anarus

Tema (pa3nen)

OuneHo4YHbBIE
CpencTBa

I1K-1.1 3naeT NPUHIHUIBI IOCTPOCHNS U PA00OTHI CETH CBSI3HM, IPOTOKOJI0B 00MeHa
uHpopManyell U CHTHATU3AMH, HCII0JIb3YEMBbIX B CETSX CBSAI3HM, CTAHAAPTHI KayecTBa

nepeaavyu 1aHHbIX U IoJ10Ca

BBeneHue B aAMUHUCTPUPOBAHHE

DK3aMeH
WH()OKOMMYHUKAIIMOHHBIX CHCTEM
AnmvunuctpupoBanue OBM u nepudepuitnoro
1 PHb pudep DK3aMeH
000pyaOBaHUS
|y p— AJIMHHHACTPHPOBaHKE onepannoHHoi cuctembl Windows DK3aMeH
. A JIMUHHCTPUPOBAHUE KaOETbHBIX CHCTEM DK3aMeH
AMUHUCTPUPOBAHUE CETEBBIX CITYKO Ha Oaze
9 . DK3aMeH
onepannonnoi cucrembl Windows Server
AJIMHUHUCTPUPOBAHHE OE30M1aCHOCTH
9 DK3aMeH
WH(HOKOMMYHUKAITMOHHOW CHCTEMBI
Otuer no
HccnenoBanue padoThl ¢ BUPTYaTbHBIMUA MAllIHHAMU B .
nabopaTopHOH
runepsusope Hyper-V
pabote
Otuer no
Kondurypuposanue onepaunonHoi cucremsl Windows 10 | mabopatopHoii
pabore
. Otuer no
ba3oBast HacTpoliKa y3710B CETH C IIOMOIIBIO .
9 . nabopaTopHOH
ornepannonnoi cucrembl Windows Server
pabote
. . Otuer no
JTaGopaTopHas Hacrpoiika ciy»x06s1 AD DS ¢ momortpio oneparmoHHON .
. nabopaTropHOit
pabota cuctembr Windows Server
pabore
. . Otuer no
Hactpoiika ciryx661 DNS ¢ momoristo onepannoHHon .
- nabopaTropHOit
cuctemsl Windows Server
pabore
o N Otyer no
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepannoHHON .
. nabopaTopHOH
cucrembl Windows Server
pabote
. N . Otuer no
Hactpoiika (aiin cepBepa ¢ TOMOIIbIO OTEPAIIHOHHOM .
: nabopaTropHOit
cuctemsl Windows Server
pabote
[TpopaboTka nexiuit DK3aMeH
Otuer no
HccnenoBanue pabOThI ¢ BUPTYaTbHBIMU MalllHHAMU B .
nabopaTopHOi
runepsusope Hyper-V
pabore
Otuer no
Camocrosrenbhas [Kondurypuposanue oneparuonnoi cucremsl Windows 10 | mabopaTtopHoit
pabota pabote
. Otuer no
bazoBas HacTpoiiKa y3J0B CETH C TIOMOIIHIO .
9 . nabopaTopHOi
ornepannonHoi cucrembl Windows Server
pabore
Hacrpoiika ciy»x06s1 AD DS ¢ momortpio oneparuoHHON Otuet no

cucrtemsl Windows Server

nabopaTopHOi




pabore
. . Otuer no
Hactpoiika ciryx0661 DNS ¢ momoristo onepannoHHon .
- nabopaTropHOit
cuctemsl Windows Server
pabote
o N Otuer no
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepannoHHON .
. nabopaTopHOH
cucrembl Windows Server
pabote
. N . Otuer no
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTEepaIlHOHHOM .
: nabopatopHOit
cuctemsl Windows Server
pabore
[ToaroToBKa K 3K3aMeHy DKk3amMeH
IIK-1.5 YMeeT 3KCIJIyaTHPOBATH 000PYy/A10BaHHE KOMMYTAIIMOHHOM MOCHCTEMBI,
CONMYTCTBYIOIIETr0 000PYA0BAHNS U CETEBbIX MIATHOPM
Otuer no
HccnenoBanue paboThl ¢ BUPTYaIbHBIMU MalllUHAMU B .
nabopaTopHOi
runepsusope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoii
pabote
. Otuer no
ba3oBas HacTpoiika y370B CETH C TOMOIIBIO .
9 . nabopaTopHOit
ornepannonHoi cucrembl Windows Server
pabote
JlaGopaTopHas . . Oruer o
Hactpoiika cmyx0661 AD DS ¢ nomorisio onepannoHHON .
pabota . nabopaTopHOi
cuctemsl Windows Server
pabore
. N Otuer no
Hactpoiika ciy»661 DNS ¢ momortisto oneparmoHHoMl .
. nabopaTopHOH
cucrembl Windows Server
pabote
. . Otuer no
Hactpoiika ciryx661 DHCP ¢ momoripio onepanroHHOM| .
- nabopatopHOit
cuctemsl Windows Server
pabore
. . . Otyer no
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTEePaIlIOHHOM .
: nabopaTopHOH
cuctemsl Windows Server
pabote
Otuer no
HccnenoBanue paboThl ¢ BUPTYaIbHBIMU MalllUHAMU B .
nabopaTopHOi
runepsusope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoii
pabote
. Otuer no
ba3oBas HacTpoiika y3J0B CETH C TOMOIIBIO .
9 . nabopaTtopHOit
ornepannonnoi cucrembl Windows Server AGoTe
CamocrosiTenbHas P
. . Otuer no
pabota Hactpoiika ciyx661 AD DS ¢ momotsio onepanuoHHOM .
- nabopaTropHOit
cuctemsl Windows Server
pabore
. N Otuer no
Hactpoiika ciy»661 DNS ¢ momortisto onepanmoHHOMl .
. nabopaTopHOH
cucrembl Windows Server
pabote
. . Otuer no
Hactpoiika ciryx661 DHCP ¢ momoripio onepanroHHOM| .
- nabopaTropHOit
cuctemsl Windows Server
pabote
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTEepaIlHOHHOM Otuer no
cucremsl Windows Server 71ab0opaTOpPHOI




pabore

IToaroToBka K sK3aMeHYy

OK3aMeH

IIK-1.6 Brageer HaBbIKaMU Pa3padOTKU cXeMbl OPraHU3ALMM CBSI3H, IOCTPOEHUS U
pacliMpeHHus KOMMYTALMOHHOM NMOJCHCTEMBI U CeTeBBIX MIaT(OPM, HABBIKAMH PadOThI ¢
0a3aMM JaHHBIX H AIMUHUCTPHPOBaHNUS 000PYAOBAHMS KOMMYTAIMOHHOM IOACHCTEMbI

A nvunnctpupoBanue OBM u nepudepuitHoro

Jlexiuu DK3aMeH
000pyaOBaHUS
Otuer no
HccnenoBanue paboThl ¢ BUPTYaIbHBIMU MalllUHAMU B .
nabopaTopHOi
runiepsuzope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoii
pabote
. Otuer no
ba3oBas HacTpoiika y3J0B CETH C TOMOIIBIO .
9 . nabopaTopHOi
ornepannonHoi cucrembl Windows Server
pabore
Jlaboparopnast . . Otuer no
Hacrpoiika ciyx661 AD DS ¢ momotsio onepanuoHHOM| .
pabota - nabopaTopHOH
cuctemsl Windows Server
pabote
. N Otyer 1O
Hactpoiika ciy»x0661 DNS ¢ momortiisto oneparmoHHOMl .
. nmabopaTopHOH
cucrembl Windows Server
abote
. . Otuer 1O
Hactpoiika ciy>x651 DHCP ¢ nomorpio onepanoHHOR .
. nabopaTopHOit
cuctemsl Windows Server
abore
. . . Otyer 1O
HacTtpoiika ¢aiin cepBepa ¢ TOMOIIBIO ONEPAlIMOHHOM .
. nabopaTopHOH
cucrembl Windows Server
abote
[TpopaboTka JeKInii DK3aMeH
Otuer no
HccnenoBanue paboThl ¢ BUPTYaTbHBIMUA MAllITHHAMU B .
nabopaTopHOH
runiepsusope Hyper-V
pabote
Otuer no
oH(uUrypHupoBaHue oneparronHon cucrembl Wi 1a00paTopHOU
K ypup P Windows 10 6oparop
pabore
. Otuer no
ba3oBast HacTpolKa y370B CETH C IIOMOIIBIO .
9 . nabopaTopHOH
ornepannonnoi cucrembl Windows Server
pabote
CamocrosTenbHas . . Otuer no
Hacrpoiika ciy»x06s1 AD DS ¢ momortpio oneparuoHHON .
pabota . nabopaTopHOH
cucrembl Windows Server
pabote
. . Otuer no
Hactpoiika ciry>x061 DNS ¢ momomibsto onepannoHHoi .
. nabopaTopHOi
cuctemsl Windows Server
pabote
o N Otuer no
Hacrpoiika ciyx661 DHCP ¢ momMomipio onepanroHHON .
. nabopaTopHOH
cucrembl Windows Server
pabote
. N . Otuer no
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTePaIlHOHHOM .
; nabopaTopHOi
cuctemsl Windows Server
pabote
[ToaroToBKa K 3K3aMeHy DKk3amMeH

IIK-8.1 3Haer apxuTekTypy U o00muMe NPUHUMINBLI (PYHKIIMOHUPOBAHMS, ANNAPATHBIX,
MPOrPAMMHBIX M MPOrPaAMMHO-ANNAPATHBIX CPEICTB A/IMMHUCTPUPYEMON CEeTH; YCTAHOBKY
U IKCILIYAaTAIlMI0 AJIMUHUCTPUPYEMBIX CeTEBbIX YCTPOMCTB, YCTAHOBKE M JIKCILIyaTALMS




aAMHMHUCTPUPYEMOro NporpaMMHoro oodecnedenusi; IIporokosbl KaHAIBHOIO, CeTeBOro,
TPAHCIOPTHOI0O W NPHKJAJHOIO0 YPOBHEH MOJeIH B3aMMOACHCTBHS OTKPBITBIX CHCTEM;
Moneas ISO naas ynpasiaenusi cereBbiM Tpadukom; Moaean IEEE; Monpean
HH(OPMALOHHO-TEJJEKOMMYHHKAIIMOHHOH ceTn '"HWHTepHer'"; PerisiamMeHTHI mMpoBeneHUs

npopuIaKTHYECKUX padoT HA AIMHUHUCTPUPYeMOil HHPOKOMMYHHMKAIIMOHHOI cHCTEMe.

BBenenne B aIMUHICTPUPOBAHNE
DK3aMeH
WH()OKOMMYHUKAIIMOHHBIX CHCTEM
AnmvunuctpupoBanue OBM u nepudepuitnoro
1 PHb pudep DK3aMeH
000pyaOBaHUS
[} p— AJIMHHHACTPHUPOBaHKE onepannoHHoi cuctembl Windows DK3aMeH
. AJMHUHUCTPUPOBAHHE KaOCIbHBIX CUCTEM OK3amMeH
AJIMUHHCTPUPOBAHUE CETEBBIX CITYKO Ha Oa3e
9 . DK3aMeH
onepannonnoi cucrembl Windows Server
AJMHHUCTPUPOBAHKE OE30MTaCHOCTH
9 DK3aMeH
WH()OKOMMYHUKAIIMOHHOM CHCTEMBI
Otuer no
HccnenoBanue paboTh ¢ BUPTYaTbHBIMU MalllTHHAMU B .
n1abopaTopHOi
runepsusope Hyper-V
pabore
Otuer no
Kondurypuposanue onepaunonsoi cucremsl Windows 10 | mabopatopHoii
pabore
. Otuer no
bazoBas HacTpoiiKa y3J0B CETH C TIOMOIIHIO .
9 . nabopaTopHOit
ornepannonnoi cucrembl Windows Server
pabote
. . Otuer no
JlaGoparopuast Hactpoiika cryx0661 AD DS ¢ nomorisio onepanuoHHON .
- nabopaTropHOit
pabota cucremsr Windows Server
pabore
. N Otyer no
Hactpoiika ciy»661 DNS ¢ momortisto oneparmoHHOMl .
. nabopaTopHOH
cucrembl Windows Server
pabote
. . Otuer no
Hacrpoiika ciy»x661 DHCP ¢ momMomipio onepanroHHON .
. nabopaTopHOit
cucrembl Windows Server
pabote
. . . Otuer no
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTePaIlHOHHOM .
: nabopaTopHOH
cuctemsl Windows Server
pabote
[TpopaboTka JeKInii DK3aMeH
Otuer no
HccnenoBanue padoThl ¢ BUPTYaTbHBIMUA MAllITHHAMU B .
nabopaTopHOi
runiepsusope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoit
pabote
o Otuer no
ba3oBast HacTpoliKa y3710B CETH C IIOMOIIBIO .
CamocTosiTenbHas . . nabopaTopHOi
ornepannonnoi cucrembl Windows Server
paborta pabore
o N Otuer no
Hacrpoiika ciy»x06s1 AD DS ¢ momortsio oneparmoHHON .
. nabopaTopHOH
cucrembl Windows Server
pabote
. . Otuer no
Hactpoiika ciy»661 DNS ¢ momortisto onepanmoHHOMl .
. nabopaTropHOit
cucrembl Windows Server
pabote
Hactpoiika ciryx661 DHCP ¢ momoripio onepanroHHOM| Otuer no
cucremsl Windows Server 71ab0opaTOpPHOI




pabore

o o . Ortyer 1o
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTIepaIlHOHHOM .
. nabopaTopHOit
cuctemsl Windows Server
pabote
[ToaroToBKa K 3K3aMeHy DK3aMeH

11K-8.2

YMeer HCHOJIL30BATh COBPEMEHHbBIC CTaAaHIAPTbI

npu aAMUHUCTPUPOBAHUU

YCTPOMCTB M NPOrPaMMHOI0 o0ecrnedeHHs; MPUMEHSITh IITATHbIC H BHELIHHE NPOrPAMMHO-
annapaTHble CpPeACTBAa I KOHTPOJIS NPOU3BOAMUTEIbHOCTH ceTeBOii MHGPACTPYKTYpbI
agMuUHHCTpUpPYeMoii ceTH; Mcno/b30BaTh COBpPeMEHHBbIE CpeACTBAa aAMHHHCTPHMPOBAHMS

0a3 TaHHBIX;

Otuer no
HccnenoBanue pabOThI ¢ BUPTYaTbHBIMU MalllHHAMU B .
nabopaTopHOH
runepsuszope Hyper-V
pabote
Ortuer no
Kondurypuposanue onepaunonnoi cucremsl Windows 10 | imabopatopHoii
pabore
. Otuer no
ba3oBast HacTpoliKa y37I0B CETH C IIOMOIIIBIO .
9 . nabopaTopHOH
ornepannonnoi cucrembl Windows Server
pabote
JlaGopaTopHas . . Oruer o
Hacrpoiika ciry»x6s1 AD DS ¢ momorpio oneparuoHHON .
pabota . nabopaTopHOi
cucrembl Windows Server
pabore
. . Otuer no
Hactpoiika ciryx661 DNS ¢ momoristo onepannoHHon .
- nabopaTropHOit
cuctemsl Windows Server
pabote
o N Otyer no
Hacrpoiika ciy»x6s1 DHCP ¢ momMomipio onepannoHHON .
. nabopaTopHOH
cucrembl Windows Server
pabote
. N . Otuer no
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTepaIlHOHHOM .
: nabopaTopHOit
cuctemsl Windows Server
pabote
Otuer no
HccnenoBanue paboTh ¢ BUPTYaTbHBIMU MalllHHAMU B .
nabopaTopHOH
runepsusope Hyper-V
pabote
Otuer no
Kondurypuposanue onepaunonsoi cucremsl Windows 10 | imabopatopHoii
pabore
. Otuer no
ba3oBast HacTpolKa y370B CETH C IIOMOIIBIO .
9 . nabopaTopHOH
ornepannonnoi cucremsl Windows Server
pabote
. . Otuer no
CamocrositenpHast [Hactpoiika ciayx6s1 AD DS ¢ momotisio onepannoHHoOR .
. nabopaTropHOit
pabota cuctembr Windows Server
pabore
“ N Otyer no
Hactpoiika ciryx661 DNS ¢ momorsto onepannoHHon .
- nabopaTopHOH
cuctemsl Windows Server
pabote
o N Otyer no
Hacrpoiika ciy»x6s1 DHCP ¢ momMomipio onepanroHHON .
. nabopaTopHOH
cucrembl Windows Server
pabote
. N . Otuer no
Hactpoiika (aiin cepBepa ¢ MOMOIIBIO OTEPaIlHOHHOM .
: nabopaTropHOit
cuctemsl Windows Server
pabote
[ToaroToBKa K 3K3aMeHy DKk3amMeH




I1K-8.5 Biageer HaBbIKAMM IUVIAHMPOBAHUSA CTPATErHd BOCCTAHOBJIEHUSI CETEBOM CHCTEMbI
U MPOrPaAaMMHOI0 obecnevyeHusi MTHPOKOMMYHUKAIIMOHHON CHCTEMbI

AnmunucTprupoBanre IBM u nepudepuitHoro

Jlekuun DK3aMeH
000pyTOBaHUS
Otuer no
HccnenoBanue paboTh ¢ BUPTYaTbHBIMU MalllTHHAMU B .
nabopaTopHOH
runepsusope Hyper-V
pabote
Otuer no
Kondurypuposanue onepaunonHoi cucremsl Windows 10 | mabopatopHoii
pabore
. Otuer no
bazoBas HacTpoiiKa y3JI0B CETH C TIOMOIIHIO .
9 . nabopaTopHOit
ornepannonHoi cucrembl Windows Server
pabote
JlaGopaTopHas . . Otuer o
Hacrpoiika ciy»x06s1 AD DS ¢ momortpio oneparuoHHON .
pabota . nabopaTopHOi
cucrembl Windows Server
pabore
“ N Otuer no
Hactpoiika ciryx0661 DNS ¢ momoristo onepannoHHon .
- nabopaTopHOH
cuctemsl Windows Server
pabote
. . Otuer no
Hacrpoiika ciy»x661 DHCP ¢ momMomipio onepanroHHON .
. naboparopHOit
cucrembl Windows Server
pabote
. N . Otuer no
Hactpoiika (aiin cepBepa ¢ TOMOIIBIO OTePaIlHOHHOM .
: nabopaTropHOit
cuctemsl Windows Server
pabote
[TpopaboTka nexiuit DK3aMeH
Otuer no
HccnenoBanue padoThl ¢ BUPTYaTbHBIMUA MAllITHHAMU B .
nabopaTopHOi
runiepsusope Hyper-V
pabore
Otuer no
Kondurypuposanue orneparmontoi cucremsl Windows 10 | maboparopHoii
pabote
. Otuer no
bazoBas HacTpoiiKa y3J0B CETH C TIOMOIIHIO .
9 . nabopaTopHOi
ornepannonnoi cucrembl Windows Server
pabore
CamocrosTenbHas . . Otuer no
Hactpoiika cmyx0661 AD DS ¢ nomorisio onepanuoHHON .
pabota ; 1a00paTopHO
cuctemsl Windows Server
pabote
. . Otuer no
Hactpoiika ciy»x0661 DNS ¢ momortsto oneparmoHHOMl .
. nabopatopHOit
cucrembl Windows Server
pabore
. . Otuer no
Hactpoiika ciryx661 DHCP ¢ momoripio onepanuoHHOM| .
- nabopaTopHOH
cuctemsl Windows Server
pabote
. . . Otuer no
Hacrpoiika ¢aiin cepBepa ¢ MoMOIIbIO ONepariiOHHON .
. nabopaTopHOH
cucrembl Windows Server
pabote
IToaroToBka K sK3aMeHY OK3aMeH

4. TunoBble KOHTPOJIbHBIEC 32IaHUS
IIpencraBuTh OMH IPUMED 3aJaHUA IO KaXKIOMY THILY OLICHOYHBIX CPENCTB I KaKIOU
KOMIIETEHIMH, (POPMHUPYEMOM TaHHOHN TUCIUILIITMHOM.




IIK-1 — CnocofeH K 3KCIUIyaTallud W Pa3BUTHIO CeTeBbIX MJIaT(OpPM, CHCTEM U ceTeil
nepeaavm JaHHbIX

1. 3aganue Ha DK3aMeH:

1.1 Jlate nonstue ammuuuctpatopa. Ero gpynkmuu CiaykObl aIMUHUCTPUPOBAHUS U UX 3a/1a4H.
[TonsTre nHOOPMAIIMOHHBIX CHCTEM U MX BUIBL.

1.2 Haznmauenume mpotokosa DHCP. O6nacte ero wucnonws3oBanms. [lpomemypHas
XapakTepucTHKa Belgaun IP-anpeca.

1.3 [Tonp30BatTesb HE MOXKET 3arpy3UTh cailT mo aapecy: http://www.cisco, no mo IP-agpecy caiit
3arpyxaercs. OnpeaenuTh BO3MOKHbBIE TPUUUHBI TAHHOW HEHCIPABHOCTH U MPEJIOKUTH BO3MOYKHBIC
MyTH €€ yCTPaHEHUSI.

2. 3ananue Ha JadopaTopHyio padory Ne§ — 10:
OpraHu3anuss COCTOMT U3 JABYX (DMIMAioOB, KOTOpBIE HAXOJATCS B pa3HBIX Tropojax:
ExarepunOypre u Cankr-IletepOypre. CxeMa KOPIOpaTUBHOM CETH MOKa3aHa Ha PUCYHKE.

FILE-EKT DC-EKT

EDGE-EKT

SW-EKT

SW-PROV

CLIENT-EKT
[P Domain: ekt.ru
Domain: sp.ru
11S-SP DC-sP
EDGE-SP
CLIENT-SP

[

1. 3anaTe BceM cepBepaM M KIMEHTCKMM MallMHaM CETEBOE UMs.

2. 3anath IP-anpeca Bcem ycTpoiicTBam ceTH. J{s aToro,

2.1. Pemmre crnemyroulyro 3agady: JaHO aJpPECHOE IMPOCTPAHCTBO CIEAYIOIIETO BHAA —
«197.115.22.x». JlnuHy MacKkd paccCUMTalTe HCXOAS W3 TOro, 4TOOBI B KaXI0W 00pa3oBaBIICHCS
noacetn ¢unuana ExarepuHOypra mMoxxHO ObUTO pazMecTuTh oT 9 mo 11 kimeHToB, a B (umana
Cankr-IlerepOypra MoxHO ObLIO pazMecTuTh OT 19 1o 24 knuenrtoB. s agpecanuu B 1oMeHe SP.ru
UCIIOJIb3YHTE BTOPYIO TI0 CYETY MOJICETh; a B ToMeHe eKt.ru nucnonp3yiite 4eTBepTyIo.

2.2. B kauectBe agpecoB cepBepoB DC wucmonb3yiiTe BTOPOH BO3MOXHBIA ajpec U3 3TUX
nozacereil. B kauectBe agpecoB cepBepoB FILE u |IS ucnonp3yiiTe yeTBepThIii BOZMOXKHBIN apec U3
atux mojacereit. Jns ampecanuu cepBepoB EDGE wucnonbsyiite mectoir aapec. s anmpecaruu
KJIMEHTOB MCIMOJIb3yHTE NEPBBIN aJIpec.

2.3. B kaxnom ¢unuane cepsep DC ucnonssyercs, kak cepep DNS.

2.4 B xadecTBe numo3a B Grummanax ucnoibdyercs cepsep EDGE.

2.5. Cerp mposaiinepa umeer anpec 202.101.40.x/24. Jns ExarepunOyprckoro ¢unmana
ucnionw3yite 23 aapec, st Cankr-IlerepOyprekoro dumana ucnonb3yire 19 ampec.


http://www.cisco/

3. Bxirounts niporokost ICMP aiis paboTsl KoMaHs! Ping.

4. Ha cepsepax DC passepnure ciy:x0y AD DS.

5. HacrpoiiTe nomenbsl B o0oux (uinanax: Ha3BaHUE JOMEHA JOJDKHO COOTBETCTBOBATH CXEME,
MapoJb 7S BOCCTAHOBJICHUS JJOMEHa: Tarasov123.

6. B kax710M TOMEHE CO3J]aliTe MOIPa3ACIICHUS:

6.1 B ekt.ru mompasnenenus: Service u Admin.

6.2 B sp.ru mogpasaencuus: IT u Work.

7. B Kax10M NOAPA3AECICHUH CO31AUTE IPYIIIIbL:

7.1 B ekt.ru rpynmsr: Service2 u Admin2.

7.2 B sp.ru rpymmsr: T2 u Work2

8. HacTpouTh KJIMEHTOB Ha KOHTPOJUIEpAX IOMEHA B COOTBETCTBUU C TaOJIUIICH

CeTeBoe UM KIIMEHTA JOMEHA Jlorun gns pgocryna B | [lapons s nocrtyna | ['pynmna B joMeHe
JOMCH B JOMCH

CLIENT - EKT CLIENT Tarasov123 Service u Admin

FILE - EKT FILE Tarasov234 Service u Admin

EDGE - EKT EDGE Tarasov345 Admin

CLIENT - SP CLIENT? Tarasov345 IT2 u Work2

11S - SP 1S Tarasov123 IT2

EDGE - SP EDGE2 Tarasov234 IT2 u Work2

9. I[ToakroUnTh BCE Y3IIbI CETH K COOTBETCTBYIOIIMM JIOMEHAM.

3 3ajaHue Mo cCaMOCTOATEILHOM padoTe

Odopmuts otuer mo naboparopHoir pabore Ne8-10 B cooTBeTcTBHH C TpeOOBAHUSIMH
COZIepIKAHUSI:

3.1 TUTynbHBIHA JHCT.

3.2 Llens paboTHI.

3.3 OcHOBHOE 000pyIOBaHUE.

3.4 Cxema ceTu.

3.5 VcxonHbIe TaHHBIE.

3.6 CKpHUHIIOTHI TIOATBEPIKIAIOIINE BHITTOTHEHNE 33/1aHUSI.

3.7 OTBeTHI Ha KOHTPOJLHBIC BOIPOCHI.

K-8 - CnocobdeH caMoOCTOSITEILHO MPOBOAUTH JIKCIEPUMEHTAJIbHbIE HMCCIET0BAHUS U
HCI0JIb30BATH OCHOBHBIE MPHEMBbI 00Pa00TKH U MPEICTABIEHHUS MOJTYYEeHHBIX TaHHBIX

1. 3aganue Ha DK3aMeH:

1.1 TIlonstme mnpoduirakTuyeckoro  obOciayxuBanus. HeoOXOIAUMOCTh  BBINOJHEHUS
npoduiakTuyeckoro oocimyxuBanus. Ilposenenne npopuinakTuku KOMIbOTEPOB. Ee mepuoauuHoCTb.

1.2 TlonsiTue mpoTokoia U cranaapra. Buasl ctangaptoB. CTaHIapTU3UPYIOIIKUE OPTaHU3aUuH B
00J1aCTH aJMUHUCTPUPOBAHUS CETEH Nepejauu JaHHbIX.

1.3 Tlonb30BaTenu KOPIOPAaTUBHOW CETH MOJAeT 3asABKY B TEXHMYECKHH OTAEN, 4TO IpOormai
noctyn B ceTb. Onpenennuts BO3MOXKHBIE TNPUYMHBI JAHHOM HEHCIPAaBHOCTH W IPEUIOKHUTH
BO3MOJKHBIE IIyTU €€ YCTPAHEHUS.

2. 3aganue Ha Ja0opaTopHYI0 padoTy Ne2:

OpraHu3anus COCTOMT U3 JABYX (DMIMAloOB, KOTOpbIE HAXOJATCS B Ppa3HbIX Tropojax:
ExatepunOypre u Y da.

Heo6xonumo BceM cepBepaM M KIIMEHTCKUM MallliHaM 33JaTh CETEBOE UMH.

3anats IP-agpeca cepBepam cornmacHo tabnuue. [is atoro:

1. B xaxxnom ¢punmaie cepsep DC ucnons3yercs, kak cepsep DNS.

2. B kagecTBe 1nuto3a B guinuanax ucnoib3yercs cepsep EDGE.

3. Cetb nposaiigepa umeet aapec 200.100.50.x.




4. KnmuenTs! nomyuatot IP-agpec mo nmporokony DHCP.
Brutounts npotokos ICMP st paboTel kKomas 11 Ping.

Tabauua — Ucxoqublie JaHHEBIE

Wwms komnbroTepa IP-anpeca Macka 03

DC-E 172.16.0.1 255.255.255.0 | 172.16.0.250
PC-E DHCP - -

11S-U 172.19.0.2 255.255.255.0 | 172.19.0.250

172.16.0.250 255.255.255.0 | -

EDGE-E 200.100.50.1 255.255.255.0 | -

DC-U 172.19.0.1 255.255.255.0 | 172.19.0.250

FILE-E 172.16.0.2/24 255.255.255.0 | 172.16.0.250
172.19.0.250 255.255.255.0 | -

EDGE-U 200.100.50.1 255.255.255.0 | -

PC-U DHCP - -

3 3agaHue Mo cCaMOCTOSATEILHOM padoTe

OdopmuTts oTuet 10 J1abopatopHOt padote No2 B COOTBETCTBHH C TPEOOBAHUSIMH COCPKAHMUS:
3.1 TutynbHBIHA IUCT.

3.2 Ilenb paboOTHI.

3.3 OcHOBHOE 000pyTIOBaHHE.

3.4 Cxema cern.

3.5 HUcxoiHble TaHHbBIE.

3.6 CKpHHIIOTHI TOATBEPIKIAIOIINE BBIITOTHEHHUE 3aJaHHUS.

3.7 OTBeTHI HA KOHTPOJIbHBIE BOIIPOCHI.

5. BaHK KOHTPOJIbHBIX 3aJaHUNl ¥ HHBIX MATEPHAJIOB, HCIOJb3yeMbIX B Ipouecce
NMpoueayp TeKylero KOHTPOJIs U MPOMeKYTOYHON aTTecTauuu

[IpencraBnen B AJEKTpOHHOW  MH(pOpMaIMOHHO-0OpazoBaTenbHOM cpenqe 1o  URL
https://www/aup.uisi.ru



OUEHOUHbBIE CPEACTBA PACCMOTPEHbI M yTBEPXKAEHBI Ha 3acenannn kadeapb MTuMC

25.05.2022 r [Tporokoit Ne 9 _

3aBeayrolunii kadeapoii (paspaboTunka) L.a/ H.B. byasiianna
- ANMHCh

uHMLKAbL, hamMuans

25052022t




OLECHOYHbIE CPEICTBA PACCMOTPEHBI U YTBEPIKACHBI Ha 3acenannu kadenps MTuMC

25.05.2022 r ITpotokom Ne 9

3aBeyronuit kadeapoii (pazpaboTunka) H.B. bynpuinnaa

IO AITHUCH HWHUIIUAJIbI, q)aMI/IHI/IH

25.05.2022 I.
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