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1. IlepeyeHb KOMNETEHIUH M HHANKATOPOB X JOCTHKECHUS
[Ipouiecc n3yueHus AUCUMILIMHBI HAIPaBlieH Ha (OPMHUPOBAHUE CIAEAYIOIUX KOMITETEHITHI:

Konu [IpenmecTByronme
Kon n HanMeHoBaHMEe HHIUKATOPA JOCTUKEHUS
HAaNMEHOBAHUE . Otan | 3Tansl (C yKkazaHueM

KOMITETEHIINI
KOMITETEHIIUHT JUCLIUTIIINH )

OIIK-3. OIIK-3.5- Biageer MeToiaMu 1 HaBbIKaMU 7 -
Crnocoben obecriedeHrss THPOPMALMOHHOM O€301IaCHOCTH
[PUMEHSITh
METO/IbI IOUCKA,
XpaHCHHUS,
00paboTKH,
aHaM3a u
[pPE/ICTABJICHHUS B
TpeOyeMoM
dbopmare
nHpopManuu u3
Pa3IMYHBIX
MCTOYHUKOB U
0a3 TaHHBIX,
coOmro1ast mpu
STOM OCHOBHEIC
TpeOOBaHUS
WH(POPMALIMOHHO
i1 6€30MacCHOCTH
@®opMbl IPOMEKYTOUHOM aTTeCTallMK 110 AUCUUIUIMHE: 3a4eT (7 cemecTp),

2. HOK833Te.]'ll/l, KPUTEPUH U HIKAJbBI ONCHUBAHUA KOMIIeTEeHIInii
2.1 Tloka3zarenem OLICHMBAHUS KOMIICTCHIMH Ha 3Tale MX (1)0pMI/Ip0BaHI/I$I IIpu HU3Yy4YCHUU
AUCHUIUIWHEL SIBJISICTCA YPOBCHB UX OCBOCHHMA.

[Ixamna €CKPHUIITOPEI YPOBHEN
Pesynbrarel 00ydeHus Heckp pHl YP .
OLICHUBAHUS OCBOEHH KOMIIETECHIIUIA

OIIK-3.5- Bnageer MeTogamMu 1 HaBBIKaMH oOecriedueHus: THPOPMAIMOHHOM 0€30MacHOCTH

Huzkui Biajgerb: MeTo1aMK M HaBBIKaMH Nmeet nipencraBieHne o crnoco0ax 3aiuThl
(moporossr  [00€CTICHCHIST HH(POPMAIIHOHHOM nH(pOpPMAaLlUM OT HECAHKI[MOHWPOBAHHOTO
ﬁ) YPOBEHb 0€30I1aCHOCTH J0CTyTIa
Cpenunuii Brnageer MOHATUHHBIM aIapaToM 3aiiuThbl
YPOBEHb nHpopmManuu.
CB00O0IHO BJIAJIEET MOHSTUHHBIM
o anmapaToM 3aIATHI nadopMaInn
Bricokuii P m (popmarum,
OBCHE o0jasaeT HaBBIKAMU [0 OpTaHHU3AIUU
yp 3amUThl UHGQOPMAITUU B BBIYUCIUTEIHHOMN
CETH.

2.2 Tabnuma cOOTBETCTBHS Pe3yIbTaTOB MPOMEKYTOUHOM aTTECTAlMU 110 TUCIMIIMHE YPOBHIO
sTana GopMHpoBaHUS KOMIIETEHIUN

YpoBeHb
Mxana Kona nnaukaropa qoCTUXEHUS
dopma KOHTPOJIS . OCBOCHUS
OIICHUBAHUS KOMITETEHIINI
KOMIIETEHIINHI

YAOBJIETBOPUTEIHLHO OI1K-3.5 HHU3KUU
3auer XOpOIIO OIIK-3.5 cpeaHuit
OTJIMYHO OIIK-3.5 BBICOKH I




3. MeToauyeckne MaTepHaJIbl, ONpeae/solue Npoue1ypbl OLeHUBAHUS

[Ipouilecc oneHWBaHWS 3HAHWW, YMEHWH, HAaBBIKOB H (WJIU) OMbBITAa JAEATEIHHOCTH,
XapaKTepU3YIOMIMUX ATanbl (OPMUPOBAHUSA KOMIETEHIIMH, MpelIcTaBieH B Tabnuuax mno ¢opmam
o0yueHusI:

Tun 3ansaTus Tema (pa3aen) OueHo4yHbIE CpeCcTBA
OIIK-3.5- Biraneer MmeTogamMu M HaBbIKaMu oOecTieueHus] HHHOPMAITMOHHON O€301TaCHOCTH
Jlexus KomiiekcHbii HOJIXO/ K oOecneuennto | Koncmekr gexnuii

nH(pOpMaIMOHHOM 0€301MacHOCTH Huckyccuun

3amuTa OT HECAHKIIMOHUPOBAHHOTO JOCTYyNa K
UH(POPMAIIUU B KOMITBIOTEPHBIX CUCTEMAaX
Kpunrorpaduueckre METO/IbI 3aIIUTHI

uHpopmanuu

3amuTa OT BPeIOHOCHBIX IPOrpaMMm

[IpakTrueckoe 3amuTa HHPOPMAIUH C TTOMOIIHIO TTAPOJIS OTyer 1o nMpakTUYECKUM
3aHITHE HccnenoBanue cranmaaproB 3amuthl Wi-Fi cereit 3aHSTHSIM
AmHanu3 ceTeBoro Tpaduxa 3ayer

HccnenoBanue ysI3BUMOCTEH CETEBBIX CITYXO0 Ha
npumepe OWASP Mutillidae u Metasploitable

CamocrositenbHa | AyauT 6e30macHocTd HHGOPMAIITMOHHON CHCTEMBI OT4eT 1o MPaKTUYECKUM
s pabota 3aHATUAM
3ayer

4. TunoBble KOHTPOJIbLHbIE 32IAHUS
[Tpumeprl 3afaHus MO KaXKIOMY THUILy OLEHOYHBIX CPEICTB Ul KaXIOH KOMIIETCHIIMH,
bopmMupyeMoii TaHHOM TUCIIUIUTHHOM.

4.1 TunoBoe 3a1aHNe JUCKYCCHI IO TUCHUILINHE:
OIIK-3. Cnoco0eH pemiats CTaHJapTHBIE 3a7jaud IPOPEeCCHOHANTBHOM 1eATeIbHOCTH Ha
OCHOBe HH(GOpPMAlMOHHON W OubnHorpaduyeckol KyiabTypbl C¢ HPUMEHEHHEM HH(OPMAalMOHHO-
KOMMYHHUKAI[MOHHBIX ~TEXHOJOTMH M C YYeTOM OCHOBHBIX TpeOoBaHHUN MH(OPMAIIMOHHON
0e3onacHOCTH

1. Kaknm 00pa3oM BO3MOKHO 3allUTUTh NapoJieM JIJaHHbIE JIF000ro THma?
2. Kak BO3MOXHO 3aIIUTUTHCS OT KPAKW JIMYHBIX U IEPCOHATBHBIX JAHHBIX ITOCPEICTBOM
caudpunra?

4.2 TunoBoe 3a1aHue IJIsl MPAKTHYECKUX 3aAHATHH 110 AUCUHUILIMHE:

OIIK-3. CnocoOeH pemath CTaHAapTHBIE 33/1a4d TPOPECCHOHAIBHON JIEATEILHOCTH Ha
ocHOBe WHGOPMAIMOHHONW W OubiHorpaduyeckol KyabTyphl ¢ MPUMEHEHHEeM HWH(OPMAaIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJOTHH W C YyYE€TOM OCHOBHBIX TpeOOBaHMM HMH(POPMAIIMOHHOMN
0e30MacHOCTH

1. Kakue cocoObl ycTpaHeHHsI YSI3BUMOCTEH CeTEeBBIX CIyk 0 BbI 3HaeTe?

2. Kakum 00pazomM BO3MOXHO HCMOJb30BATh OpaHAMAy3pbl IS 3alUTHl OT aTaKk Ha CETEBbIE
CITY>KObI?

4.3 Tunosoe 3a1aHue 1JIs1 CAMOCTOSITEILHON padoTe 10 AMCHMIIIMHE:

OIIK-3. CnocoOeH penrath CTaHAApTHBIE 33/1a4d TPOPECCHOHAIBHON JIEATETLHOCTH Ha
ocHOBEe WH(pOPMAMOHHON M OuOIMOrpaguueckoi KyabTypbl C NPUMEHEHHEM HH(OpMaIMOHHO-
KOMMYHUKAITMOHHBIX TEXHOJOTHUH W C YyYE€TOM OCHOBHBIX TpeOOBaHM HWH(POPMAIIMOHHOMN
6e30macHOCTH



1. Kakue criocoObl ycTpaHEHUs YSI3BUMOCTEH CETEBBIX CITYXKO BbI 3HAETE?
2. Kakum 00pazoM BO3MOXKHO HCIOJIB30BaTh OpaHAMAyspbl AJS 3alIMThl OT aTaKk Ha CETEBbIC

CITY>KOBI?

5. BaHK KOHTPOJILHBIX 3aJaHUIl M HMHBIX MAaTepPUAJIOB, HCIOJb3yeMbIX B Ipolecce
Npoueayp TeKYLIero KOHTPOJIsi U MPOMEKYTOUHOI aTTecTaluu
bank mpeacraBien B sokampHOM cetm kKadeapel HMCT wu  moctymen mo URL:
http://www.aup.uisi.ru. [Tocie aBropuzanuu HEOOXOAMMO BHIOpaTh cieAyromuid myth: \OOydeHHe
\CT \®@I'OC BO 3++ \ BwiOupaeTcsi HampaBlieHHE, TPpoib 0O0y4YeHUs, Ha3BaHHUE IUCIUTLIMHBI,
YKa3aHHBIE Ha TUTYJIbHOM JIUCTE



http://www.aup.uisi.ru/




OrneHOYHBIE CPENICTBA PACCMOTPEHBI U yTBEPKACHHI Ha 3acenanuu kadeapsr UCT
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