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1. ITepeyeHb KOMNETEHIM A U HHANKATOPOB X JOCTHKEHUSI

[Ipouiecc n3yueHus AUCUMILIMHBI HAIPaBlieH Ha (OPMHUPOBAHUE CIAEAYIOIUX KOMITETEHITHI:

Kon u [IpenmectByronme

HAVMEHOBALIE Kon u HaumeHoBaHme HHIMKATOPA AOCTIDKEHUA |5 | o (c ykasammem
KOMIIETCHITNH KOMIICTEHINH JTUCITUTLIIVH )

OIIK-3. OIIK-3.5- Briageer MeTo1aMy U HaBBIKAMH 7 |-
Cniocoben obecrieueHrss ”HPOPMAITMOHHOM 0€30MacHOCTH
[PUMCHSITh
METO/IbI TIOUCKA,
XpaHeHUs,
00paboTKH,
aHalM3a u
[Ipe/ICTAaBJICHUS B
TpedyemMoM
dbopmate
nH(pOpMaINU U3
Pa3IMYHBIX
MCTOYHUKOB U
0a3 JaHHBIX,
coOmro1ast mpu
STOM OCHOBHEIC
TpeOOBaHUS
MH(POPMALIMOHHO
i1 6€30MaCHOCTH

®opMbI MPOMEKYTOYHOMN aTTECTALMH 110 JUCIUIIMHE: 3a4eT (7 ceMectp),

2. Iloka3aTejn, KPUTEPUH H IIKAJIbI OLEHUBAHUS KOMIIeTEHIM A
2.1 IlokazareneM OIIEHMBaHMsS KOMIIETEHUMH Ha d3Tane uX (OPMHUPOBAHUS TNPH H3YyUYEHUU
JUCIUILTAHBI SBIISETCS YPOBEHb UX OCBOCHHUSI.

IMxana €CKPHUITOPHI YPOBHEH
Pe3ynbrarel 00yueHus HAeckp PbI YD o
OLICHUBAaHUS OCBOEHHS KOMIIETEHIIUH
OIIK-3.5- Birianeer MetoamMu 1 HaBBIKAMH 0OecrieueHus] HHPOPMAITMOHHOHN 0€3011acHOCTH
Huzknit Baajgers: MeTolaMH U HABBIKAMU Nmeer npencraBienne o cnoco0ax 3amuThl
(moporossl  [00€CTICUCHIS HH(POPMAMOHHOH uHbOpMallMd OT HECAHKIIMOHMPOBAHHOTO
ﬁ) YPOBEHb 0E30MaCHOCTH JocTyma
Cpenunuii Brnageer NMOHATUHHBIM aIapaToM 3aiiuThbl
YPOBEHb nHpopmManuy.
CBo0OomHO BJIAJIEET MOHSITUHHBIM
. anmapaToM 3aIIUTHI nHbOopMaIH
Bricokuit P = (opmaru,
OBCHE oOnajaeT HaBBIKAMU 10 OpPraHU3alUU
Yp 3amuThl UHGOPMAIMU B BBIYUCIUTEIHHON
CETH.

2.2 Tabauma cOOTBETCTBHS PE3yIbTaTOB MPOMEKYTOUHOM aTTECTAlMU 110 JTUCIMIIMHE YPOBHIO
sTana GopMUpOBaHUS KOMIETSHIUN

YpoBeHb
IITxama Kon nnaukaropa noctuxeHus
dopma KOHTPOIIs . OCBOEHUS
OLICHUBAHUS KOMIIETEHITU I
KOMIIETEHITHN

yI0BJIETBOPUTEIILHO OIIK-3.5 HU3KUI
3auer XOpOIIIO OIlK-3.5 cpenHuit
OTJINYHO OIIK-3.5 BBICOKHH




3. MeToanyecKkue MaTepuaJbl, onpeaesomue Npoueaypbl OHeHUBAHUS

[Ipomniecc  omneHuWBaHWs 3HAHWN, YMEHWW, HABBHIKOB M (WJIM) ONBITa JACATEIHHOCTH,
XapaKTepU3YIOIUX dTanbl (OpMUPOBAaHUS KOMIETEHIMH, MpeAcTaBieH B Tabiuumax mo (opmam
oOy4eHMSI:

Tun 3anarus Tema (pa3nen) OueHovHbIe CpeACTBA
OIIK-3.5- Biageer MeToiamMu 1 HaBBIKaMH oOecrieueHns: THHOPMAIMOHHON 06€301acHOCTH
Jlexusa KomimnekcHbii OJIXO0. K obecneuenuro | Koncmekr gexknuii

uH(OPMaIMOHHON 0€30MacHOCTH Huckyccuun

3amuTa OT HECAaHKUMOHMPOBAHHOTO JOCTYyMa K
UH(POPMALIUU B KOMITBIOTEPHBIX CUCTEMAaX
Kpunrrorpadudeckne MeToab! 3aIUThI
uHpopMaun

3amuTa OT BpeAOHOCHBIX IPOrpaMM

[IpakTuueckoe 3amuTa “HPOPMAIMH ¢ TOMOUIBIO TAPOJIS OT4er o MpaKTUYECKUM
3aHSTHE HccnenoBanue ctangaptoB 3amutsl Wi-Fi cereit 3aHATUAM
AHanu3 ceteBoro Tpaduka 3ayer

HccnenoBanue ysa3BUMOCTEH CETEBBIX CIIYKO Ha
npumepe OWASP Mutillidae u Metasploitable

CamocrosaTenbHa | AyauT 0€30macHOCTH HH)OPMAIIMOHHON CHCTEMBI OTuer 1o NpaKTUYECKUM
s paboTa 3aHATHAM
3auer

4. TunoBble KOHTPOJIbHBIE 32JaAHUS
[Ipumepsl 3ajaHus MO KaXKIOMY THIY OLEHOYHBIX CPEACTB ISl KaXJAOW KOMIIETEHIIHH,
dbopMUpyeMOil TaHHOW TUCIUTUIMHOM.

4.1 Tunosoe 3aaHue TUCKYCCUI IO JMCUMUILINHE:
OIIK-3. CnocoOeH pemiats CTaHAApTHBIE 33a4 PO(ECCHOHATBHON e TENFHOCTH Ha
OCHOBE WH(pOpPMAMOHHONH M OMOIMOrpapuuecKkoil KyJIbTypbl C NPUMEHEHHEM HH(OPMAIIMOHHO-
KOMMYHUKAIITMOHHBIX ~TEXHOJOTMA W C YyYE€TOM OCHOBHBIX TpeOOBaHMI HHGPOPMAIIMOHHON
6e30macHOCTH

1. Kakum 06pa3oM BO3MOKHO 3alIUTUTh MTApOJIEM JaHHBIE JIF000Tr0 THUHa?
2. Kak BO3MOXHO 3aIIUTUTBCS OT KPaku JTMYHBIX ¥ EPCOHANBHBIX JJAHHBIX MMOCPEICTBOM
cHu¢puHra?

4.2 Tunosoe 3a1aHKe 1Jisl IPAKTHYECKUX 3AHATHH 110 AUCUMILJIMHE:
OIIK-3. CnocoOeH periats CTaHAapTHBIE 337a4l MPO(PECCHOHANBHOM e TETbHOCTH Ha
OCHOBe HMH(GOpPMalMOHHON U OubIHorpadguyeckoil KyabTypsl ¢ NPUMEHEHHEM HH(OPMAIMOHHO-
KOMMYHHUKAI[IOHHBIX ~TEXHOJOTMH M C YYeTOM OCHOBHBIX TpeOoBaHHUN MH(OPMAIIMOHHON
Oe3onacHOCTH
1. Kaxkue cnocoObl ycTpaHeHHUs ySI3BUMOCTEN CETEBBIX CIIyKO BbI 3HaeTe?

2. KaxuMm 00pa3oM BO3MOXHO HCIIONB30BaTh OpaHAMAyd3phl JJIS 3alIUTHl OT aTak Ha CETCBBIC
CITYyXKOBI?

4.3 Tunosoe 3ajaHue JJIs1 CAMOCTOATEIbHOM padoTe Mo JUCHUNJIHHE:
OIIK-3. CnocoOeH periats CTaHAapTHBIE 337a4 MPO(PECCHOHANBHOM e TeTbHOCTH Ha
OoCcHOBe WH(GOpPMaMOHHON U OubiHorpadguyeckoil KyabTyphl C¢ MPUMEHEHHEM HH(OPMAaIMOHHO-
KOMMYHHUKAI[HOHHBIX ~TEXHOJOTMH M C YYeTOM OCHOBHBIX TpeOoBaHHUN MH(OPMAIIMOHHOMN
0e3omacHOCTH
1. Kaxkue cnocoObl ycTpaHeHHUs ySI3BUMOCTEH CETEBBIX CIIYKO BbI 3HaeTe?



2. KakuM 00pa3oM BO3MOXKHO HCIIOJB30BAaTh OpaHIMAayd3pbl IS 3allMTHl OT aTaKk Ha CETEBBIC

CITY>KOBI?

5. BaHK KOHTPOJILHBIX 3aJaHUl M HMHBIX MAaTepPUAJIOB, HCIOJb3yeMbIX B Ipolecce
Nnpoueayp TeKyuero KOHTPoJs U MPOMEeKYTOYHOM aTTecTallun
bank mpeacraBien B sokampHOM cetm kKadeapel HMCT wu  moctymen mo URL:
http://www.aup.uisi.ru. Tlocie aBTopu3aiyu HEOOXOAMMO BBHIOpATh ClACAyOIIUA MyTh: \OOydeHue
\CT \®I'OC BO 3++ \ BbiOMpacTcs HampaBiieHHe, Mpoduabr OOydCHHs, Ha3BaHWE TUCIHILIMHBI,
yYKa3aHHbIC HA TUTYJILHOM JIUCTE



http://www.aup.uisi.ru/




OLEHOYHBIE CPEICTBA PACCMOTPEHBI M yTBEPKICHBI Ha 3acejaHuu Kadeapsl BMud

14.05.2020 r ITpotokom Ne 9

3aBeayronuit kadeapoii (pazpaboTurka) B.T. Kyansimen

MOINCH WHUIHAIEI, (paMums

14.05.2020 I.




