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1. IlepeyeHb KOMNETEHIUH M HHAUKATOPOB UX J0CTHKEHUS
[Ipouiecc n3yueHus AUCUMILIMHBI HAIPaBlieH Ha (OPMHUPOBAHUE CIAEAYIOIUX KOMITETEHITHI:

Konu [IpenmecTByronme
Kon n HanMeHoBaHMEe HHIUKATOPA JOCTUKEHUS
HAaNMEHOBAHUE . Otan | 3Tansl (C yKkazaHueM

KOMITETEHIINI
KOMITETEHIIUHT JUCLIUTIIINH )

OIIK-3. OIIK-3.5- Brageer MeTo1aMu U HaBBIKAMH 7 |-
Crnocoben obecriedeHrss THPOPMALMOHHOM O€301IaCHOCTH
[PUMEHSITh
METO/IbI IOUCKA,
XpaHCHHUS,
00paboTKH,
aHaM3a u
[pPE/ICTABJICHHUS B
TpeOyeMoM
dbopmare
nHpopManuu u3
Pa3IMYHBIX
MCTOYHUKOB U
0a3 TaHHBIX,
coOmro1ast mpu
STOM OCHOBHEIC
TpeOOBaHUS
WH(POPMALIMOHHO
i1 6€30MacCHOCTH
®opMbl MPOMEKYTOYHOM aTTECTALMY 110 JUCHUILIHHE: 3a4eT (7 cemectp),

2. HOK833Te.]'ll/l, KPUTEPUH U HIKAJbBI ONCHUBAHUA KOMIIeTEeHIInii
2.1 Tloka3zarenem OLICHMBAHUS KOMIIETCHUMH Ha 3Tamne HuXx (1)OpMI/IpOBaHI/I$I IIpu H3YyUCHUU
AUCHUIUIWHEL SIBJISICTCA YPOBCHB UX OCBOCHHMA.

[Ixamna €CKPHUIITOPEI YPOBHEN
Pesynbrarel 00ydeHus Heckp pHl YP .
OLICHUBAHUS OCBOEHH KOMIIETECHIIUIA

OIIK-3.5- Bnageer MeTogamMu 1 HaBBIKaMH oOecriedyeHus: THOPMAIMOHHOM 0€30MacHOCTH

Huzkui Biajgers: MeTo1aMu ¥ HaBBIKaMH Nmeet nipencraBieHne o crnoco0ax 3aiuThl
(moporossr  [00€CTICHCHIST HH(POPMAIIHOHHOM nH(pOpPMAaLlUM OT HECAHKI[MOHWPOBAHHOTO
ﬁ) YPOBEHB 0€30I1aCHOCTH J0CTyTIa
Cpenunuii Brnageer MOHATUHHBIM aIapaToM 3aiiuThbl
YPOBEHb nHpopmManuy.
CB00O0IHO BJIAJIEET MOHSTUHHBIM
o anmapaToM 3aIATHI nadopMaInn
Bricokuii P m (popmarum,
OBCHE o0jasaeT HaBBIKAMU [0 OpTaHHU3AIUU
yp 3amUThl UHGQOPMAITUU B BBIYUCIUTEIHHOMN
CETH.

2.2 Tabnuma cOOTBETCTBHS Pe3yIbTaTOB MPOMEKYTOUHOM aTTECTAlMU 110 TUCIMIIMHE YPOBHIO
sTana GopMUpPOBaHUS KOMIETEHIUN

YpoBeHb
Mxana Kona nnaukaropa qoCTUXEHUS
dopma KOHTPOJIS . OCBOCHUS
OIICHUBAHUS KOMITETEHIINI
KOMIIETEHIINHI

YIOBJIETBOPUTEIHHO OITK-3.5 HU3KHAN
3auer XOpOIIO OIIK-3.5 cpeaHuit
OTJINYHO OITK-3.5 BBICOKUU




3. MeTtoauveckne MaTepHuaJIbl, ONpeae/solue NpoueIypbl OHeHUBAHUS

[Ipouilecc oneHWBaHWS 3HAHWW, YMEHWH, HAaBBIKOB H (WJIU) OMbBITAa JAEATEIHHOCTH,
XapaKTepU3YIOMIMUX ATanbl (OPMUPOBAHUSA KOMIETEHIIMH, MpelIcTaBieH B Tabnuuax mno ¢opmam
o0yueHusI:

Tun 3ansaTus Tema (pa3aen) OueHo4yHbIE CpeCcTBA
OIIK-3.5- Biraneer MmerogamMu ¥ HaBbIKaMu oOecriedeHusi THHOPMAITMOHHON 0€3011aCHOCTH
Jlexus KomiiekcHbii HOJIXO/ K oOecneuennto | Koncmekr aexmuii

nH(pOpMaIMOHHOM 0€301MacHOCTH Huckyccun

3amuTa OT HECAHKIIMOHUPOBAHHOTO JOCTYyNa K
UH(POPMAIIUU B KOMITBIOTEPHBIX CUCTEMAaX
Kpunrorpaduueckre METO/IbI 3aIIUTHI

uHpopmanuu

3amuTa OT BPEIOHOCHBIX TIPOTPaMM

[IpakTrueckoe 3amuTa HHPOPMAIUH C TTOMOIIHIO TTAPOJIS OTyeT 1Mo NpakTUYECKUM
3aHITHE HccnenoBanue cranmaaptoB 3amuthl Wi-Fi cereit 3aHSTHSIM
AmHanu3 ceTeBoro Tpaduxa 3ayer

HccnenoBanue ysI3BUMOCTEH CETEBBIX CITYXO0 Ha
npumepe OWASP Mutillidae u Metasploitable

CamocrositenbHa | AyauT 6e30macHocTd HHGOPMAIITMOHHON CHCTEMBI OT4eT 1o MPaKTUYECKUM
s pabota 3aHATUAM
3ayer

4. TunoBble KOHTPOJbHbIE 3aJaHUS
[Ipumepsl 3agaHusi MO KaXJAOMY THUIY OLEHOYHBIX CPEACTB Uil KaXKI0M KOMIIETEHLIMH,
dhopMUpyeMOil TaHHOW TUCITUTUTHHOM.

4.1 TunoBoe 3a1aHNe JUCKYCCHI IO TUCHUILINHE:
OIIK-3. Cnoco0eH periate CTaHAapTHBIE 337a4l MPO(PECCHOHANBHOM 1eTETbHOCTH Ha
OCHOBe HWH(GOpPMalMOHHON U OubIHorpaduyeckoil KyabTyphl ¢ NPUMEHEHHEM HH(OPMAIMOHHO-
KOMMYHHUKAIIMOHHBIX ~TEXHOJOTMH M C YYeTOM OCHOBHBIX TpeOoBaHMH HH(OpPMAIIMOHHON
0e3onacHOCTH

1. Kakum 00pa3oM BO3MOXKHO 3aIUTHTh NapoJieM JIJaHHbIE JTI000ro THa?
2. Kak BO3MOXHO 3aIIUTUTHCS OT KPAKW JIMYHBIX U IEPCOHATBHBIX JAHHBIX ITOCPEICTBOM
caudpunra?

4.2 Tunosoe 3aaHue JJIsl NPAKTHYECKUX 3AHATHH 110 AUCHHILIMHE:
OIIK-3. CnocoOeH pemiats CTaHIApTHBIE 337a4H MPO(PECCHOHATBHON e TETFHOCTH Ha
OCHOBE WH(pOpPMAMOHHONH M OHOIMOrpaduuecKkoil KyJIbTypbl C NPUMEHEHHEM HH(OPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJOTHH W C YyYE€TOM OCHOBHBIX TpeOOBaHMM HMH(POPMAIIMOHHOMN
6e30macHOCTH
1. Kakue cnocoObl ycTpaHEHHs YsI3BUMOCTEH CeTeBBIX CIykO0 Bbl 3HaeTe?

2. Kakum 00pa3oM BO3MOXKHO HCIIOJIb30BaTh OpaHAMaydspbl AJS 3alIMThl OT aTak Ha CETEBbIE
CITY>KObI?

4.3 Tunosoe 3a1aHue 1JIs1 CAMOCTOSITEILHON padoTe 10 AMCHMIIIMHE:
OIIK-3. CnocobeH pemrath cTaHIapTHBIC 3a/1a49U PO(ECCHOHATBLHON JISATSIIBHOCTH Ha
OCHOBe WHGOPMAIMOHHONW U Oubimorpaduyeckoil KyabTyphl ¢ MpPUMEHEHHEM HWH(OPMAIMOHHO-
KOMMYHUKAITMOHHBIX TEXHOJOTHUH W C YyYE€TOM OCHOBHBIX TpeOOBaHM HWH(POPMAIIMOHHOMN
0e30IMacHOCTH



1. Kakue cnocoObl yCTpaHEHUS ySI3BUMOCTEH CETEBBIX CIIYKO BBI 3HAETE?
2. Kakum 00pa3oM BO3MOXXHO HCIIOJIb30BaTh OpaHAMAydspbl AJS 3alIMThl OT aTaKk Ha CETEBbIC

CITY>KOBI?

5. BaHK KOHTPOJILHBIX 3aJaHUIl M HMHBIX MAaTepPUAJIOB, HCIOJb3yeMbIX B Ipolecce
npoueayp TeKyuero KOHTpPoJis U MPOMEKYTOYHOM aTTecTallun
bank mpeacraBien B sokampHOM cetm kKadeapel HMCT wu  moctymen mo URL:
http://www.aup.uisi.ru. Tlocie aBTopu3aiuu HEOOXOAMMO BBHIOpaTh ClAeAyrOIIUA MyTh: \OOydeHue
\ICT \®I'OC BO 3++ \ BbiOMpacTcs HampaBiieHHE, Mpoduabr 0OydCHHsI, Ha3BaHWE IUCIHUILIMHBI,
yYKa3aHHbIC HA TUTYJILHOM JIUCTE



http://www.aup.uisi.ru/
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