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1. [lepeyeHb KOMNETEHIIUIA M HHAUKATOPOB UX JOCTHKEHUS
[Iportecc n3ydeHUs TUCIUIUIMHBI HAITpaBJICH Ha (hOPMUPOBAHKE CIICTYIOIINX KOMITCTCHITHN

Kon u Kon n naumenoBanue
[IpenmecTByroniye 3tamnsl
HaUMCHOBaHHUE WHJUKATOPa JTOCTHKEHUS Oran
. (c ykazaHueM JTUCLUTLINH)
KOMIIETEHIIUHU KOMITETCHIINI
OIIK-7—- OIIK-7.1- 3uarh: METOJIUKY 1 -3Tan- DIeKTPOTEXHUKA,
Crniocoben HaCTPOUKHU u HaJaJKu ) 3JIEKTPOHHMKA U CXEMOTEXHUKA
y4acTBOBaTb B | IPOTrpaMMHO-anmapaTHBIX
HAaCTPOUKE U KOMILJIEKCOB
HaJIaJIKe OIIK-7.2.YMeTh: IPOU3BOAUTH
[PpOrpaMMHO- KOJUJIEKTUBHYIO HACTPOUKY U ) 1 -3Tan- DneKTpoTeXHUKa,
alrapaTHbIX HaJlaJIKy MporpaMMHO-aIapaTHbIX JJIEKTPOHUKA M CXEMOTEXHHKA
KOMILJICKCOB KOMIIJIEKCOB
OIIK-7.3.UMeTh HABBIKU:
KOJUIEKTUBHOW HACTPOMKHU U ) 1 -3Tan- DneKTpOTEXHUKA,
HaJaJK{ MIPOrpaMMHO-aNMapaTHBIX JNEKTPOHUKA U CXEMOTEXHUKA
KOMILJIEKCOB

dopma(bl) MPOMEKYTOUHOU aTTECTALMU 1O AUCLHUILUIUHE: dK3aMeH (4 ceMecTp).

2. HOK333TCJII/I, KPUTCPUHU U HIKAJBI OHCHUBAHUA KOMIIeTeHII il

2.1 Iloka3aTeneM OlleHUBaHUs KOMIIETEHUIMH Ha 3Tare uX (popMupoBaHUS NPU U3YUCHUU JUCIUILTAHBI

SABJIICTCS YPOBCHb UX OCBOCHMUA.

[Ikana
OLI€HUBaHUA

PesynbTarel 00yueHus

Jeckpunrops! ypoBHEH
OCBOCHMSI KOMIIETEHIIM

OIIK-7.1 - 3HaTh MEeTOAMKY HACTPOMKM M HAJAJAKM MPOrPAMMHO-ANNAPATHBIX KOMILJIEKCOB

Huzkuit
(TOoporoBbIit)
YPOBEHb

Cpenunuit
YPOBEHb

Bricokuii
YPOBEHb

3HaTh:  METOIMKY HACTPOWKH U
HalaJK{l TpOrpaMMHO-aNNnapaTHbIX
KOMILIEKCOB

Nmeer cmaboe TmMOHATHE O METOAMKE
HAaCTPOMKM H  HaJaJKU MPOrPaMMHO-
anmnapaTHbIX KOMIIJIEKCOB
WH(OPMAITMOHHBIX CUCTEM

HNmeer npexncraBieHne O  METOJIUKE
HAaCTPOWKM W HAJNAJKA [POrPaMMHO-
anmnapaTHbIX KOMILJIEKCOB

MH()OPMAITMOHHBIX CUCTEM

HNmeer 3HaHMA O METOAUKE HACTPOUKHU H
HaJIaJIKH IIPOrPaMMHO-AINaPaTHBIX
KOMILJIEKCOB HH(OPMALIMOHHBIX CHCTEM

OIIK-7.2. YMmeTb NPOM3BOAUTH KOJLUIEKTHBHYIO

HACTPOIKY M HAJAJAKy HNPOrpaMMHO-

annapaTHbIX KOMILJIEKCOB

Huzkuit Ymernb: npou3BOAUTE | IMeeT ciiabble yMeHUS  HACTPOWKH U
(OpOTOBBIN) | KOJUIEKTUBHYIO HaCTPOUKY U | HaJlaJKu MIporpaMMHO-aNnapaTHbIX
YpOBEHb HalaJKy MpOrpaMMHO-aIMapaTHBIX | KOMIIJIEKCOB

Cpenuuit
YPOBCHb

Bricokuii
YPOBEHb

KOMIIJICKCOB

Nmeer ymeHus  HACTpOWKM M HAJIAJIKU
NporpaMMHO-aINapaTHRIX KOMILIEKCOB

Nmeer ymeHus  HACTpOWKM M HAJIAJIKU
IpOrpaMMHO-aNNapaTHbIX KOMILJIEKCOB.
JlemaeT BBIBOJIBI.

OIIK-7.3. MMmeTb HaBBIKM KOJUIEKTUBHOM HACTPOWKM M HAJIAJKW IPOrPaMMHO-aIapaTHbBIX

KOMIIJIEKCOB
Husknii Hmers HaBbIKM: KOJUIEKTUBHOM | MiMeer cnalOble HaBBIKM HACTPOWKH U
(MOporoBbIil) | HACTPOMKM M HAJAJKU IPOrPaMMHO- | HaJIAJKU IIPOrPaMMHO-AINaPATHBIX
YPOBEHb anmnapaTHbIX KOMIUIEKCOB KOMILJIEKCOB

Cpennuit NmeeT HaBBIKM HACTPOMKHM W HaJaIKH

YPOBEHb

IIporpaMMHO-almapaTHbIX KOMIIJICKCOB




Bricokuii
YPOBEHb

HNmeer HaBbIKM HACTPOMKM W HAJIAJKHU
NporpaMMHO-amnmapartTH Bl X
KOMILJIEKCOB. AHAJIU3UPYET u
(hopMyIHPYET BHIBOJBI.

2.2 Tabnuma cOOTBETCTBUS PE3YJIHTATOB MIPOMEKYTOUHON aTTECTAIMK IO JUCITUIUIMHE YPOBHIO dTara

(hopMUpOBaHHS KOMITETESHITUI

[IIxana Kon unnuratopa YpoBeHb OCBOCHUS
dopma KOHTPOJIS JOCTHXEHUS
OLICHUBAHUS N KOMITETEHIIUU
KOMITETEHIIU I
OIIK-7.1 HU3KHUH
ynoBaeTrBoputenbHo | OIIK-7.2, OIIK-7.1 CpeIHUI
OIIK-7.1 BBLICOKHI
OIIK-7.1, OIIK-7.3 HU3KHH
SK3aMeH XOPOILIO OIIK-7.2, OIIK-7.3 CpEeIHUIA
OIIK-7.1, OIIK-7.3 BBICOKHH
OIIK-7.2, OIIK-7.1, HU3KHI
OTIIHO OIIK-7.2, OIIK-7.1 CpeIHUIA
OIIK-7.2, OIIK- BBICOKHM
7.1,0IIK-7.3
OIIK-7.2, OIIK-7.1, Huskwmit
.. OIIK-7.2, OIIK-7.1 CpEITHUN
3a4eT 3a4€T
OIIK-7.2, OIIK- BBICOKHH
7.1,0I1K-7.3

3. MeToauyeckne MaTepHaJIbl, ONpeesiolue MpoueIypbl OlleHHBAHUS

IIpouecc oneHMBaHUs 3HAaHUN, YMEHHMM, HABBIKOB U (MJIM) ONbITA JAESITEIBHOCTH, XapaKTEPU3YIOLIUX

aTanbl GOPMUPOBAHUS KOMIICTCHITUH, MPEICTABIIEH B TaOHIax 1mo ¢gopmMam o0ydeHHUs:

Tun 3auaTus Tema (pa3aen) Onenovmnie
cpeacTBa

OIIK-7.1-3HaTh: METOAMKY HACTPOMKH U HAJIAAKH NPOrPAMMHO-ANNAPATHBIX

KOMILJIEKCOB

Jlexuust OCHOBBI TEXHOJIOTUH BBICOKOCKOPOCTHOM NEpeiaun Juckyccus
JTAHHBIX.

Jlextust TexHon0rus U CTaHaapThl KAHAJIBHOT'O YPOBHS Juckyccus
BBICOKOCKOPOCTHOM Nepeaadyu JaHHBIX.

Jleknus IIpOTOKOIBEI CETEBOI0 M TPAHCIOPTHOTO YPOBHEH Jluckyccust

OIIK-7.2. YMeTh NPOU3BOAUTH KOJUIEKTUBHYIO HACTPONKY M HAJIAJAKY NPOrpaMMHO-
annapaTHbIX KOMILJIEKCOB

JlaGopaTopHas . Otuer no
UccnenoBanne pyHkumii GUIbTpaluy U NpoABHKEHUS .
pabota n1abopaTopHOit
KaJIpOB B KOMMYTaTOpax
pabote
JlaGopaTopHas HccnenoBanue anropuTMoB padoOTsl KOMMYyTaTopoB Ha | OT4eT 1o
paboTa ocHOBe npoTtokoaa STP nabopaToOpHOU
pabote
JTaGopaTopHas Uccnenoanue Hactpoiiku VLAN no npotokony IEEE | Otuer no
pabora 802.1Q nabopaTopHOi
pabote
JlaGopaTopHas HccnenoBanue NpuHIIMIIOB OPraHU3AUU Otyet mo
paboTa arperupoBaHHBIX KAHAJIOB nabopaTtopHoit
pabote
JlaGopaTopHas HccnenoBanue METOIOB 3aLUTHI Otuer no
paboTa MH(POKOMMYHHKAIIMHHBIX CETEH OT J1a00paTOPHOU




HECaHKIIMOHUPOBAHHOIO JOCTYIa pabote
JlaGopaTopHas Uccnenoanue dbyHkumii prutbTpanuu U mpoaBwkenust | OTyeT 1o
pabota KaJIpOB B KOMMYTaTOpax nabopaTtopHoOit
pabote
OIIK-7.3. UMeTh HABBIKH KOJJICKTUBHOI HACTPONKH M HAJIAKH NIPOrPaMMHO-
annapaTHbIX KOMILIEKCOB
JlaGopaTopHas HccnenoBanne GpyHKIMA GUIbTpanuu u npoaswkeHus | OTder no
paboTa KaJpoB B KOMMYTaTopax nabopaTtopHoOit
pabote
JlaGoparopHas HccnenoBanue anroputMoB paboThl KOMMYTaTOpoB Ha | OTYeT 1o
pabora ocHoBe npoTokosna STP n1abopaTopHOi
pabote
JlaGopaTopHas Uccnenoanue nactpoiiku VLAN no npotokony IEEE | Otuet no
pabota 802.1Q 1abopaToOpHOit
pabote
JlaGopaTopHas HccnenoBanue NpUHIUIIOB OPraHU3aIH Ortuer o
pabota arperupoBaHHBIX KAaHAJIOB nabopaTopHOI
pabote
JlaGopaTopHas Wccnenosanne MeTONOB 3alUTHI Otuert 11O
pabota UH(POKOMMYHUKAIIUHHBIX CETel OT n1abopaTopHOit
HECaHKIIMOHUPOBAHHOTO JOCTyIa pabore
JlaGoparopHast . Otuet no
babota HccnenoBanune QpyHkumii GUIBTpaLUU U MPOABHKEHUS a6opaTOpHON
KaJpoB B KOMMYTaTOpax
pabote
PacuetHo-
CamocrostensbHa | [logroroska k 1abopaTopHbIM pabOTaM, BBINOJHEHUE
g paboTa pacueTHO-rpaduueckoil paboThI. rpaguuccas
pabota

4. TunoBbie KOHTPOJIbHBbIE 3aJaHUS
[IpeacTaBuTh OAMH NPUMEP 3aJaHUSA 110 KAXKJOMY THUITY OLIEHOYHBIX CPEACTB JJIsl KaXKI0M
KOMITETCHITNH, (OPMUPYEMON TaHHOHN TUCIIUIUITMHOM.

KomnerenmuaOIIK-7

3name :

-MCTOJUKY HaCTpOﬁKH W HaJIAAKH IIPOTrpaMMHO-AIIIIapaTHbIX KOMIIJICKCOB

Ymems:

- KOMIIJICKCOB ITPOMU3BOAUTH KOJIJICKTUBHYIO HaCTpOﬁKy H HAJIAJKY IIPpOrpaMMHO-aIlIIapaTHbIX

Hmemwb naswviku:

- KOJUICGKTHBHOM HaCTPOﬁKH " HaJIaJKH IIporpaMMHO-alIapaTHbIX KOMIIJIEKCOB

Ipumep 3a0anus no 1abopamopnoil pabome:
5.1 IlogknrounTech K KOMMYTAaTOPY 4epe3 KOHCOJIBHBIN MOPT.

5.2 I/IccnenyﬁTe OrpaHUYCHUC JOCTYyIIa MYTEM OTPAHUYCHHUA MAKCUMAJIBHOT'O KOJIMUCCTBA U3YUACMbIX

MAC-anpecos.

5.3 UccnenyiiTe orpaHuYeHHE JOCTYTA Yepe3 CTATUYECKYIO TaOIHIly aJpEeCcOB.

5.4 Hactpoiite KOMMyTaTop Tak, 4To Obl MOPTHI 1-4 MOTIM MAKCUMYM HU3Y4HUTh, COOTBETCTBEHHO 1-4
MAC anpecos. [Ipu 310M, B moprax 3-4 Hactpoiiku ¢pyHkuuu Port Security OIKHBI COXpaHATCS IpU
nepesarpy3ku kommyrtaropa. Ha moprax 1-2 coxpaHsTcs HE TOTKHBI.

5.5 B nmoprax ¢ 5-6 npu OTCYTCTBUU MOJKIIOYECHHUS COOTBETCTBYIOIICH paboyueil CTaHIINH 3aIHCh
¢bynkuuu Port Security ynansnace.

5.6 [l nmopToB 7-8 orpaHuYeHUE JOCTYTa JOJDKHO paboTaTh Yepes3 aipecHyro TadIuIy.

[Tpumep 3amaHus K IpakTUYECKON pabdoTe :
4.1. TlosicHuTh agpecarnuio mo mpoTokoiy Ipv4.



4.2. Onpenenutb MacKy MOJCETH, aIPEC CETH, aIPEC MOICETEH, KOJTUYECTBO XOCTOB B CETH, JIJIs
pelieHus 3alaHus TaHHbIE YKa3aHbl B Ta0immax 1 u 2.

Tabmmma 1
[Tapametp [Tpenmocneansis mudpa HoMepa CTYJASHUECKOTro oueTa
0 1 2 3 4 5 6 7 8 9
Knacc cetu A B C A B C A C B A
KonuuectBo 672 782 12 640 320 6 1560 4 1046 | 84
MIOJICETEN
Tabnuia 2
[Tapa- [Tocneansis uudpa HOMEpa CTYACHUECKOTO buneTa
METp 0 1 2 3 4 5 6 7 8 9
Anpeca | 3,43,56 | 6,32,42 | 4,7,10 | 22,334 | 12,23,3 | 2,4,6 | 14,34,5 | 23,4 | 12,234 | 22,35,6
[lon- 5 0 2 0 2
ceren
4.3 TlosicHUTBH OECKIIACCOBYIO aJIPECAIIHIO
IIpumepHnuiti nepeuenv 80npocos K YCMHOMY IKIAMEHY:
1. TuIbI MOCTOB Y TIPUHITUTT UX PaOOTHI.
2. KommyTatopsl - Ha3HaueHUe, pa3IMUHbIE TUIIBI TEXHOJIOTHI KOMMYTaluu. THIbl
KOMMYTAaTOPOB UX OCHOBHbIE OCOOEHHOCTH.
3. KonneHnTpatopsl, GyHKIIMN KOHIICHTPATOPOB, HA3HAUEHUE, TUITHI KOHIIEHTPATOPOB.
4. MapuipyTu3atopsl, CTpYKTypa HOCTPOCHHS CETE HA OCHOBE MapIIPyTHU3aTOPOB UX
Ha3Ha4YeHHUe, MapuIpyTHbIE Tabmuibl. CTPyKTypa MapuIpyTH3aTopa.
5. [Iporokon STP, ero dyukuu u Haznauenue @opmar nakera BPDU . Bri6op kopHeBoro
KOMMYTAaTopa.
6. [Tosicuuth Ha3HaueHue cetn Frame Relay, ctpykrypa kanpa. YnpapiieHre TOCTYIIOM U 3allluTa
OT IIEPETPy30K.
7. [Ipouenypa ycranosnenus coenuaeHust MIIBK B cersx Frame Relay.
8. HaznaueHue nokanbHO-BRIMUCIUTENBHBIX ceTel. Knmaccudukamnus JIBC.
0. bazoBas apxutekrypa noctpoenus JIBC.
10.  Merogs! noctyna JIBC.
1. Ha3nauenue noBTopuTeneu, MpuHIMUIT NOAKIOYEHUS .
12. Haznauenue nutro308. OcHoBHBIE pyHKIIMU. bpanaMayspsl.
13. [Tosicauth Ha3Hauenwue cereit [1]] nx kmaccudpukanuio.
14.  OM BOC, Ha3HaueHue ypoBHEN
15. ITopsimok noctyna k cetu Ethernet ,popmar npotokora.
16. [Topsimok moctyma k cetu Token Ring, hopmaT mapkepa u popmat npoToKoJIa.
17. Yupasnenue noctynom k cetu FDDI , popmar mapkepa u popmart npotokona.
18.  IIporokon kananeHOTO ypoBHSI HDLC, ero ¢opmar u npouenypa nepeaadu.
19.  TIlporoxon MJIKH/OK, nponeaypa ynpaBieHus.
20.  VYmpasnenue noctynom k cetu FDDI , dopmaT mapkepa u ¢popmMar mpoTokoa.
21. CrpykTypa mnakera mpoTokona IP. jmormdeckas cTpykrypa. Anpecamusi. XapaKTEepUCTHUKa

MPOTOKOJNIA. YKa3aTh COCTOSHHE TaOJHIl MapUIpyTHU3allMd MPU TEPEchUIKEe COOOIIEHUN U3 OTHOM
MIOJICETH B IPYTYIO.

22. Crpykrypa mportokona TCP, ero d¢dopmar u HazHadeHuwe monel, ympaBineHue TCP-
COEITMHEHHUEM.




23.  Appecanus Ipv4 nporokona. @opMar npoToKoa.
24.  IIporokonbHsblii cTek npotokona TCP/IP.
25.  HWnkancymnsamus npotokona TCP/IP.

26.  Ilosicuuts popmar nporokona TCP , Ha3HaueHue noyiei.

27. [Tosicaute mepenauy mgaHHbBIX corynacHo mpouenype HDLC B pexnMe HOpManbHOTO OTBETa
(PHO) u B pexxume acuaxponHoro otseta (PAO).

28. [Tosicaute mpotokon Ipv6 dopmaTr mpoTokosa, Ha3HaYEHHWE BCEX IMOJEH aapecarvio, THITbI
aJpecoB U COTJacOBaHUE C MPOTOKOIOM [pv4.

29. ITosicauts aBTOMaTH3anuo npouecca [P agpecos ¢ ucnonszoBanuem nporokona DHCP.

30.  IloAcHUTH NTMHENHHOE KOJUPOBAHUE.

31. [ToACHUTH HUKINYECKOE KOAUPOBAHUE.

32.  IIporoxom MPLS.
33.  Ilportokon mapuipyTtuzanuu OSPF.
34.  Ilporoxos mapmpytusanuu RIP.

5. baHK KOHTPOJILHBIX 3aJaHUHi M WHBIX MaTEepPHAJIOB, MCIOJIL3YyeMbIX B Mpolecce MPouexyp
TeKYNIIero KOHTPOJIS ¥ MPOMEKYTOUHOI aTTecTAlNU

[IpencrasieH B AJICKTPOHHOW  WH(OPMAIIMOHHO-00pa30BaTeIbHON cpene 1o URI:
http://www.aup.uisi.ru



http://www.aup.uisi.ru




OrneHOYHBIE CPENICTBA PACCMOTPEHBI U YTBEPkKACHBI Ha 3acenanuu kadeaps OIJITC

28.05.19 r IIporokon Ne 8

3aBeyromuii kadenpoit (pazpadboTunka) H.B. bynpuinuna

MOAITHUCH WHHUIIHAJIbI, (baMI/IJ'II/ISI
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